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Executive Summary

Mobile Health (mHealth) solutions play an incregsiole in healthcare and are considered likely to
become more important during the next decade.ifgaitom a description of th8tate of play and
trends (D2.1)the MovingLife project explored the current siteatiwith regards to the deployment
of mHealth solutions and described drivers andbibis for their further uptake. With the aim of
establishing a wide use and acceptance of mHealthians for the year 2025 different scenarios
have been developed (D3.2) illustrating the possiledvelopments in this area. One of the developed
scenarios has been adopted for elaborating a gdpsathat lead to 3 distinct preliminary roadmaps
in the following areas: medical uptake; technolegend applications; and socio-economic factors
(D4.1). D4.1 has been the reference documenthi®ronline consultation of several stakeholders
with aim to take a broad perspective in the aforgiaed areas.

This document reports an analysis of the colleatgait from the involved stakeholders as further
insights to identify the needs and requirements tieed to be satisfied in order to facilitate a
deployment of mHealth solutions as in the futurenseio. The result is three consolidated roadmaps,
extending the prelimanary roadmaps with additi@emments and/or challendes

The medical uptake consolidated roadmap
The roadmap on medical uptake illustrates the ehg#s that are and will be faced in the context of:
» Patient empowerment and individualisationHealth has a great potential to empower patients
be able to manage the care of chronic illness aeitsiospitals and clinics. This demands
regulation and alternative care models in mHe@&phecific challenges are:
» Acknowledge heterogeneity of patients.
* Educate patients in the use of mHealth.
* Individualism as key to integration.
o Overcome differences in ability and motivation.
o Patients should have the possibility to opt ouprascribed mHealth-based treatment for
whatever reason.
» Patient-doctor interactionA change in the patient-doctor relationship isextpd. This calls for:
* New skills and a redefinition of the role of thanaal staff in the healthcare ecosystem.
» Courses in re-schooling clinicians and new trairfimgfuture clinicians will need to be
designed.

» Universities will need help and guidelines from tBaropean Union (or the National
Education bodies) in order to be able to desigrrsasuthat contribute to a cross boarder
effort.

o0 Healthcare staff needs evidence-based proof irr dbodeust new mHealth solutions.
o0 Maximise the expected improvement of the qualitg/anthe efficacy of the healthcare
professionals’ work.
» Medical guidelines Presently medical guidelines show big differenaesoss but also within
Member States. Therefore:
*  Minimum standards and templates, better educafod, integrated care pathways are
needed to facilitate the deployment of mHealth sohs.

Y n the bullet points of the roadmaps, the blackebywoints come from the preliminary roadmap, whihe white bullet
points emrged from the consultation process.
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o0 Reaching consensus in creating new guidelines fdeatth with local engagement and
decisions at national level.
> Personalized health system&t the moment health data is centrally stored wwitimstitutions.
Data is not available across borders and in sommepan countries data is not even accessible
across regions on a national level. Specific chghs in this area are:
» Cross border accessibility of data, based on flex#imd secure data storage and sharing
platform, as the ones currently investigated imdloomputing approaches.

 EU should consider standardizing the exchange td dad tagging data in order to
improve safety for the patient.

» Define ownership of the health data and the respiitg of a given healthcare
professional to act upon these if necessary.

» User acceptancelhe success of mHealth will be particularly detieed by the trust of the users.
Therefore, key future challenges will be:

» Developing several points of access to health sesvi

» Estabilish uniform regulations to increase trust.

* Ensure usability and quality of mHealth solutions.

o Fostering competition between mHealth solutions atiter alternative ways to access
treatment. This would eliminate less efficient & quality solutions.

o Involving mobile phone operators, mobile health pames, and call centres, which will
have a crucial role in running Health solutions.

The Technology and Applications Consolidated Roadna
The roadmap on technologies and applications @slipossibilities that can be used to tackle the
existing challenges in the following areas:
> Interoperability and standardizatiof.here are not widely adopted, interoperable stalsd@ven
for a generic Electronic Health Records) and sakveand hardwares (e.g. smart phones, medical
equipment, etc.) does not work with each otherr&fioee:
* Implement neutral, trustworthy, transparent statslar
* Semantic interoperability is an imperative (fortbgbftware and hardware) for the wide
adoption of mHeath solutions.

o Industrial standards associations, in strong cadjmer with EU, National Healthcare
Systems and National Governments, should stimw@at#or harmonize standardization
efforts.

» Security and Safetyany technical concerns are related to the sestorage and distribution of
personal electronic health records, such as winengdre stored. Specific challenges in this area
are:

* Cloud computing paradigms may represent an oppitytlny enabling easy and fast
access, standard base integration and interopgyadmhong different healthcare systems,
and collaboration among distinct healthcare actors.

* Maintaining confidentiality and integrity of the feaxmation stored in all forms and
ensuring data backup and recovery processes.

0 It needs to be improved the patient perceptiorhefdontrol over his/her health record in

cloud solutions, as well as the patient satisfactm e.g. enable storing/moving patient
health record simultaneously in multiply devices.
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* Apps as medical devicespplications for mobile devices (Apps) are a gnogvmarket and have
started to enter the healthcare sector. Specititeiges in this area are:

(0]

The current legislation of the Medical Device Diree (MDD) does not sufficiently
address this emerging market and in its currensi@v it is therefore advisable to take
special care of this area.

Trustworthy certifications that make it simple aeasy to verify, even for the patient,
whether or not an application has been approvethéatical use should become standard.

Responsability to ensure the conformity of the Afpthe existing directive.

A new authority to perform market surveillace aedtification issue is needed.

Apps as medical devices should affect only thodetisos that have a direct effect on
treatment or diagnosis.

mHealth service providers should revise their bessrmodels and focus on a few relevant
Apps.

» Connectivity and interferencekack of connectivity or interferences could bpua off factor for
final users thus potentially affecting the impactdauser acceptance of mHealth. Specific
challenges in this area are:

Ensure a ubiquitous broadband coverage.

Convergence of systems into integrated - and inesceses implantable - medical devices.
Decrease of energy required to operate medicatdsvi

Robust communication in short-mid range Wi-Fi teabgies.

Medical Apps should be able to run without a cotina¢ whenever the application allows
it.

Extensive piloting actions are still needed to destiate their safety, as well as their
actual effectiveness and reduction of costs witipeet to existing non-invasive solutions.
The development of innovative technologies shoudd doupled with proper public
awareness and education campaigns to addresscesgtability.

Technology advances for robust communication sheooliplement a sound regulatory
framework in multiple directions (hardware and saite).

In addition, the consultation process for this ma@ has been aslo used to prioritize the identified
issues. According to many participants (50%), mperability of both software and hardware is the
main key for the wide adoption for mHealth soluioBecondly, security-safety and Apps as medical
devices are important themes (22% each). Finatlgnectivity-interference is not seen as a priority
in the short term (6%).

The Socio-economic factors Consolidated Roadmap

The roadmap related to socio-economic factors e#des on the following themes:

» Data protection and privacyMajor concerns exist with regard to data protecand privacy, e.g.
in relation to the exchange of data in mHealth.dlespfeguards for data protection and privacy
will therefore have a crucial role in the futuresess of mHealth. In particular:

The development of a clear framework is needed,caadthat is able to adapt quickly to
future developments.

More specific guidance from EU is crucial, and @&ddal communications directives or
regulations could illustrate the application of gfreposed changes for mHealth solutions.

Stronger emphasis on privacy by design is needed.
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Higher amount of flexibility of data protection apdvacy legislation is needed in order
to respond to changes in technology

> New actors in healthcargdealthcare will no longer be provided only by theditional caregivers
like nurses or physicians. Specific challengesis area are:

o O 0O

Improving existing guidelines to address the comipfeof new processes.

Harmonization of regulation concerning these newfgssions at the European level so
that mHealth is able to operate across bordersradiogpto the demands of European
citizens.

Increasing importance of computer scientists.

Changing role of physicians and nurses.

The focus on profit might increase.

Boundaries in healthcare are expected to beconreybdue to a different perception of
health and lifestyle.

» Reimbursement schemé&imbursement is of crucial importance for thecegs or failure of
new technologies and innovations in healthcareciBpehallenges in this area are:

(0]
0]

The acceptance of mHealth as a reimbursable adt European healthcare systems is of
pivotal importance.

A stronger cooperation of Member States in the beirsement of cross border mHealth
services, facilitated by the EU, will be neededetad the way to an increased deployment
of mHealth solutions in 2025.

It is equally important to reorganise healthcareaional level.
Focus on equity is necessary.

> Inclusion and Ethical guidelinedt should be noted that mHealth will be of im@orte in this
area. In particular:

(0]

The realization of inclusive, patient-centred apyttes will create a general base for the
acceleration of mHealth.

Ethical guidelines concerning mHealth will help ftacrease the acceptance by
safeguarding these issues but also by promotingmat fundamental rights.

Accessibility has to be guaranteed in financianteas well as in educating care providers
and patients in the use of new technologies.

> Liability. Liability varies enormously across different natl systems. Specific challenges in this
area are:

Liability needs to be, where possible, harmonizetha European level during the next
years, in order to guarantee legal certainty fdh lppoviders and users of mHealth.

> Interoperability of healthcare systenms addition to the issue of interoperability intexchnical
context, it should not be neglected that interdpiéta also plays a role in a socio-economic
context. Specific challenges in this area are:

(0]

(0]

Coordination of therapies to facilitate interopeliab
Harmonisation of standards at national and Europeaal.
A discussion about the definition of interoperdpilind interoperable healthcare systems
is still needed.
Main advantages of mHealth in creating interoperdiglalthcare systems are:
= Improving healthcare systems and reducing heakhoasts.
= Increasing patient empowerment
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1 Introduction

The MovingLife project is a Coordination and Sugpéction that will deliver roadmaps for
technological research, implementation practice polcty support with the aim of accelerating the
establishment, acceptance and wide use of mobsaléiH(mHealth) solutions.

Starting from a description of the state of play &ends (D2.1), the MovingLife project explorea th
current situation with regards to the deploymentrdflealth solutions and described drivers and
inhibitors for their further uptake. With the airhestablishing a wide use and acceptance of mHealth
solutions for the year 2025 different scenariosehbgen developed (D3.2) illustrating the possible
developments in this area.

This document reports a set of consolidated roadrtiagt elaborate possible routes from the state of
play as existing in 2012 to the scenario outlined2025. The roadmaps cover the three areas of
medical uptake, technologies and applications aodiossconomic factors and build on the
preliminary roadmaps that have been defined in Odrkultation Document resulting from the
performed gap analysis between the state of plalytha chosen future scenario. D4.1 was the
reference document for the online consultation wahous different stakeholders, with aim to get a
broad perspective on the aforementioned areas.

In the present deliverable, the collected inputrfretakeholders have been analysed and reported as
further insights to identify the needs and requiata that need to be satisfied in order to fatdia
deployment of mHealth solutions as in the futurenseio.

For the reader who is not familiar with mentionetlierables or with the consultation process, we
provide below a very synthetic account and contdidation of the MovingLife project’s
achievements that form the basis of these consetid@admaps.

1.1 Target audiences

The consortium envisages that this report will beful to all those stakeholders directly involved i
the implementation of mHealth as well as to anyeptrelevant actors in the Health domain.
Principally the consortium views the following gpsuof stakeholders as principal target audiences
for the report:

* Primary stakeholders: i.e. patients and primarg cgvers, in particular patients with chronic
health conditions that require management, patiehts may be underserved by traditional
medical community because of geography or immaghbildrivate caregivers, e.g. family
members or relatives.

» Secondary stakeholders: Professional users of mdighlth technology solutions such as
medical professionals, professional care providsmse homes and other service providers.

» Tertiary stakeholders: Suppliers of mobile headthnhology solutions, research organisations,
public and private enterprises with a business inobite technology (smartphones),
enterprises with a business in telemedicine orcéete providers of the IT infrastructure,
hard- and software and/or service provision.

» Others: Media, employers, policy-makers, public adstrations, civil society organisations,
standardisation organisations, social and privaserance companies, supporters of mobile
health technology solutions.

2 The mentioned deliverables can all be downloaded from MovingLife’s website at www.moving-life.eu
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This list is by no means exhaustive and it repriss#hose that the project consortium believes will
potentially find value in the contents of this repo

1.2 State of Play

In D2.1 State of Play in Mobile Healthcare, MovinigLproduced a study of the state of the play and
trends in the following areas:

* Technologies related to mHealth and their Applooadi
* Maedical and Clinical Guidelines;
» User Acceptance, Security and Privacy;

* Regulatory and Legal Frameworks.

The work has been carried out using environmerm@hising in the four aforementioned areas, two
dedicated workshops (one for the Medical and Glinuidelines and one for the Regulatory and
Legal Framework) and a number of interviews witlevant experts in India and Brazil in order to go
beyond a purely European perspective. As a resdthave analysed and synthesized the above
mentioned areas to put forward a framework for wstdeding the overall key trends, inhibitors and
drivers which have an impact on the current andréustate of play in mobile healthcare. For each
target area, a summary of the key findings is prieskas the contextualization of the respective
consolidated roadmaps.

1.3 The future scenario

In D3.2 Vision Scenarios in Mobile Healthcare, f@genarios were envisaged in order to reflect the
possible future visions. The scenarios were deeelopsing the well-renowned IDON scenario
technique. A vision scenario workshop was held Jamuary 2012 where different stakeholders
discussed their perspective on the trigger triggeestion “How will mHealth applications and
solutions be used in chronic disease managemed025?” As a result from the workshop, four
alternative but equally viable vision scenarios avdeveloped. In order to create the roadmaps as
guidance towards mHealth in 2025, the MovingLif@gartium chose to focus the gap analysis on
only one of these scenarios, namely the scenatledcarhere must be an app for that!”. This
scenagio depicts a future with widespread use acdpaance of mHealth. The scenario is reported
below:

1.3.1 There must be an app for that!

Healthcare delivery has become digital and mobédetealth and mHealth technologies and
applications are vital tools for how, when, whend &y whom healthcare is delivered.

mHealth is enabled by the existence of wirelessvords and mobile platforms that support full
interoperability of all mobile technological solotis that fulfil European standard requirements.

Another important hurdle, namely how doctors arembeirsed, has been overcome by the
implementation of clearly defined mHealth paymemidels combined with a “pay for performance”
model. Doctors get paid based on the number oémdifit mHealth services they offer and on the

3 Full storylines have also been developed for the four scenarios and can be downloaded at www.moving-life.eu
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basis of how on the number of patients treatedgusihlealth solutions and/or applications. While
there is a distinction between apps prescribed hey doctors and apps that patients download
privately, this payment model also compensatesod®avhen patients present data from their non-
prescribed apps during the consultation.

The overall saturation of smartphone and off-thelfshpps for everything and anything imaginable
has also reached the healthcare system and hoswisatihemselves deal with their medical condition.
Using health related apps has become a way oétite patients want apps that respond precisely to
their individual needs. Mobile apps developers hawg& become important stakeholders in the
healthcare eco-system.

mHealth is not only used to support and improvedéwe for the individual, it is also employed for
public health purposes. Traditional direct targefedt Messaging for the purpose of general health
education and information has been taken a stepefurToday, anyone who has downloaded the
public health service app on their smartphone reiteive an automatic text message informing them
of the presence of communicable diseases in tlee &te same app allows public health authorities
to receive data from users’ smartphone every theeuser enters or leaves an affected area.

Patient and clinician reservations and concernstdsvthe use of mHealth services and application
have been overcome by the implementation of trushwocertifications which are in place across
Europe. This makes it simple and easy to verifgnefor the patient, whether an application has been
approved for medical use. In addition, data pradecand data management regulations have been
adopted, enabling the use of mHealth services pplications without jeopardizing the protection of
personal and medical data.

In medical practice, mobile technologies and ajpilbns have become embedded in patient-centred
disease management and flexible care models, whate been able to compensate for the
diminishing clinical personnel resources. In fagtients, especially chronic patients who have
particularly high needs and requirements concerrgogtinuous care, hardly even perceive or

experience the lack of medical staff. On the caginpatients feel more connected to their doctar an

more actively involved in managing their conditiavhen they have to actively use mobile

applications to monitor, record, and transmit maldand personal data.

In addition, simple mobile apps make it possibledtiect and record other data than simply those
directly connected to the condition in question abhstrengthen the holistic care model approach.
The patient’s experience, lifestyle and well-beamg all taken under consideration and differensapp
can provide support for any of these issue. Thiddcde air pollution data for asthmatic patients
carrying a GPS-enabled device which records whedevehen they use their inhaler. The data can
then be shared with other users and a map showioluted areas” can be generated. In this way,
asthmatic patients can either avoid those parti@rgas or take their precautions if they haventere
them. In many ways, these types of applicationdlenaitizen-centred surveillance of health risk
factors similar to that employed by the state faoblic health warnings.

While the vast majority of patients readily embratdealth services and applications, patients living
in remote areas actually do not have a choice. sthecity of human resources, the deployment of
mobile platforms, wireless networks and technolalgsolutions make mHealth the obvious solution
to improve the provision of care for people in réenareas. In addition to the traditional features o
remote care and monitoring, an increasing numbemskilled health workers cover health needs in
remote areas. Mobile applications and platformsetpthese workers in making skilled decisions
and providing treatment and care.
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1.4 Towards the Consolidated Roadmaps

As a first step, three preliminary roadmaps basedim analysis of the gap between the “As-Is”
situation (the State-of-play document) today ane émvisioned “To-Be” situation (the scenario
storyline) have been developed. The three prelirgir@admaps are presented in the deliverable D4.1
Consultation Document and have been used as gtapmt for the consultation process. In
summary, each preliminary roadmap describes the thegh have been identified (as key elements of
the future scenario that currently are not yetisigfitly developed), and for each gap, the keyriitu
challenges (according to our analysis) to fulfitlsia gap have been defined.

The consultation process involved 45 participantt) the following background:
* 26 Academic/Research
» 8 Health Care Professional
e 6 Health Care Researchers
* 4 Industry / Service Providers
e 1 Other

In terms of country participation, we have hadftiiwing distribution:
e 4 Belgium
» 1 Brazil
* 5 Denmark
* 1 Estonia
* 3 Germany
e 1llreland
e 7 Spain
e 1 Turkey
* 8 United Kingdom
* 6 Other

The online consultation was based on 28 questiascli were a mix between open and closed
guestions) aimed at validate and provide furth@srmation on the identified future challenges, and
thus produce the consolidated roadmaps. The catisultquestions are provided in the annexes of
this report.

A consultation report, including the scenario, veargulated to an extensive list of stakeholders.
Stakeholders were identified during the coursehefproject and the list has been maintained by the
consortium with the involvement of all partnersal&holders were asked to read the consultation
report and then directed to an online set of gaestcreated and hosted on SurveyMonkey. In total
the consultation was kept open for two weeks. Atiaininvitation letter was followed up with a
second reminder email halfway through the consahat

The consultation questions were as with the roadamapstate of play reports broadly divided into
three broad areas. These were questions on tethmedical and social/legal aspects. Questions
were collaboratively developed by the consortiurd egflected key issues identified in the scenario
and consultation document. The consultation depgnde how much respondents contributed in
their own words took 30-60mins to complete. At thegginning of the consultation exercise some
respondents expressed a wish to complete the ¢atisaloffline. As a result an offline word-version
was circulated to these respondents and providgzatimers in the project should any stakeholders
request an offline version from them.
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As noted above questions were a mix of closed qet questions. The majority of closed questions
had however a text box where respondents whereuesged to comment further and to provide
more details on their answers. The majority of etbguestions were also ranking questions where
stakeholders were asked to rank or indicate kayessliscussed in the consultation document and
scenario. Stakeholders were also asked to prowadedraphic and contact details (if they consented
to being contacted by the project), the resultwlith have been presented above.

Online results to the consultation were stored @mdduced utilising the tools provided by
SurveyMonkey. As a number of stakeholders respondety an offline version a master result file
was produced incorporating online as well as dfliresponses. The analysis of the results is
presented in this report in the analysis conductede ‘further insights’ section.

The limitations of the consultation exercise aretfee consortium primarily linked to a potentially
low number of responses. This was due to two resagérstly the timing of the consultation exercise,
due to the constraints of time and the DOW, melaat the initial email was sent during what is a
traditional holiday period for many stakeholderg&sponses during this initial period were low and
infrequent. Internally the consortium agreed toeagtthe initial deadline and a reminder email was
sent to the list of stakeholders. Consequently rameased rate and number of responses to the
exercise was generated. As with all consultatioer@ges more time would have been desirable and
would have increased the number of responses uwts unfeasible given time constraints on the
project. Secondly online consultation exercisesehineir own inherent limitations in respondents
committing time to replying to the consultation,iahin this case was compounded by stakeholders
needing to read and digest material in the forna @bnsultation document. Again more time may
have mitigated against this.

In addressing the limitation one key factor to atemsider is the relative newness of mHealth as a
topic. While arguable mHealth is set to grow in ortpance currently amongst a large number of
stakeholders involved in healthcare or health sesvit is a relatively little known area. As such,
taking this into account, our respondents were Ipedt those involved in pushing, setting or
responding to the mHealth agenda. The insightsngkdrom these stakeholders are particularly
valuable and we set out their contribution as réedrby the consultation exercise in the “Results of
the consultation process” section of this report.

In the following, we present the 3 roadmaps stmactialong the following four sections:

» ContextualisationWhere we briefly recall the key findings in terofscurrent development;

» Identified gaps and preliminary research themé#ere we report the key findings of the
preliminary roadmap;

* Results of the consultation proce8&here we report the key input from the consultatio
process.

* Consolidated RoadmapwWhere we extend the preliminary roadmap with feitimsights
emerging from the previous section, and thus oliteerconsolidated roadmap.
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2 Medical uptake Roadmap

This roadmap elaborates on aspects related to #uécal uptake of mHealth solutions such as the
empowerment of patients, the patient-doctor intevac the application and use of medical
guidelines, the opportunities and challenges ofqaalized health challenges and user acceptance.

2.1 Contextualization

Originally the task was scoped at “medical andictihguidelines”, but these two terms (medical and
clinical) more or less substitute each other. $oadoon became clear, that mHealth integration in
clinical guidelines is not an absolute indicatorrdegration in established healthcare servicesisTh
we use medical uptake in a broad sense in whidbrdiit levels of uptake can be identified and the
term “medical” also refers to the point of viewtbé clinician or healthcare provider. Medical ugak
must signify the degree of acceptance within thaldished healthcare system.

In our investigations the main focus was mHealtht®logies that are being used by a patient (or a
healthcare professional) outside an authorisedthwak clinic/location. We found an increasing
amount of clinical studies and randomized trialat tlexamine the consequences of mHealth
intervention. To support these types of activiteee of paramount importance to increase the
implementation of mHealth in established healthcsystems. We have found very few clinical
guidelines that support mHealth use by healthcesfegsionals or their patients (when still subnditte
in a professional healthcare provider relationshiff)is fact can mean either that the mHealth
solutions do not fit into the established clinicalideline framework at all or that the mHealth
solutions are simply too immature to be integrated these. The argument from the expert
workshop was that it depends on the type of mHealth satutibit is radically changing the care
model and the responsibility between the provided #he patient, the need for integration into
guidelines will be bigger.

The actual context in this area can be summarise¢drms of the following Trends (Table 1) and
Drivers and Inhibitors (Table 2), which respectywided and limit the identified trends.

Table 1 - Trends in Medical Uptake

Trends

Patient empowermerjt How mHealth applications enhance patient empowetnseipport patient self-management
and also empower carers and other medical professias a key issue. As we explore|in
the project, empowerment is often a central objecttf mHealth deployment in how
control and decision-making is embedded within tegi@s supporting patient self-
management. Patient empowerment tends to put ttienpan a central, active role as
opposed to a passive recipient of healthcare sssvi®atient empowerment through
mHealth solutions could lead to more work for thefpssional interpreting information and
statistics for the patient. Therefore the “smailh¢fs” should be taken care of by algorithms
etc. in smartphones. This means that patient eiducet an important part of the patient
empowerment trend. This fits well with several $nef thinking with mHealth, and
mHealth may to some extent be seen as the ICT sufgpdhis trend.

Consumerism inf As a parallel trend to patient empowerment, thengrg consumerism in healthcare |is

healthcare| putting patients at the centre when it comes toveléhg services. Technology innovation|is
facilitating this trend. Even in countries with pigly provided healthcare, the trend |is
pushing the boundaries of the traditional rolethefpatient and the healthcare professional.
Another element of consumerism which will probaptgmote wider use and integration |of
mHealth solutions is represented by the consunmedthhaepps. If a patient or citizen is using

* The MovingLife Pan-European Workshop on Medical Uptake of Mobile Health Solutions, 5 December 2011, Brussels.
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an app to track their health, it is likely thatyheill seek to include this information during
visits to their general practitioner (GP) or durimgspitalisation. When the number of such
requests reaches a certain point, direct inclusiosugh either import/export data options|or
use of approved applications with integration itite Personal Health Record or the eHealth
system of the GP seems inevitable. Furthermoreaifents realise that using an app| to
closely monitor a condition can reduce the numbeootine visits to e.g. the GP, there|is
very likely to be an immediate demand for the apps.

Healthcare expenditur¢ mHealth may be a means of providing cheaper heakthio more individuals. In particular

reduction | the new technologies (e.g. 4G) can make monitoroapsulting and healthcare mare
flexible and convenient (e.g. enabling the exptata of both mobile telecommunicatign
and multimedia technologies).

Table 2 - Drivers and Inhibitors in Medical Uptake

Drivers

Individuals want more control over their healthcaféhis is in terms of where they access healthaacethrough what
medium healthcare is provided to them.

Growing demand for more integrated care pathwagd patients who prefer or want remote monitorifgr. example,
Danish patients are continually experiencing thatheare system as being built up in “silos” and thay be relevant fof
other EU patients as well. Many healthcare systiacis integration between deeply specialist theripeueas, making
them prone to delivering a staccato healthcareiceito the citizens when we look at the treatmdrthe patient over
time. Patient organisations are raising awarenbestahis inappropriate way of delivering healttecaervices not just
from a service perspective but also because thp sigecialisation has morbid consequences for leegchironically ill
with several illnesses. This demand for more irgtgt care pathways and care models naturally isesethe demand fg
uniform healthcare information in different carases.

-

Inhibitors

Inertia of public healthcare serviceBor public healthcare service systems, patientosvepment constitutes a change|in
paradigms and in particular necessitates reorg@oisal his inertia of public healthcare servicesratividual level as
well as organisational level constitutes an obstézimHealth uptake.

Lack of cost/payment modeltn particular, lack of analysis of effectiveneasd cost-effectiveness of mHealth
applications.

The doctor’s organisationdf mHealth is seen as too great a transferrgbafer or loss of authority, resentment gan
arise. Furthermore, if doctors believe that mHeatitutions will require them to monitor all infortien extracted ther
resentment will quickly become evident. It is tHere important to emphasise algorithms and graphé@esentation a
tools to lessen the perceived burden of huge amsafntlata. If mHealth is seen as easing tasks applgng valuable
information, then support may be achieved. Shouldeaith solutions provide a direct, tangible advgatéo doctors
they are very likely to embrace mHealth, which doalso constitute an improvement in quality forithpatients. Therd
may be resistance amongst healthcare professiandlproviders in giving more control to individuaihether these are
patients or those assisting in the provision oédar patients.

Uy

Finally, our investigation clearly illustrates thiite current state of play for medical and clinical
guidelines dealing with mHealth is not developedfomulated to the same degree as other
technologies (such as medical devices) or appticatiderived from eHealth solutions. Therefore,
mHealth represents a number of major potential gbgamo the delivery and practice of healthcare. In
particular, the following key findings need to terefully taken into consideration:

* mHealth does not for the most part fit into tramh@l or current methods of assessing the
clinical utility of treatments or technologies.

» mHealth may transform the practice and deliveryheélthcare. In doing so however there
may be resistance or rejection amongst healthceofegsionals and patients. Trust is an
essential prerequisite for the success of mHealth.

* As mHealth constitutes a potential restructuring hefalthcare spaces and delivery, the
trajectory of how technology develops is tested #&meh implemented will diverge from
current health technology assessment and evaluaibalels.
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* mHealth devices and services are positioned toeaddsome of the most problematic issues
facing healthcare delivery in the EU, such as tleatment of chronic diseases whether
associated with lifestyle or an ageing population.

2.2 Identified gaps and preliminary research themes

From the analysis of the status of play outlinedvah the following main elements have been
mapped to the target scenario described in Settida, in order to identify existing main gaps:

» Patient empowerment and individualisation

» Patient-doctor interaction

* Medical guidelines

* Personalised health systems

* User acceptance
As a result, the following table summarises the rged research themes (i.e. gaps to be fulfilled) fo
each selected element, which will be detailed enfthlowing sub-sections.

Table 3 Medical Uptake Preliminary Roadmap
GAP Preliminary Research Themes

. * Acknowledge heterogeneity of patients
Patient empowerment and, Educate patients in the use of mHealth
individualisation lcate p . :
* Individualism as key to integration

Redefinition of role of clinical staff

Patient-doctor interaction] ) .
e Education of healthcare providers

e European standards and templates for medical guédel
Integrated care pathways
e Training of clinicians

Medical Guidelines

» Cross-border accessibility of data
Personalised health systems Standardisation of data exchange
« Define ownership of data

« Developing several points of access to health sesvi
Estabilish uniform regulations to increase trust
e Ensure usability and quality

User acceptance

2.2.1 Patient empowerment and individualisation

The overall saturation of smart phone and off-thelfsapps has reached the healthcare system. Using
health related apps has become a way of life anoh@easing number of patients want apps that
respond precisely to their individual needs.

Future challenges:

 Acknowledge heterogeineity of patients, Educateieptst in the use of mHealth and
Individualism as key to integratioomHealth has a great potential in empowering ptgi¢o
manage their own chronic disease outside hosmaradisclinics. However, this calls for certain

Pagel7 of 51



Moving Life
D 4.3 Consolidated roadmap for mobile healthcare (mHealth)

technical skills in order to be able to upload tight data at the right time and place and to
communicate with the healthcare staff remotely. Ewsv language, culture and technical
knowhow vary from country to country and within otties. Individualisation in the usage of
mHealth is therefore a key element in successtelgimation. Segmented education of European
citizens in handling their own disease through nitdea.g. patient schools, could impose the
integration of mHealtR. Furthermore, some patients may refuse treatmaough mHealth
methods for various reasons. This will result imlemand for regulation and alternative care
models to mHealth to be available.

2.2.2 Patient-doctor interaction

Mobile technologies and applications have becomieegitied in patient-centred disease management
and flexible care models compensating for the dshing clinical personnel resources. Mobile
applications and platforms support unskilled woskar making skilled decisions and providing
treatment and care.

Future challenges:

» Redefinition of role of clinical staff and Educatiof healthcare provider<Clinical staff can no
longer rely on real time communication and physiesaminatiofi of the patient when ‘out-
monitoring’ the patient using mHealth. Furthermqoatient empowerment and unskilled workers
are doing what doctors do today. This calls for méills and a redefinition of the role of clinical
staff in the healthcare ecosystem. Courses inhieading clinicians and new training methods for
future clinicians have to be designed in order &mdie the new type of tasks and skills in
monitoring a patient from a far. Universities artley teaching institutions will require guidance
from the European Union in order to be able to glesiuitable training that will contribute to a
cross border effort.

2.2.3 Medical guidelines

In order to reach the point where eHealth and miHeske effective tools for how, when, where and

by whom healthcare is delivered, clinical stafflwméed guidelines to support and standardise their
usage of technology, especially when mHealth iscedlgg changing the care model and the role and
responsibilities of healthcare providers and pdsie

Future challenges:

» European standards/template$oday guidelines and how they are implementefedifrom
region to region and from country to country. Farthore, guidelines today often focus more on
clinical procedures than the means by which resrltdata are communicatedThis raises the
demand for a minimum European standard or temphdigsh explain how patients can expect to
be treated in other European countries. At the samme the standard or template will guide the
clinicians in giving the needed treatment remotélye template or standard should include how
to ‘sense’ the patients remotely.

> Asymmetry in network coverage and Internet acéesdéso a great obstacle when dealing with pagempowerment —
this is treated under ‘Technology'.

® We only focus on treatment and not diagnosinghis project, however continuous diagnosing andtrimeat cannot
entirely be separated.

’ State of Play and Trends, p. 46.
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Integrated care pathwaydMany healthcare systems lack integration betweegply specialist
therapeutic areas, making them prone to deliveatisd healthcare services to the citiz&visre
integrated pathways and care models increase thartefor uniform healthcare information in
different care spaces.

Education of healthcare providertn order to raise the awareness and acceptanogHeflth,
clinicians need further training. Universities aotther teaching institutions should be provided
with impetus to achieve this.

2.2.4 Personalized health systems

When mHealth data protection and data managemeulateons have been adopted it will enable the
use of mHealth services and applications withoopgedizing the protection of personal and medical
data.

Future challenges:

Cross-border accessibility of data, Standardisatmindata exchange and Define ownership of
data Today health data tends to be centralized atrdgemnal or Member State level. Data is
however not readily available across borders andome European countries data is not even
accessible across regions. In the future, botleptstiand clinicians should have the possibility to
access and upload data across borders. This kelyldemand flexible and secure data storage
and sharing platforms such as cloud computing. Daliafollow the patient when he travels
travelling from hospital to hospital, region to i@y country to country. Furthermore, the EU
should consider standardizing the exchange ofaadaagging data in order to secure the patient.
It is crucial to define ownership of the healthadahd healthcare professionals’ responsibilities
and course of actions when receiving a patientdthaelata through the means of mHealth.

2.2.5 User acceptance

In the scenario patients feel more connected tiw tfuetor and more actively involved in managing
their condition when they have to actively use relbpplications to monitor, record, and transmit
medical and personal data. This is in contrasthatws happening today.

Future challenges:

Developing several points of access to health sesvBoth patients and clinicians fear that
technical complications will occur at crucial timé&everal points of access are therefore of great
importance when establishing user acceptance. Ampbe of a potential solution could be where
a patient cannot get through to his GP and is cpresgly automatically re-routed to a national or
European call centre.

Estabilish uniform regulations to increase tru$tust can also be gained through uniform laws
and regulations across borders in how to handléeemgatdata and securing privacy issues
technically.

Ensure usability and quality of mHealth solutiotismHealth solutions provide a direct and
tangible advantage to doctors they are likely tdoemme mHealth. It is therefore important to
emphasise algorithms and graphical representadsn®ols to reduce the perceived burden of
huge amounts of data rather than tools that moaltdhe information that can be extracted from

8State of Play and Trends, p. 20.
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mHealth solution§.Healthcare Technology Assessment (HTA) and clirtitals should be used
not only to validate the usage of a certain mHetdtthnologies but also to emphasize the ease
and the improvement in treatment when using then@logy. The intuitive benefit of mHealth
will possibly impose a cultural change and reqairéeap of faith’. Nevertheless, it is important
to communicate the results of successful clinigals and HTA to all European countries.

2.3 Results of the consultation process

In line with the preliminary roadmap the survey spiens during the consultation process have
focused on the identified main gaps associated W#dical Uptake in mHealth, i.e. patient

empowerment and individualisation, patient-doctoteiaction, medical guidelines, personalised
health systems and user acceptance. These gapsbiabeen prioritised because a prioritisation
would not showhowthe gaps differ in value to the different stakeleodd The gaps are judged to be
too different in nature to be equated.

The results the consultation process confirmedkie significance of the identified gaps in the
preliminary roadmap related to the Medical UptakemHealth. The respondents ask for more
training of healthcare professionals and patiecasppaigns, integration of mHealth with new and
existing pathways, less administration, balancingtad protection and privacy rights with
technological innovation and several points of asddoreover, the consultation process has resulted
in acquiring additional aspects of the identifiegpg, which nuances the final roadmap.

Subsequently, the outcomes of the consultation b@lsummarised according to the identified gaps
grouped in further insights for the consolidateddmaps.

2.3.1 Patient Empowerment

o Overcome differences in ability and motivatidro avoid that differences in language, culture,
religious belief, age, level of education or tedogecal know-how become barriers for using
mHealth technologies, the stakeholders suggegotosving two initiatives:

= extensive training for healthcare professionals eteents

* public awareness campaigns
Training should be understood in a broad senseerRatand healthcare staff should receive
training in how to use mHealth technologies and kmWwenefit from mHealth. Also, be beneficial
to explore the possibility of setting up trainingthin existing patient groups where experienced
mHealth users (patients) could train other patieitisen it comes to campaigns, the information
is recommended to be targeted both patients anepatents also taking into account factors
such as different levels of IT literacy, ethniciénd age.
When all this is said, it seems like a large grofithe respondents also believe that the positive
effects from mHealth are easy to grasp for patiedtse of the explanations is that mHealth is
expected to respond to patient unique needs asdnthurn drives the patients demand for Apps.
Another explanation is that mHealth solutions caecdme drivers to endorse patient
empowerment in remote and/or depressed areas. #&ppsompact knowledge platforms, which
can reach a huge amount of people and this makessgible to distribute health (medicine)
technology in spite of language, education andreldgical know-how.

o To opt out of a prescribed mHealth treatmerite majority of the respondents believe that the
patients should have the possibility to opt oufpodscribed mHealth treatment. With ordinary
treatment it is possible for patients to opt out aofprescribed treatment no matter which
technology is involved. Patients should be freedoept or refuse treatment as they are today.

°State of Play and Trends, p. 17.
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Making mHealth services the only option will notwally guarantee that all patients will accept
and use it.

2.3.2 Patient-doctor interaction

o0 Healthcare staff needs evidence-based proof in rotdetrust new mHealth solutionsAs
highlighted in the preliminary roadmap, to suppamfessional usage of mHealth solutions the
following two actions are deemed necessary:

= Training for healthcare professionals (post edocati

= Changes in curriculum at universities and othechgway institutions.
However, some of the respondents describe healthmafessionals as rather conservative and
reluctant to change. Therefore, the training shaudd only focus on how to use mHealth
technologies (technical aspect), but also on homteegrate the mHealth solutions in the entire
care path (organisational aspect). One respon@dstita cultural change and not only a change
in technical competencies, while one respondent alsygests that a pull mechanism from
patients also can motivate healthcare staff tonusealth. In other words, staff needs evidence-
based proof in order to trust that new mHealthtsmhg actually can improve treatment and care.

o0 Maximise the expected improvement of the quality/anthe efficacy of the healthcare
professionals' workThe point above calls for more longitudinal sasdin mHealth solutions. In
particular, it is important that the healthcarefpssionals experience the new mHealth solutions
as real support to their work rather than an adstriaive burden and they should feel that the
quality and/or the efficacy of their work have tecbme improved with the implementation of
mHealth solutions. Thus new courses and e-traisimguld be very closely related with daily
practice. Another important input from the respartdas that post education courses will only be
effective if the legal framework, IT infrastructsrand reimbursement models (both on a national
and EU level) also are being taken into considematiOtherwise the staff will lose their
incentives to treat patients from other nation# asll become too difficult to deal with patients
from other nations.

2.3.3 Medical guidelines

o0 Reaching consensugreating new guidelines for mHealth is highly neeoended by the
respondents. It is also emerged that local engagteamel decisions at national level are key when
it comes to reaching consensus and agreement oicahepiidelines that meet the existing
standards and match the cultural contexts of casmticross the EU. In fact, European Level
Action to promote guideline adoption in clinicabptice is almost just as important as long as the
local level is taken into consideration as wellsidles the national level, local actors such as
doctors, health-care professionals and hospitalgfsishould be involved in the development and
implementation of guidelines to mHealth solutioliss worth to highlight that respondents state
that clinical trials are not the way to achieve entransparency regarding the quality of the
mHealth solutions nor the way to create guidelfioefrow to use mHealth solutions in treatment.
New evidence based methods need to be developdento evaluate the usage of mHealth and
to develop guidelines in how to use mHealth.

2.3.4 Personadlised health systems

According to the consultation process, the idegdifyaps can be prioritized as follows (from the tmos
important to the less important):
1. Balancing data protection and privacy rights wébhnological innovation
2. The general use of privacy by design
3. The lack of flexibility of data protection legisian in order to adapt to rapid changes and new
developments
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4. The speed of the developments in mHealth technedogi
5. The uncertainties with regard to the implicatiohs@w rights in data protection for mHealth
6. The application of new rights in the context of nakile

One interpretation of the prioritisation is thatalprotection and data management regulations g¢houl
become adopted, enabling the development and useHeflth services and applications without
jeopardizing the protection of personal and medikah. This calls for more flexible and secure data
storages and sharing platforms, as already higieligim the preliminary roadmaps.

2.3.5 User acceptance

The majority of the respondents confirmed thasitiucial to have several points of access to the
right healthcare professionals in order to esthhbliser acceptance (and trust) of mHealth solutions.
E.g. the patients should also meet his or her Inegié professional face-to-face and offline on a
regularly basis if needed. However, according ® stakeholders, other factors are essential too in
gaining user acceptance. In particular:

o Competition between mHealth solutions and otheraditive ways to access treatment could also
establish trust. Competition will eliminate the less efficient angbor quality solutions.
Furthermore, those professionals that are fonédfriology and aware of its possibilities may be
cornerstones to reach the patients. Such role moc®lld also reduce patients’ and other
healthcare professionals’ scepticism towards miealt

o0 Mobile phone operators, mobile health companied, @ntres will also have a crucial role in
running the mHealth solutionghis calls for a new collaboration between sgdetifealthcare
staff and the telecom-industry.

2.4 The consolidated roadmap

The table below synthetically provide a snapshdhefproposed roadmap for the Medical Uptake area i
terms of the preliminary research themes assoctatéite gaps and of the further insights emergiogf
the consultation process.

Table 4 - Medical Uptake Consolidated Roadmap

GAP Preliminary Research Themes Further Insights

« Acknowledge heterogeneity of |0 Overcome differences in ability and

. patients motivation.
Patl?:éisgsgnvézrt:gim and, £ qLcate patients in the use of |0 Patients should have the possibility to opt out
mHealth of prescribed mHealth-based treatment for

* Individualism as key to integratio whatever reason.

-

« Redefinition of role of clinical staffo Healthcare staff needs evidence-based praof
«  Education of healthcare providers in order to trust new mHealth solutions.
Patient-doctor interaction 0o Maximise the expected improvement of the
quality and/or the efficacy of the healthcare
professionals' work.

« European standards and templateg Reaching consensus in creating new
for medical guidelines guidelines for mHealth with local engagement
« Integrated care pathways and decisions at national level.

» Training of clinicians

Medical Guidelines
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e Cross-border accessibility of data
Personalised health systepts  Standardisation of data exchange
e Define ownership of data

» Developing several points of 0 Fostering competition between mHealth
access to health services. solutions and other alternative ways to access
«  Estabilish uniform regulations to treatment. This would eliminate less efficient
User acceptance increase trust and low quality solutions.
«  Ensure usability and quality o Involving mobile phone operators, mobile

health companies, and call centres, which will
have a crucial role in running Health
solutions.
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3 Technologies and Applications Roadmap

The deployment of mHealth solutions does not onffgrogreat opportunities, but also poses
significant challenges. This is particularly truathwregard to technological requirements and
developments. This roadmap therefore illustrateguirements in the area of technologies and
applications in terms of connectivity and interfages, interoperability and standards, security and
safety and the medical device framework.

3.1 Contextualization

Central to mHealth architectures is the mobile dehof delivery and assorted ways in which health
can be delivered through that channel. The kelasuse of protocols (e.g. IP, GSM, 3G, mid-short
range wireless technologies, etc.) to communicatr a mobile network and thus provide features
such as:
* Remote access to healthcare services or moreegffibiealthcare management (for example
appointment reminders, treatment adherence, mgtenanagement, SMS consultations, etc.)
* Non-clinical healthcare information and schedulfftg example appointments, health diaries,
etc.)
» Clinical services using medical measurement devite monitor the patient's health
parameters(for example remote heart monitors, refobd glucose monitors, etc.).

In addition, there is a growing emphasis on tedrgonsiderations in relation to the device itself
whether it is the phone itself or the extent toakhi can connect to medical devices (or even wdreth
the medical device itself is connected through rtiabile network). In fact, mHealth solutions can
either be embedded in cases where the mobile ctvityeés closely coupled and integrated into
medical devices and services, or non-embeddedsescahere the mobile device is used as a user
interface onto remote services.

The actual context in this area can be summarisédrms of the following Trends (Table 5) and
Drivers and Inhibitors (Table 6), which respectywided and limit the identified trends.

Table 5 - Trends in Technologies and Applications

Trends

Diffusion of mHealthh mHealth applications used to improve or offer neaysvto deliver personalised healthcare.
applications

Smartphone Apps Off the shelf Apps for smartphones aimed at thewset (patient). Many Apps have a free
basic version or cost less than USD ($) 1 to doaahloThe free version can often pe
upgraded to a paid version with more and additisoghisticated features. There are mopre
than 5000 health related Apps to choose from arh different features, which allows the
consumer to choose exactly what he wants. The Apple store has made it easy for
application developers to gain access to consumedsdevelopers who have also thus
gained a greater revenue generated by App downlddsis, the Apple app store has made
it easy for the consumer to browse available Afspecially younger consumers have
embraced the App trend. Smartphone applicationslaceaimed for the use of physicians.
There is an increase in the growing number of mlgss who use smartphones and/or
tablets.

WBAN diffusion| Serious technological evolution within sensors adios are in progress. This evolutipn
will bring us a variety of wireless, wearable mHbadensors for improving the patients’
quality of Life. The growing use of smart phonesl ather wireless portable devices will
facilitate a BAN using wireless or wired wearabknsors. Wide adoption of wireless
sensor and actuator devices with lower size anfiehigphysical compatibility to human
tissues. In most cases such devices are wearabsoifie cases already commercial), put
first implantable devices are in testing phase.

PAN for more advance@ Many projects/solutions adopt PAN technologieshsas IEEE 802.15, Bluetooth, Zigbege,
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applications| to interconnect/combine a BAN to (a) other devigesthe environment (e.g. for fa
prevention/detection) and (b) external serverstsivia a home gateway (elg.
PC/Mobile/TV). Domotic solutions are diffused ingtarea.

WAN for connecting to WAN; connectivity in the wide-area network domasmiostly based on using the Internet,

remote back-ends hosted accessibly through different access netwdedslandline based: ADSL, CAT
cable, and fibre-optic to home; (b) wireless/molfiEsSM/GPRS, EDGE and UMTS and

like WIMAX.

future technologies as developed, e. g. by 3GPRg-area wireless broadband networks

End user devices This area is dominated by the increasing diffusibrsmartphones and tablet PCs, which

combine WAN connectivity, larger screen size anskeaf interaction for older adult users
and in general higher computational performances till enable more advanced and
interactive solutions/application, e.g. includindao conferencing communications.

Adoption of existing The level of security around mHealth solutionsigély driven by regulatory requiremer

security solutiong and local expectations of personal security andquel privacy. It is unlikely that mHeal{
requires completely new technology approachesisolsit but it will be important tg
remove any unnecessary regulatory barriers andeteggal certainty.

@

Easy authentication Advanced authentication systems may develop irfiutuge that are easier to use, e.g. NFC,

systemg Lab on Chip, etc.

Table 6 - Drivers and Inhibitors in Technologies ad Applications

Drivers

Global dissemination of mobile devic&soliferation of new devices that can enable mtthesgrvices to be deployed (.
smartphones). Continued improvement of the teclyiedofor mobile devices. Continued reductions i ¢bsts of these
devices. Smartphones will offer more advanced mmeitiia functions, such as video, web browsing, asalth-related
software applications.

1%

Increasing broadband network availabilitBroadband communication is becoming more and rawedlable at home,
but also on portable equipment.

Increasing Networking capacity and Convergenceeaifvorks.The future use of 4G mobile systems will enabltewi
and multimedia communication between homes andotliside world and will focus on seamlessly inteiggtthe
existing wireless technologies including GPRS, 3@eless LAN, Bluetooth, and other newly developsiteless
systems into IP-based core network of heterogenaceess networks.

Convergence of systenide latter will mainly refer to integrating mobib®nnectivity into bio-medical devices to enab
advanced remote monitoring, rapid diagnosis angang management of health, such as the so-cailete®-On-Chip
(or Lab-on-Chip), which will integrate all the fuians of a modern computer or electronic systenoam single substrat|
chip.

D

Maturity of short and mid-range communication teglogies and protocolsNetworks protocols for near field
communication (even up to 100m) are emerging aegBee, Bluetooth, near-field communication, RFIDWdaeven
simplified Wi-Fi. RFID capable devices, includingeér Field Communication (NFC), Electronic Producid€ (EPC),
etc.) which will penetrate dalily life.

Concepts of context awareness.the future eHealth systems may have awarene®@resence of a user, locatign,

devices and date/ time, etc. This requires presdatertion capabilities.

Inhibitors

Interoperability. At the moment, interoperability is an importartilsitor. There is a need for better collaboratidhere
is a current deficiency in interoperability amondsvices and applications, including totally closgdtems, limiting the
pace of development and reducing competitiveneasie@tly the Apple platform and the Android basedagphones
offers almost the same capabilities, but they aiset) on different operation systems. Thereforafipications must bg
developed separately for the two systems. Moshefinvestigated R&D projects and commercial sohgitnclude the
development of new families of wearable and cofgastsensors.

o

e

Lack of standardsThere is no single standards organisation thaersothe complete needs of mobile health. Mobile

health architectures in the market today must madesof a wide range of technical components, eatth potentially
overlapping or missing standards. However, somarasations, such as the Continua Health Allianaktha Integrating
the Healthcare Enterprise (IHE), are addressing idsue by providing interoperability guidelinesitiyroup standard
together into profiles, combining data standarésusty standards, messaging standards and traegpgether into a
single certifiable solution (see figure and tabédéolw).

)
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Lack of a reference architecturé. reference architecture for mHealth does nottepés (most of the current solutions
have been developed as closed, end-to-end systems)

Finally, from our investigation it emerges thateash is diverse in terms of focus and outcomes in
technological development. This, as our review destrates, ranges from readily available apps to
large integrated projects funded at national andi&gl. This diversity reflects the observationttha
mHealth while building on successful eHealth andeottechnology related drives in healthcare
provision and delivery remains an emergent anddhapgieveloping field. In particular, the following
key findings need to be carefully taken into coasadion:

« mHealth technologies and applications are divenserange across a variety of technological
fields in their development and implementation. yheso address a wide variety of
healthcare needs and demands.

- Current smartphone technologies are leading the iwgyushing mHealth applications and
services and their continued rise in use providiearaework for mHealth delivery.

- Network technologies (WAN, PAN) are fundamental ned@ats of mHealth devices,
applications, services and delivery. Continued ietitgical development and evolution in
these fields will further drive and support the elepment and implementation of mHealth.
The need to consider which spectrum frequencidsbeiused remains an open question, for
example in the case of MBANSs in the US the FCCus tb issue guidelines in April/May
2012.

- There is a considerable lack of standardisatiorcivimeans interoperability between devices
and systems is currently limited. Standardisatsoesisential for the future success of mHealth.

- There is a lack of regulation from a technical pective as to how mHealth applications and
devices fit into healthcare technology and serviéémrmonisation of legal and regulatory
frameworks is essential for the future successldéaith.

3.2 Identified gaps and preliminary research themes:

From the analysis of the status of play outlinedvah the following main elements have been
mapped to the target scenario described in Settid, in order to identify the existing main gaps:

» Connectivity-interference

* Interoperability-standards

* Apps as medical devices

» Security and safety.
As a result, the following table summarises the rgee research themes (i.e. gaps to be fulfillest), f
each selected element, which will be detailed enfthlowing sub-sections.

Table 7 Technologies and Applications Preliminary Radmap

GAP Preliminary Research Themes
Interoperability - Standar ds Implement ne.utr-al, trustwothy, trapspareqt statislar
» Make semantic interoperability an imperative

* Use of cloud computing paradigms to ensure easyastdccess
to data and interoperability between healthcaréeesys
» Enforce a greater degree of administrative comtfolata

Security and Safety
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Include Apps in the revision of the MDD framework

Apps as medical deviceg e
PP * Implement trustworthy certifications

Ensure ubiquitous broadband coverage

Convergence of systems into medical devices

Decrease of energy need of medical devices

Robust communication in short-mid range Wi-Fi temlbgies

Connectivity- Interface

3.2.1 Connectivity - interferences

mHealth proposes solutions that set patients aatihoare professionals free from delivering and/or
receiving healthcare at a geographically fixed poiimerefore, the future of mHealth is intrinsigall
related to the development (improvement) and diffusf wireless networks and technologies.

Future challenges:

» Ubiquitous European broadband coveragéonnectivity in the Wide Area Network (WAN)
domain is currently mostly based on using the tregrhosted accessibly through different access
networks: Landline based (ADSL, CATV cable, andefoptic to home) or Wireless/Mobile
networks (GSM/GPRS, EDGE and UMTS and emergingn@lclgies, such as WiMax). Next
steps will mainly be:

= The actual deployment and use of 4G mobile netwod3 will enable video and
multimedia communication between homes and theidmitsworld and it will focus on
seamlessly integrating the existing wireless tetdmes (including GPRS, 3G, wireless
LAN, Bluetooth, and other newly developed wirelgegstems) into IP-based core network
of heterogeneous access networks.

= The take up of satellite solutions in peripheralioas (with no prospect to get terrestrial
connectivity in the short/medium term), by leverapiexisting European satellite
networks (e.g. HYLAS and KA-SAT) and stimulatingetisatellite industry to develop
ultrahigh capacity systems.

= The progression of new standard releases beyonde4fs 5G). These new standrads
would enable full support for ubiquitous computirig. other words, the user will be
simultaneously connected to several wireless ace$siologies and seamlessly move
between them.

= Higher bandwidth by adopting cognitive radio tedegges (in this approaches different
radio technologies share the same spectrum effigidoy adaptively finding unused
spectrum and adapting the transmission schemeetoetifuirements of the technologies
currently sharing the spectrum) and accessing\u6 ffPotocol.

» Convergence of systems (intelligence, communicatioibio-systems) into medical devicEBis
will enable advanced remote monitoring, rapid dasis and on-going management of health. As
an example, the so-called System-On-Chip (or Lal&bip) will integrate all the functions of a
modern computer or electronic system on to a sisgtestrate chip. This will require R&D for the
miniaturization of sensors and related hardware)amtable in vivo monitoring chips, new, smart
multi-frequency band antennas, integrated on-chigp made of new materials, integration of
capabilities such as context-awareness and preegsow of the measured signals.

* Robust communication in short-mid range Wi-Fi teatbgies In Personal Area Network (PAN)
contexts the connectivity, communication and datehange from PAN devices between each
other and with one or more devices in the LAN nekw realized (mature standards are
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available such as IEEE 802.15, Bluetooth, Zigbd®).problem that can occur with such an array
of devices in existence is that they have the pisteto interfere with each other’'s operation.
There is a need for regulation to control, on time dand, the emission of Electromagnetic
Interference (EMI) from such devices and, on tHeengtthe resistance of devices to the EMI of
other devices. This means to quickly implementesyst within Europe while avoiding harmful
interference with other services and systems whiisviding spectrum allocation similar to that
provided elsewhere in the world. The ECC has régdigen presented a proposal to designate
frequencies in the range 2360-2500 MHz as a seitdbkignation for MBANs to be used in
hospitals, at home or by ambulances.

» Decrease of energy required to operate medicalagsvihe world is brimming with cell phones,
static and mobile sensors, and in general devidssensing and computing resources that poses
problems in terms of promoting sustainable globakls of energy consumption. Therefore, the
issues such as energy harvesting and low-powersetsipare central to the development of
mHealth. The target will be the achievement of dex@| of entropy where the device is able to
harness its own energy or can share its duties @thkr interconnected devices (opportunistic
computing).

3.2.2 Interoperability - standards

Currently, there is a deficiency in interoperalitmongst devices and applications, including kptal
closed systems, limiting the pace of developmedtraducing competitiveness, whereas, in terms of
standards, there is no single standards organistitai covers the complete needs of mHélthis
worth highlighting that standards are not only ukéb address interoperability (although it is an
important aspect). In fact, standards can be ugethdnufacturers to demonstrate compliance with
the MDD’s essential requirements. This makes thk ¢d manufacturers easier as available standards
mean the availability of clear roadmaps to follow.

Future challenges

* Making standards that are open and foster the Valhg features: interoperability, neutrality,
trustworthiness, transparency in governance, prstgrivacy and fundamental rights of users,
security, liability and accountabilitychains of responsibility should be clearly estsi#d and
remedies must be available). Standards for inteatjley need to address issues at different
levels: radio access level (this is related toappropriate frequency allocation and harmonization
introduced in point 3), protocol level and semaitwicel.

* Semantic interoperabilitgould become an imperative for the mHealth prawdnd requestors
to communicate meaningfully with each other desihieeheterogeneous nature of the underlying
information structures. This is aligned with theute developments in the ‘Internet of Things’
context, where devices will be able to autonomousigotiate the communication protocol on the
base of a combination of context independent sherfedmation models, coupled with context
specific information specializations.

3.2.3 Apps as medical devices

Using health related apps will become a way ofdifiel patients will want apps that respond precisely
to their individual needs. Already now, there arerenthan 5000 health related Apps to choose from

19 Some organisations, such as the Continua Healianae and the Integrating the Healthcare EntegpfisiE), are
currently addressing this issue by providing inpemability guidelines that group standards togefiméo profiles,
combining existing data standards, security statgjanessaging standards and transports togetbea sihgle certifiable
solution.
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with different features. These allow the consunsechoose exactly what they want. One might well
ask the question whether these apps are medicealedeand if they do purport to carry out a medical
function. Of the thousands of apps now availabledimwvnload many are of a possible medical or
guasi-medical application. This poses the questomhat extent these apps should be classified as a
medical device and thus subject to the regulategyme of the Medical Device Directive (MDD).
However, the correct application of MDD regulatiould in reality mean that the apps in question
would have to undergo the full regulatory procediareeach and every phone they were to be used
with, and this would likely have a big and very rhuchibiting impact.

Future challenges

* The main challenges are related to the need foMbB to be reframed in a way that will allow
it to correctly regulate mobile phone apspotentially important source of future innoeatin
mHealth. At present many such apps are partialliglkbby the definition of a medical device,
but they are not compliant with the framework’sesg&l requirements.

» Patient and clinician reservations and concernsatdsv the use of mHealth services and
applications could be overcome by tingplementation of trustworthy certifications thaake it
simple and easy to verjfgven for the patient, whether an application besn approved for
medical use. The CE mark is a highly defined symimbich expresses a declaration of
conformity of the device and thus it could be endsetlinto the software and opportunely reveal
to users in its correct form (i.e. its correct dimsi®ns and indicating that it applies to the dewice
question under the MDD) when downloading an appgettoer with the instructions for use of
medical devices.

3.2.4 Security and safety

The recent directive on data protectiorequires Member States to ensure that individsedking
healthcare in another Member State are entitleddeive at least a copy of their health record® or
have remote access to them from the Member Statdfibation. This represents an important step
in the provision of a truly mobile system of healite. Indeed, access rights to one’s personaldecor
means that individuals should be able to obtainicaédreatment in other Member States that can be
precisely tailored to their needs given their sppeanedical history. This will be important for
individuals who use mobile devices or methods afeasing healthcare as it will mean that they
should in theory be able to rely upon such devesem if they cross Member State frontiers. It also
means that individuals should be able to utilise slervices of different medical professionals in
different Member states in a co-ordinated mann#ray wish.

Future challenges

The main challenges, from a technical perspectiwe, mainly related to the secure storage and
distribution of personal electronic health recortiis will include notably the question of where
such data is stored. Will this be in a mobile aremtral repository? How can data be accessed by
different doctors in different countries? In pautar:

* Cloud computing paradigmmay represent an opportunity by enabling easy fastl access,
standard base integration and interoperability agndifferent healthcare systems, collaboration
among distinct healthcare actors (e.g. companiesiof similar services and share data with the
consent of patients to improve service), scalahildnd increased customer service quality.
However, other important aspects need to be cdyefaken into consideration and addressed,

M Directive 2011/24/EU, Atrticle 5(d).
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such as maintaining confidentiality and integrifyiformation stored in all forms and ensuring
data backup and recovery processes in case ofsysakdown are of paramount importance
and allow no half-measures.

* Enforcing a greater degree of administrative cohtower all channels of operation is not
optional anymore and requires rigorous monitoridg fact, it is imperative that information
stored in data stores is available through thetrafannels and to the right parties. Moreover,
some legacy applications used by healthcare orgamms may require a high degree of
customization to access the cloud and thus doesffit immediate benefits. Finally, multi-
language issues of stored data should be addrésgedising a second language, such as English,
to at least tag contents).

3.3 Results of the consultation process

In the Technology and Applications area, the cdasioh process allowed us, on one hand, to
enforce/validate the identified research themes andthe other hand, to prioritize the identified
issues. In fact, although most of the consultagpamticipants (75%) considered the list of the
identified technology challenges complete, someitmahél aspects/elements emerged from the
consultation process, as reported below.

3.3.1 Interoperability-standards

There are not enough standards (even for a geB#gitronic Health Record), and software and
hardware (smart phones, medical equipment, etadllysdo not work with each other. To address
this:

o Industrial standards associations, in strong co@tem with EU, National Healthcare Systems
and National Governments, should stimulate andé&nmionize standardization effortStarting
from intra-nation and cross-nations piloting adies (to identify the real issues of the
harmonization process), existing Industrial stadslaassociation or joint efforts (e.g. Continua
Alliance) should take the lead and they should drgiouosly confronted with clear targets under
the monitoring of EU and national healthcare systénif targets are not reached, regulatory
requirements should be implied by EU according ¢tearly communicated roadmap.

3.3.2 Security-safety

Although some concerns about privacy and ownershhpealth data stored in the cloud still remain,
cloud solutions are key to wide international dgpient of mHealth applications. Indeed, as mHealth
is based on mobility, connections between patiantssystems can occur anywhere, anytime.

0 What needs to be improved is thatient’s perception of control over his/her heatdtord in
cloud solutions, as well as the patient trust ig. estoring/moving his/her patient health record
simultaneously in multiply deviced/hile patients may perceive that they have greadatrol of
who has access to their health data if he/she Kesfizer health records in one specific device,
there is also a high risk of losing all data if thevice is stolen or lost. In other words, the
decentralised solution has built-in safety, busitlso not secure (enough). Moreover, much of
what could be done in mHealth cannot be done witle@ntralised solution. Local data storage
adds complexity to operations and put interopenatavailability and security measures under
local administration. This is directly translatedio high costs and vulnerability.

12 The actual national reference body could be different from country to country, for example in Denmark where the healthcare system is
based on public funding (taxation) the national government will have stronger power than in countries where health care system based
on private insurance.
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3.3.3 Apps as medical devices

According to the outcomes of the consultation psscéhere are two main legal aspects to be taken

into consideration and clarified:

0 Responsability to ensure the conformity of the Appthe existing directiveAlthough it is still
open to discussion if both the app developer/desigmd the app distributor as responsible for
ensuring conformity - since both include the Appsheir business - the MDD (as well as the EN
ISO 62304) is about software development proce3desefore, Apps developers should follow
the MDD directives. It is also worth to highlighginthat apps which do not interfere with
treatment or diagnosis should not need to be MDipataint, and the MDD process for those
apps that have medical uses should be revisedtitydbe app software and not the device they
are installed on.

0 A new authority to perform market surveillace armgltification issue There must be regulatory
bodies involved, more or less similar to the (mainkational) rules or laws regarding the
development of medical devices. In particular, & mestitution could be created to be responsible
for inspection. For example, the creation of a @kel, as suggested in the roadmap, is a feasible
way. This may be enforced/complemented by EU asti@irective or Regulation), consumer
legislation with trading standards monitoring cormapte, self-regulation and reporting by
industry and International Codes of Conduct.

In addition, as a confirmation of what we have réggb in our state of play analysis, the involved
stakeholders highlighted that the huge number afthé\pps creates confusion among consumers, as
well as among domain experts as to what is requoedgard apps as medical devices. To overcome
this situation the following suggestions could &kein into consideration:

0 Apps as medical devices should affect only thok#i®es that have a direct effect on treatment
or diagnosis. Apps should demonstrate their potential to posljivimpact on the patient's
treatment and, simultaneously, they should be desido place the patient in the centre of the
process, giving him a full control over the appiica and guaranteeing his/her privacy.

o0 mHealth service providers should revise their besgimodels and focus on a few relevant Apps

3.3.4 Connectivity-interference

The consultation process highlighted that, amoregfdlir identified gaps, the broadband deployment
could not be a priority in the short term. Indeedh the exception of image-based applicationsgioth
interchange of data does not need high connecpeeds In addition, the current penetration of
smartphones makes possible to have the technoleggnlsssly available in geographic terms.
Nevertheless, there are obvious differences ameopnblogy adopters, and some segments of
population could be excluded from the use of mHheadltie to their problems to access mobile
technologies. For example, there are huge diffegmetween the likes of rural UK and even rural
Italy - primarily in terms of availability (the beavailability and take up seems to be in the North
West of the EU and progressively deteriorates énSbuth and East). Therefore, the foreseen take up
of satellite solutions in peripheral regions magresent an opportunity to fulfil this gap. Howevas,

a useful suggestion, we would consider in our ragalthe following aspect:

0 Medical apps should be able to run without a cotioe¢c whenever the application allows Tthis
includes the possibility for “mobile medical dewstdo cache locally data when connection is not
available (or not necessary), and, in a seconcesiagsh data to the remote backend when the
connection is available.

In the field of converge of systems (intelligencemmunication and bio-systems) into medical

devices, the following additional aspects emerged:

o Extensive piloting actions are still needed to destiate their safety, as well as their actual
effectiveness and reduction of costs with respeekisting non-invasive solutions. fact, at this
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stage, implantable devices still pose a greatdr aisd are significantly costlier to develop,

produce and sell than apps or external monitorengogs.

The development of innovative technologies shoelldooipled with proper public awareness and

education campaigns to address user acceptabif@therwise patients will be reluctant to

engage. For example, one barrier is that somemsatieay feel it will threaten their identity and

independence or may fear of being manipulated otrolbed by others. To address these issues,

simple rules/solutions should be taken into consitlen:

= All treatments are offers.

= Clear and transparent guidelines are needed.

= |mplantable devices would have to be very usemteek and user-friendly.

= Improved reliability of the devices. Implantableva®s will not be a problem as long as they
last for at least a year without needing any atterdnd will work reliably over that time. Any
shorter time will be a problem.

= Creation of an European registry of mHealth deviogdanted in people

In order to assure robust communication in shod-mange Wi-Fi technologies an adequate
regulatory framework still represents a priorityowever, in the long term, regulatory framework is
not a sufficient solution to interference issueerdiore:

o

Technology advances for robust communication shawddhplement a sound regulatory
framework in multiple directions (hardware and saite) For example the following

technologies have been highlighted: new class ofneonication (hardware) modules should be
embedded in medical devices; new dedicated comitgctprotocols/standards should be
developed; software solutions that dynamicallycdte spectrum.

3.3.5 GAPs prioritisation

According to the consultation process, the idegdifyaps can be prioritized as follows (from the tmos
important to the less important):

1.

Interoperability-standardsinteroperability of both software and hardwareaikey requirement
for all mHealth solutions. In particular, the biggdarrier seems to be getting suppliers to stop
insisting on selling hardware and software bundbggtther, and instead to be prepared to sell the
software only.

Security-safetyand Apps as medical device§hese aspects are key to establish a broad
acceptance of all technologies. In particular, seeurity-safety is core to all medical related
services and products and in principle would nadnadditional prioritization. However, at the
moment saving lives is a more important issue theeurity and safety, and there are a lot of
simple mHealth solutions where security and sadeg¢ynot required features.
Connectivity-interferencdn a second stage (e.g. once the system is atkdged as being safe
and considered as a medical device) lack of coivitycor interferences could be annoying for
the user which could prevent the impact of mHedltbwever, connectivity interference affects
only part of the solution spectrum, and is objdatesearch by the telecom industry for numerous
other reasons (such as interference between WHLD Bnd Bluetooth enable devices in retail).
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3.4 The consolidated roadmap

The table below synthetically provide a snapshdhefproposed roadmap for the Medical Uptake area i
terms of the preliminary research themes assoctatéite gaps and of the further insights emergiogf

the consultation process.

Table 8 — Technologies and Applications ConsolidateRoadmap

GAP

Preliminary Research Themes

Further Insights

Interoperability - Standard

N

Implement neutral, trustworthy,
transparent standards

Make semantic interoperability af
imperative

Industrial standards associations, in strpng
cooperation with EU, National Healthcare
Systems and National Governments, should

stimulate and/or harmonize standardiza
efforts.

Security and Safety

Use of cloud computing paradign
to ensure easy and fast access t
data and interoperability between
healthcare systems

Enforce a greater degree of
administrative control of data

ne
D

ion

It needs to be improved the patient perception

of the control over his/her health record
cloud solutions, as well
satisfaction.

Include Apps in the revision of th

Responsability to ensure the conformity
the Apps to the existing directive.

A new authority to perform mark
surveillace and certification issue is neede

. . MDD framework o Apps as medical devices should affect g
Apps as medical devices , !
* Implement trustworthy those solutions that have a direct effect
certifications treatment or diagnosis.

o0 mHealth service providers should revise tk
business models and focus on a few rele
Apps.

o Medical Apps should be able to run withou
connection, whenever the application allow
it.

- Ensure ubiquitous broadband o Extensive piloting actions are still needed t
coverage demonstrate their safety, as well as their
C . actual effectiveness and reduction of costs
. onvergence of systems into X o . .
. : with respect to existing non-invasive
- medical devices .
Connectivity- Interface . D ; d of solutions.
ec(:jr_ealss of energy heed o o The development of innovative technologig
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(hardware and software).
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4 Socio-economic Factors Roadmap

The following section outlines a consolidated roagnof the necessary evolution of the various
socio-economic components towards a vision of miHaal2025. This includes an analysis of issues
of data protection and privacy, liability, ethiasiclusion, the provision and reimbursement of
healthcare and the interoperability of healthcgstesns. The intention is not only to outline ais

of the future but also to illustrate the requiretsesf the different actors and the environmentfiise
order to achieve a high acceptance and use of riHsalltions.

4.1 Contextualization

In this roadmap two main areas have been takendotsideration: (i) end-users perspectives in
mHealth initiatives and (ii) regulatory and legadrheworks.

(i) End-users are central to mHealth initiativegwéver the term end-user subsumes a number of

differences in the experiences, needs and expacsatof different categories of end-users.

MovingLife focuses on two categories of end-users:

» End-users who are the recipients of care or atag&r themselves

 End-users who are the providers of care, includimgdical professionals as well as those
supporting recipients of care, such as family i@mfus.

The end-user perspective considers specific endissges in mHealth applications used for chronic

disease management. This requires considerati@npairticular set of end-user needs, expectations
and demands in the deployment of mHealth applinatitHowever, while there are some specific

concerns the majority of these can be extrapol@tedgeneral framework for conceptualising the key

issues involved for end-users of both types in rothidealth applications.

(i) Health is a matter of fundamental importanoeEuropean societies, both as a fundamental right
and as an element in the productive workforce oée@anomy. New mHealth technologies promise
improved quality of life for patients suffering froa range of diseases. At the same time, however,
they pose significant challenges for governmergsjthcare providers and patients. Considerations of
ethical and legal implications that the developmamd proliferation of new mHealth technologies
have for people and/or patients should always ergrnned by the recognition of fundamental
rights and legal obligations, either positive oga#éve. This means that the diffusion and applosati

of mHealth must not impair fundamental rights ahdud contribute to the values they embody. In
the context of mHealth a special focus should b#herright to healthcare itself, the right to acces
information, the right to privacy, and the rightdata protection.

The actual context in this area can be summarisadrms of the following Trends (Table 9) and
Drivers and Inhibitors (Table 10), which respediveed and limit the identified trends.

Table 9 - Trends in Socio-economic factors

Trends

Revision of the Medicgl The European Medical Device Framework is currentiger revision. New developments
Devices Framework like the increasing use of mobile phones for mddicaeposes require an adaptation of the
directives.

Allocation of spectrum The allocation of spectrum for medical use is ledit However, the opportunities of
frequencies for medicgl allocation spectrum specifically for medical us¢hwnBANSs are being debated.
use

Proposal for a new The proposed changes are introducing a right tdobgotten and also a right to data
European Data Protection portability. These are important issues that wéll/é to be taken into account in the design
Framework| of mHealth services and in data processing in mhHeal

The network society mHealth is able to be realised by the tremendoas@s which have occurred as a result
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of technological developments in modern societi€g's, networks and related devices
have radically transformed other areas of humaivigcand they have the potential to do
the same for medicine and healthcare. This aftbcise using or consuming health services
and mHealth can be said to be a part of this iowatlg users to combine their mobile
world with their healthcare.

mHealth as a concrete Social innovation is emerging as a policy goal liackproblems associated with econonpic
example of Social difficulties across the EU. Social innovation isi@vation which is social in its ends and
innovation | social in its means.

Remote monitoring is Remote monitoring of health data such as bloodsure, blood glucose level, weight etg.
becoming more and more
popular1

Table 10 - Drivers and Inhibitors in Socio-economidactors

Drivers

Individuals want more control over their healthcaféhis is in terms of where they access healthaackthrough what
medium healthcare is provided to them.

Growing demand for more integrated care pathwayd patients who prefer or want remote monitorifk@r example,
Danish patients are continually experiencing thatheare system as being built up in “silos” and thay be relevant fof
other EU patients as well. Many healthcare systagis integration between deeply specialist thertipeweas, making
them prone to delivering a staccato healthcareiceito the citizens when we look at the treatmdrthe patient over
time. Patient organisations are raising awarenbestahis inappropriate way of delivering healtlecaervices not just
from a service perspective but also because thp sigecialisation has morbid consequences for leegchironically ill
with several illnesses. This demand for more irdtgt care pathways and care models naturally isesethe demand fg
uniform healthcare information in different carases.

-

Realization of the right to healtiThe realization of the right to health can extémdnodern technologies. mHealth might
therefore play a role in it. Striving for a realibm of this right might include an increased dethasf mHealth
technologies and services.

Internet access as a fundamental rigRecently, there is an increasing interest inabeess to internet as a fundamental
right. Laws like the HADOPI law in France led t@irased public interest.

Cross Border Reimbursemer@ross border reimbursement makes mHealth an appty for those crossing border for
work, holidays, etc.

Focus on Corporate Social Responsibilifystronger focus on the field of CSR is likelytiang changes with regard f
the current conduct of business. This might aldtuémce the area of mHealth. The concrete developrise not
foreseeable. Many of the developments do rely tarmational not on European documents.

o

Inhibitors

Ageing societyThe ageing society can be an inhibitor due toftted that mHealth is not easily understandable jand
accessible for older people. Older individuals may be able to realise the full potential of somdealth solutions and
services.

Social inequalitiesEducation and economic status play an importalst imHealth might shift costs onto individuals.
While those able to pay may benefit from mHealthutsons and services, those who are not able wrdffo pay, eithe
for services or devices may suffer exclusion frormidealth enabled future. Those who would be inwblire social
innovation are already facing a number of pressuréise current economic and financial climate. Séhanclude patients,
families, support groups and other providers obiinfal care. These groups may not be able to defieegoals of social
innovation as it pertains to health adequately.

Digital divide: The digital divide exists in Europe not only witkgard to different age groups. For example, tlees
large differences in the availability of broadbandlifferent countries or regions and in the usafydifferent age groups

Accessibility Accessibility if often limited regarding connegty and content. Accessibility is linked to thegial divide
and the ageing society.

Data protection Data protection as inhibitor has two main aspeé€isst, companies might not be willing to complith
the strict requirements with regard to medical datd therefore not engage in this area. Seconds leek trust in the
current data protection regime. Data protectidimised to notions of trust and privacy.
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Privacy and Security issue§he privacy and security issues concern the lagdif healthcare information. This |s
sensitive data which cannot and may not be didethwr transferred without encryption or a recoeih kept of who
accesses the data. An argument put forth at therexrkshop was that the systems that are develogatay define
what data is private and what is not — it shouldHzeother way around. The user should definedtlamable to remov
stored data themselves. Generally the medical epsakaits the development in the healthcare consunagket (i.e.
healthcare services developed by private providéirsut legal healthcare authority), where the kptaf smartphones i
moving fast and the speed of the software developniespecially the application development) is [mghthe
boundaries of what can be done in the clinical dwoAt the same time, clinicians (doctors, nurses atmer healthcare
professionals) are illegitimately or legitimatelging their own consumer devices (iPhones or andswidrtphones etc
with medical apps installed for clinical purpos&piinger Publishing, 2011). In order to assuret tina security level ig
appropriate for the entire system, all the partshefsystem must obtain the same security leved. Simartphone mus
include the same security level, and the applicatiust be developed in accordance to this. Privecglated to data
protection and trust.

D

[

~

—

Trust The uptake of mHealth solutions highly depends$rost. At the moment this trust is often lacking.

Liability: Unclear regulations on liability might inhibitehuptake of mHealth.

Increasing responsibilities and obligations for emqrises A stronger emphasis on Corporate Social Respihitysimight
limit the willingness of enterprises to involvedartain business because of the high obligatioeg liave to fulfil. New
requirements in the context of business and hunmgntsr increase the likeliness of consequences facanduct.
Enterprises have to meet increased moral and éteigairements.

Requirements of the MDDThe necessity to fulfil the requirements of thdBl might decrease the willingness (of
companies to get involved in the medical field. STt especially true for potential app based appbias using smart
phones.

Lacking harmonization of radio spectrur lack of the harmonization of current radio gpem policies limits the cross
border use of mHealth.

Boundaries of MDD Convergence of networks and systems will furthigihlight one of the central issues in future
medical devices: where does the boundary lie betveemedical device and the communications infratitre it uses
and how is that interface to be regulated?

Lack of Reimbursement regulatioismited reimbursement for mHealth and unclearutations (particularly in a cros
border context) can limit the uptake of mHealth.

)

Finally, our investigation of the current stateptdy demonstrates that attitudes, experiencesoess

and challenges related to the issues of user awsgt security and privacy remain unclear and

underdeveloped. Similar conclusions were made latioms to medical uptake issues. In contrast,

current regulatory and legal frameworks alreadiugrice and have an impact on other technological
fields, applications or services, and will theref@robably be robust enough to deal with the issues

highlighted in the mHealth technologies and appilices state of play. In particular, the following
key findings need to be carefully taken into coasdion:
= User experiences have mainly been limited to sreedlle pilot projects as large scale
deployment of mHealth has not been realised yet.
= mHealth can be an important tool for greater patsanpowerment but this must be balanced
against the risks associated with safety and dgdasues.
= Privacy is not only about data protection; endrsiseay be affected by other types of privacy
Issues associated with mHealth. These need tomsdsyed as mHealth moves from pilot to
large scale deployments.
= mHealth has the potential to revolutionise healtagaactice and delivery in the 2&entury.
While regulation often lags behind current EU raferof its data protection regime and
medical devices framework, there is increasingamess that new developments in ICTs (in
health care and other sectors) requires new regul&tameworks to adequately protect EU
citizens.

Page36 of 51



Moving Life
D 4.3 Consolidated roadmap for mobile healthcare (mHealth)

= Consumerism in healthcare supports patient empowm@riand mHealth is potentially at the
forefront of this trend. This however requires rsblegislative and regulatory frameworks to
guarantee the protection of individuals as patiantsas consumers.

= Liability issues are unclear (i.e. who might bep@ssible when accidents occur) and this is a
considerable regulatory challenge to be addresseulifiealth in the EU.

= Healthcare financing and reimbursement is fragnteatel varied across the EU. Regulatory
and legal frameworks in the medical context areo atdten substantially different.
Harmonisation may be difficult but a lack of it megpresent a significant regulatory and
legal hurdle for mHealth providers and developers.

4.2 Identified gaps and preliminary research themes:

From the analysis of the status of play outlinedvah the following main elements have been
mapped to the target scenario described in Settida, in order to identify the existing main gaps:
» Data protection and privacy
New actors in healthcare
Inclusion and ethical guidelines
Liability issues
Interoperable healthcare systems.
As a result, the following table summarises the rgee research themes (i.e. gaps to be fulfillest), f
each selected element, which will be detailed enfthllowing sub-sections.

Table 11 Socio-econimic factors Preliminary Roadmap
GAP Preliminary Research Themes

» Development of a clear framework

» Guidance on applicability of new developments itada
protection to mHealth

» Stronger emphasis on privacy by design

Data protection and privacy

e Improving guidelines

New actors in healthcare 22 . . .
e Harmonisation of regulation concerning new professi

* Recognition of mHealth/eHealth as a reimbursable ac

Reimbursement schemes )
» Stronger Cooperation of Member States

» Use mHealth to guarantee accessibility of healdéhcar

Inclusion and ethical guideline . . .
9 Establish and promote ethical guidelines

)
°

e Harmonisation of liability at European level fortho

Liability issues healthcare providers and users

»  Harmonisation of standards at national and Eurojma
Interoperable healthcare systems o .
«~  Coordination of therapies
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4.2.1 Data protection and privacy

Data protection and privacy are considered as artactors for the success of mHealth. Related to
the trust of users their importance should not bdevestimated. At the moment, European data
protection legislation is under revision and a megulation bringing further harmonization on this
issue is expected to come into force in 2014.

Future challenges

Main challenges in this area are related to swfficilegal safeguards protecting the data and the
privacy of users of mHealth solutions. Europeamfaorks on data protection exist. However, they
do not always suffice modern developments and tdolgies. Therefore:

* The development of a clear framework is needé& new proposed regulation by the European
Commission needs to establish a better framewoak ith flexible enough to adapt to new
developments. Whereas traditional principles lieeadminimization with its limitation of purpose
and the request of data quality continue to exiety rights enter the stage. It appeared that the
current data protection legislation at EU level gloet offer sufficient protection for the users of
modern technology. The introduction of a widely &ged ‘right to be forgotten’ and the ‘right
to data portability’ shall increase the rights eéts with regard to deleting their data.

* More specific guidance from EU is crucidince the implication and the applicability oeth
possible changes in EU data protection legislagi@nstill unclear the exact changes that are to be
expected cannot be predicted yet. Innovative agbesa in data protection and privacy are
required to be able to respond to the fast devedmprof technologies. This goes beyond the
possible changes by the proposed directive in 200# requires constant attention to new
developments. The EU therefore needs to clarify hbease new rights will be outlined and
applied in the context of mHealth. More specificidgumce is crucial, and additional
communications or directives could illustrate tipplacation of the proposed changes for mHealth
solutions.

» Privacy by designshould be a main principle for future developersl alesigners of new
technologies and for data controller. To be abldate the changes in the healthcare market,
privacy and data protection legislation need tdléeible in order to protect the rights of users
without limiting further advances. Finding a balarmetween those demands will be one of the
challenges that will determine the success of miHeal

4.2.2 New actors in the provision of healthcare

With the increasing importance of mHealth solutioesv actors will enter the stage. Healthcare will
no longer only provided by the traditional caregsvéke nurses or physicians. The changes make it
inevitable that other actors play a constantly gngwole. Today, advice via mHealth technologies is
no longer only given by traditional caregivers. Tagher deployment of mHealth solutions will lead
to the rise of new professions.

Future challenges

The main challenges include that an increasing murob stakeholders might impact transparency.

Issues like ownership of data already impact th@ayenent of mHealth. With the increase of actors

this topic will become more important. Furthermonew actors require new commitments with

regard to decision-making processes.

» Hence,the increasing complexity of these processes doesmly call for improved guidelines
but might also mean that in the future voluntarynoatments to, for example, mediation or
corporate social responsibility will get a morepinent position.
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* There will likely alsoneed to be @&ertain level of harmonization of regulation conueg these
new professionat the European level so that mHealth is ableperate across borders according
to the demands of European citizens.

4.2.3 Reimbursement schemes

Reimbursement is of crucial importance for the ssscor failure of new technologies and
innovations in healthcare. Decisions taken by mafidodies influence the uptake of mHealth. At
present, some member state’s social security sgstEmmot recognize acts of e-Health or mHealth.
The acceptance of mHealth as a reimbursable aglt Buropean healthcare systems is therefore of
pivotal importance. The development of mHealth sohs will then be able to utilize the economies
of scale that such funds offer. Whilst the rolettg EU to force the implementations upon states is
limited, ample scope exists for research, recommigmus and guidelines to be produced at the
European level.

Future challenges

Even though the role of the EU has produced impottgislation in the last years on cross border

reimbursement several challenges remain. The azgtoin of healthcare is the sovereignty of the

Member States. The EU has only limited influendaeisTeads to different reimbursement schemes in

the Member States. These differences are one ahd#ie inhibitors for cross-border healthcare and

accordingly also a constraint to the deploymenteéfealth which is likely to offer enormous cross-

border potential. Despite the EU gaining competandhis area it is not believed that this division

will be overcome in the near future.

* The acceptance of mHealth as a reimbursable aalliBuropean healthcare systems is of pivotal
importance Being a possible driver for mHealth solutions #niea cannot be neglected.

» Stronger cooperation of Member States in the rensdment of cross border mHealth services
facilitated by the EU will be needed to lead theywa an increased deployment of mHealth
solutions in 2025.

4.2.4 Inclusion and the application of ethical guidelines

mHealth is considered as an approach that has ewnsrinclusive potential. It has the ability to reac
large parts of the population (not only in the Eut hlso in developing countries). It can promote
increased access to medical care. In general atc@s®rmation and to the Internet is integrated i
order to guarantee inclusion in the informationistyc A non-discriminatory approach however is
needed to ensure an inclusive future for mHealthices. Access to important services should not
depend on socio-economic status. Marginalized amdevable groups deserve special attention.
Patients are not a homogenous group which canrbedswith a ‘one-fits-all-approach’.

Future challenges

* The realization of inclusive, patient-centred apgbes will create a general base for the
acceleration of mHealthThe current problem of a digital divide preventipgrts of the
population from having adequate access to new madbdhnologies has to be overcome in the
next decade. There will only be a general acceptanthe new developments in medicine if the
accessibility of mHealth is guaranteed for the ehsxiciety.

» Ethical guidelines concerning mHealth will helpiharease the acceptance by safeguarding these
issues but also by promoting patients’ fundamentgits. These not only include the right to
privacy, data protection and access, but alsohd tigrealize the best possible level of healthcare
The right to healthcare as established by the EtJ & promoted by ethical guidelines and
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realized by the widespread use of mHealth solutiGwsdelines can be promoted at a European
level to aid dispersion throughout the EU.

4.2.5 liability issues

The creation of trust strongly depends on the kedgeé that liability of producers and caregivers
exists as well as on an understanding of the sysiermbility. The current complex and not
harmonized system of liability poses significanalidnges on the mHealth market, particularly with
regard to cross-border care.

The jurisdiction where the treatment occurred aetees the setting and often the outcome of legal
proceedings. The resulting uncertainties for thevigiers of mHealth solutions are obvious.
Deploying technologies in a cross-border contexéxsemely difficult because such a deployment
may be subject to different national jurisdictiobhegal scenarios in cross-border disputes can be ve
complex, possibly involving laws of different judistions. mHealth complicates this by involving
data which might be processed in another country the one where the treatment takes place.

Future challenges

* Being a main jurisdictional hurdldiability needs to be, where possible, harmoniz¢dhe
European level during the next years, in order tamgntee legal certainty for both providers and
users of mHealthHere, the role of the European institutions hanziag the current legislation
(where possible) to create legal certainty andeiase user trust is crucial to aiding the
development of a pan European mHealth industry.l8%/bnce again the room for manoeuvre of
the EU is limited by a need to respect nationaleseignty, the EU does have the ability to act
where needed to protect the European Single makkéibn should ensure that both individuals
and professionals are well aware of the liabilitlesy are exposed to when accessing or providing
services in a member state.

4.2.6 Interoperable healthcare systems

Interoperability will be a key issue in the expekfeture increase of mHealth. This not only consern
technical standards, which have to be harmonizédimcan also relate to the socio-economic sphere.
Healthcare systems at the moment are often nabojmeable. This applies to both the national and
the European context. Even within countries healthstandards are often not totally harmonized.

Future challenges

» Coordination of therapiesDifferent clinical guidelines prevent interopeidf. In the cross-
border context these problems increase. Furthermpaéients often experience a lack of
integration within the healthcare system. Spedci#israpies are not sufficiently coordinated and
a continuity of care is consequently not guaranieetthe best way. The integration of different
areas of medicine in order to ensure a better coatidn of therapies can be facilitated by
approaches using mHealth solutions.

» Harmonisation of standards at national and Européavel During the next decade efforts will
need to be made on the harmonization of standaradsder to create interoperable healthcare
systems. This must be in concert with efforts talrads technical problems. An approach
integrating other aspects of interoperability labe foreseen.
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4.3 Results of the consultation process

In accordance with the preliminary roadmap, the stjaes during the consultation process
concentrated on the areas of data protection awdqy; new actors in healthcare, reimbursement
schemes, inclusion and ethical guidelines, liabisues and interoperable healthcare systemseThes
issues have not been prioritized since they coeey different socio-economic aspects of mHealth
and thus prioritising them would not respond todifeering value they have to different stakehotder
in mHealth.

The most important conclusions that can be drawer éfie consultation process are that the gaps,
which had been identified in the preliminary roagsiahave been confirmed. In particular,
respondents highlighted the need for a higher amotifiexibility of data protection and privacy
legislation in order to respond to changes in tetdgy. There is also a strong agreement on the need
of more harmonisation with regard to EU reimbursensehemes and liability in healthcare. Finally,

it also emerges the great potential of mHealth msvamean to create inclusion.

Following, the outcomes of the consultations wdldummarised in the different thematic sections in
order to provide further insights for the consaiethroadmap.

4.3.1 Data protection and privacy

During the consultation process it has been vemonis that there is neither a clear opinion on the
sufficiency of the current data protection lawgha EU nor on the added value of the changes which
the proposed regulation on data protection is gtonigring. Legislation in this area must be able to
respond in a timely manner to recent developmdsordingly:

o The lack of flexibility in current legislation i®en as one of the most important barriers in the
area of privacy and data protection for the depleytinof mHealthIn fact, the lack of flexibility
makes it impossible to sufficiently balance newalepments in technology with data protection
and privacy rights. In order to not limit furthemiovations, the EU should respond to this concern
with a flexible framework.

Another challenge is the use of privacy by desamalready identified in the preliminary roadmap.
This can be a chance to respond to the requesthojraamount of privacy but is also seen as a
challenge when demanded as a general measure.

4.3.2 New actors in healthcare

With the increasing importance of mHealth solutiom$ealthcare new actors are expected to enter
the stage. ldeas and concerns with regard to sieetoi new professions are very diverse and range
from the expectation of tremendous changes tee litt no changes, which imply that no new
professions are actually emerging at present. Hewdhe following issues have been highlighted
with regard to changes of professions:

o0 Increasing importance of computer scientidtsirses, physicians and other traditional caregive
might be (partly) replaced by new professions, ipaldrly in the area of computer sciences.
Some of these changes already started and thetexpasulted agree on the growing importance
of computer specialists in the provision of care.

o Changing role of physicians and nursékext to the rise of new professions in the irdet®n of
healthcare and computer sciences, it is necessdoguiis on the changing roles of physicians and
nurses. Whereas, physicians are expected to gidame enabling patients to find the right
treatment amongst an increasing offer of new edeatr means of healthcare, nurses become
highly trained specialists, being able to make qipsons and taking over some of the
physicians’ responsibilities.
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Additionally, certain other issues should be takea consideration:

o The focus on profit might increasé# can be highlighted that the changes due tdr@nger
employment of mHealth solutions are not only expecto impact the roles of health
professionals directly but are also likely to iragse the focus on profit (eventually, due to new
less regulated professions and private companies).

0 Boundaries in healthcare are expected to becomeybtiue to a different perception of health
and lifestyle The boundaries are unclear already and have adeng-disputed issue in the
context of the MovingLife project. The growing inéince of technologies that are (not yet)
explicitly regulated, e.g. medical apps for smaotpds will certainly demand a focus on this
distinction.

4.3.3 Reimbursement schemes

Cross-border reimbursement schemes are one meaalie the freedom of movement and services
for EU citizens. Therefore, harmonisation on Elkleg demanded even though it is often seen as too
big a challenge. However:
o Itis equally important to reorganise healthcarenattional level.The need of more harmonisation
is generally acknowledged. However, this is notagisvnecessarily linked to EU level. It is of
importance to have a well-functioning reimbursemsygtem on national level before going to
European level. Thus, there is a demand for reasonthe reimbursement schemes on national
level first, and European cross-border healthcanegarded as a bonus rather than a necessity.
Furthermore, there is a demand for a focus on yquit

Furthermore, the question how physicians shouldebebursed is a disputed topic. In selecting the

reimbursment schema, all agree that:

o0 Focus on equity is necessaiy. fact, one possible way is a pay-for-performasgstem. But,
when talking about pay for performance there hasbeen any clear proof for its effectiveness
yet. In the MovingLife project this has been disaa as one of many different options. This is
also reflected in the responses during the coriguitrocess. Whilst some are voting in favour
of using a pay-for-performance-system, others demanbetter proof of its effectiveness.
Additionally, the system is regarded as being aggaquity and equality.

4.3.4 Inclusion and ethical guidelines

The fact that mHealth can be a possibility to feat# inclusion has been also acknowledged during
the consultation process. By making the system raocessible, parts of the population which are
normally difficult to reach can gain better acceshkealthcare. However:

o Accessibility has to be guaranteed in financiahisras well as in educating care providers and
patients in the use of new technologi€be expected advantages can, in fact, be thregtbn
limited access to information technologies like theernet. Particularly marginalized groups of
patients often lack the competences to access ri¢@alth solutions.

4.3.5 Lliability issues
In this topic, the consultation process confirmeat &a better harmonisation on EU level is demanded.

This will lead to a higher legal certainty and danilitate business. No specific further insighte a
emerged.
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4.3.6 Interoperable healthcare systems

During the consultation process the importance éfemith in the process of building a more

interoperable healthcare system has been questibmpdrticular:

0 A discussion about the definition of interoperabiind interoperable healthcare systems is still
needed Is the interoperability of technology the goldgandard or should there be a focus on a
people-centred healthcare system which serves #tenps instead of merely enabling an
effective use of technologies? Technologies migrenebe inherent to a real patient-centred
healthcare system.

In any case, it is evident that Technical standagisvell as socio-economic standards need to be
interoperable. mHealth puts interoperability on déigenda and emphasises its crucial importance for
future healthcare systems. In this view, the caig process allowed us to also highlight the main
advantages of mHealth in creating interoperablétlinssre systems. In particular:

o Improving healthcare systems and reducing healthoawsts.Interoperability is necessary to
provide a good quality of care with low personadaerces. This can be an advantage when
personal resources will be limited in future. Aduhtally, increased interoperability can serve
patients by freeing them from the need to repegtpdivide information to different providers.
The same applies to researchers who can easieasag@®llection of data from different patients.
On one hand, this can enable them to predict fudekelopments in the healthcare systems and
future health events of single patients. On thesotiand, it entails certain risks with regard to
data protection and privacy.

0 Increasing patient empowermenAs a positive outcome more interoperability ca&aad to
increased patient participation and strengthemébponsibility of patients. Patient empowerment
is therefore one of the issues which highlightsitggortance of interoperability in healthcare.
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4.4 The consolidated roadmap

The table below synthetically provide a snapshdhefproposed roadmap for the Medical Uptake area i
terms of the preliminary research themes assoctatéite gaps and of the further insights emergingf

the consultation process.

Table 12 — Socio-economic factors Consolidated Roadp

GAP Preliminary Research Themes Further Insights
» Development of a clear o Higher amount of flexibility of data
framework protection and privacy legislation is needed
«  Guidance on applicability of in order to respond to changes |in
Data protection and privacy new developments in data technology
protection to mHealth
e Stronger emphasis on privacy by
design
o Increasing importance of computer
scientists.
* Improving guidelines o Changing role of physicians and nurses.
New actors in healthcare » Harmonisation of regulation |0 The focus on profit might increase.
concerning new profession 0 Boundaries in healthcare are expecteq

1 to

become blurry due to a different perceptjon

of health and lifestyle.

Reimbursement schemes

Recognition of mHealth/eHealt
as a reimbursable act

Nno

It is equally important to reorganise
healthcare at national level.

Inclusion and ethical guideline

|72}
.

accessibility of healthcare
Establish and promote ethical
guidelines

e Stronger Cooperation of o Focus on equity is necessary, when
Member States selecting the reimbursement schema.
 Use mHealth to guarantee o Accessibility has to be guaranteed in

financial terms as well as in educating c3
providers and patients in the use of new
technologies

Liability issues

Harmonisation of liability at
European level for both
healthcare providers and users

Interoperable healthcare syste

ms

Harmonisation of standards at
national and European level
Coordination of therapies

A discussion about the definition of
interoperability and interoperable
healthcare systems is still needed.

Main advantages of mHealth in creating
interoperable healthcare systems are: (i)
Improving healthcare systems and redud
healthcare costs and (ii) Increasing patie
empowerment.

ing
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5 Conclusions

According to the collected results from the coraidn survey, it can be safely stated that the
elements already captured at the end of the gdgsasmand the identified research themes have been
confirmed and further refined. In particular, theatitative approach in the survey lead to additiona
remarks which sometimes added new insights andcastroversial statements triggering a further
discussion and the necessity to assess the toprosanother point of view.

The results collected so far have also shown trefuture of mHealth depends on a large number of
dimensions and variable, of which technology is ane probably not the most determining one.
Therefore, there should be a strong effort in angatross-synergies between the health sector,
technology research, policy making and the busisestr when developing mHealth solutions. For
example, regulatory rules established with the i@p#gtion of the business sector can unleash
investment and more and better products. Similaflyye do not consider EU-level harmonized
reimbursement systems and involve national heakhdmdies in mHealth solutions, effective
mHealth solutions will not be in place by 2020.

Starting from the consolidated roadmaps reporteSections 2.4, 3.4 and 4.4, future work will focus
on developing and publishing an action plan for htbe roadmaps could actually be incorporated
into medical guidelines, technology and policy dasiThis work will lead to the final roadmaps that
will be presented and discussed at the MovingLigk&holder Conference (D4.4), which will be held
on the 20th of February 2013 in Brussels
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ANNEX 1 - Questions for the consultation process

Medical Uptake area

Q1.In your opinion, how can the empowerment of paieatross communities be ensured and that
differences in language, culture, religious beletg, level of education or technological know
how are not barriers for using mHealth technoldgig®u may select more than one option)

Subsidies (EU or national)

Do nothing (i.e. let market economics decide)
Public awareness campaigns

Training for patients

Training for healthcare professionals

Other (please specify in the box below)

Q2.In your opinion, should it be possible for patietdsopt out of a prescribed mHealth treatment
because of non-willingness to use mHealth solutapps?

No opinion
Disagree
Agree

Please provide comments on your answer

Q3.n your opinion, how can it be ensured that healtbgrofessionals have the right skills and
understand their role when using mHealth techneotp treat patients across borders? (you may
select more than one answer)

Strong legal framework (EU or national)

Public awareness campaigns

Training for patients

Training for healthcare professionals (post education)

Changes in curriculum at universities and other teaching institutions
Other (please specify in the box below)

Please provide comments on your answer

Q4.In your opinion, how can consensus and agreemenédshed on medical guidelines that meet
the existing standards and match the cultural etsia countries across the EU? (you may select
more than one option)

Engagement and decisions at national level

Through European level actions

Local actions, by doctors, health-care professionals and hospitals/clinics

No need for new medical guidelines for mHealth (existing guidelines sufficient)
Allow the market and consumers to find acceptable standards and guidelines
Other (please specify in the box below)

Please provide comments on your answer
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Q5.In your experience, are several points of accegbdaight healthcare professionals crucial in
establishing user acceptance (and trust) of mHealthtions?

No opinion
Disagree
Agree

Please provide comments on your answer

Q6.How to agree upon the best case-examples of mHealthder to communicate the benefits of
mHealth?

Healthcare Technology Assessment (HTA)
Clinical trials

Other evidence based methods
Measurements of patient satisfaction
Measurements of patient empowerment
Adoption within health-care practice

Please provide comments on your answer

Technology and Applications area

Q7.n your opinion, are there any missing technologatellenges in the roadmap which should be
examined?

Yes
No
If yes please specify

Q8.Which of the reported research challenges are myxirtant to maximise the impact of mHealth
(i.e. prioritize the research challenges)?

Connectivity-interference
Interoperability-standards
Apps as medical devices
Security and safety

Please provide comments on your answer

Q9.In which of the reported research topics do youteeeneed for cross sector synergies to quickly
achieve target objectives specified in the roadn{gp@ can select more than one option)

Technology research

Policy making

Business sector

Other (please specify in the box below)

Please elaborate on your answer, you may alsogga@amments.
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Q10. In your opinion, how should the reported researebetbpments be measured? (please rank
each option)

Benefits to EU health-care systems

Benefits to patients

Creating EU technological and industrial leadership
Creating sustainable economic growth and new employment

Q11. Are there other measurements not listed above vdfionld be covered?

Q12. Do you see any differences between Member Statgs K®rth vs South countries) in the
broadband coverage take up (e.g. some technola@geeseady or more suitable for specific
countries)?

No sure/Don’t know
No Differences
Minor Differences
Major Differences

Please provide comments on your answer.

Q13. In your opinion, are there any strong user accdftdbsability issues related to future
implantable integrated devices?

Yes
No
Not sure

If yes please specify and provide comments on answe

Q14. In your opinion can regulatory frameworks solely &éesufficient solution to interference
issues ? (if no you may select more than one option

Yes

no, software solutions should be also adopted e.g. dynamically allocate spectrum

no, new frequency bands and wider spectral bandwidth per frequency channel are necessary
no, new dedicated connectivity protocols/standards should be developed

no, new class of communication (hardware) modules should be embedded in medical devices

Please provide comments on your answer

Q15. Are there any relevant energy-saving technologies,identified in the roadmap, which in
your opinion are suitable for mHealth devices?

Q16. Besides technology advancements to e.g. allowingdmantic interoperability, who in your
opinion should take the lead for stimulating andfarmonizing standardization efforts?

EU

Industrial standards associations
National healthcare systems

National governments

Trade bodies

Other (please specify in the box below)
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Please elaborate on your answer, you nsy@bvide comments.

Q17. In your opinion who has responsibility for ensurthg app complies with the Medical Device
Directive?

App developer/designer
App store
Other (please specify in the box below)

Please elaborate on your answer, you may alsogga@amments.

Q18. In your opinion how can authorities perform marlgetrveillance and, if needed, take
preventive measures? (you can select more thaomtion)

Self-regulation and reporting by industry

EU actions (Directive or Regulation)

Consumer legislation, with trading standards monitoring compliance
International codes of conduct

Other (please specify in the box below)

Please elaborate on your answer, you may alsogeaamments.

Q19. Do you think the proposed centralised approachu(tlcomputing) for storing patient health
record is more suitable/secure than decentralisdtiens where the patient keeps her health
records (e.g in its mobile or in other personaltdigtores)?

Very unsuitable/insecure
Somewhat unsuitable/insecure
No difference

Somewhat suitable/secure
Very suitable/secure

Please provide comments on your answer

Socio-economic Factors area

Q20. In your opinion can the current data protectiondegion and the proposed changes (new
regulation) be regarded as sufficient safeguardfutare developments in mHealth?

Q21. Which current (or future) issues in privacy andadptotection do you consider to be the
biggest challenges in the context of the deployroéntHealth?

The speed of the developments in mHealth technologies

The application of new rights in the context of mHealth

The uncertainties with regard to the implications of new rights in data protection for mHealth

The lack of flexibility of data protection legislation in order to adapt to rapid changes and new developments
The general use of privacy by design

Balancing data protection and privacy rights with technological innovation

Other (please specify in the box below)

Please elaborate on your answer, you may alsogeaamments.
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Q22. The changes mHealth is expected to bring to tHd &&healthcare in the next decade might
also include a number of new actors in healthcar¢hat do you expect from the rise of for
example new professions? Are there particular ehglts, chances and dangers which need to be
regarded?

Q23. At the moment the power of the EU in terms of Headte is relatively limited. Cross-border
reimbursement is an important issue. Would you diavan increased power of the EU in
healthcare in order to further harmonize reimbuesgtnrschemes?

Strongly disagree
Somewhat disagree
Neither agree or disagree
Somewhat agree
Strongly agree

Please provide comments on your answer

Q24. How important would you consider a pay for perfonte system as described in the
scenario?

Very important

Somewhat important

Neither important or unimportant
Somewhat important

Very important

Please provide comments on your answer

Q25. Do you agree on the potential of mHealth for inmusas described in the roadmap?

Strongly disagree
Somewhat disagree
Neither agree or disagree
Somewhat agree
Strongly agree

Please provide comments on your answer

Q26. In your opinion is a harmonization of legislatioeating with liability in health-care settings
necessary in order to facilitate a widespread @iseHtealth solutions?

Very unneccessary

Somewhat unneccessary

Neither neccessary or unneccessary
Some neccessary

Very necessary

Please provide comments on your answer
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Q27. Where do you see the main advantages of mHeaftcilitating the creation of interoperable
healthcare systems? (you can select more thanrsweess)

Reducing health-care costs

Increasing patient clinical outcomes (more effective treatment)
Increasing the effectiveness of health care professionals
Increasing patient empowerment

Improving health-care systems

Other (please specify in the box below)

Please elaborate on your answer, you may alsogga@amments.

Q28. How would you judge the role of mHealth in the ¢i@a of interoperable healthcare systems?

Very important

Somewhat important

Neither important or unimportant
Somewhat important

Very important

Please provide comments on your answer
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