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2 Executive Summary

This document is the final version of deliverabl2.DReport on state of play and trends in mobile
healthcare as produced by the MovingLife projetie &im of this document is to present the results
achieved in our study of the state of the play @exds in:

« Technologies related to mHealth and their Applmadi
« Medical and Clinical Guidelines;

« User Acceptance, Security and Privacy;

« Regulatory and Legal Frameworks.

This document, together with the vision scenariosns the basis for producing the roadmaps of the
project. The gap analysis is the precursor forstilegsequent roadmap on mHealth to be produced by
the MovingLife consortium.

2.1 Methodology

The work has been carried out usieigvironmental scanning the four aforementioned areas, as
well asdedicated workshop®ne for the Medical and Clinical Guidelines ame dor the Regulatory
and Legal Framework) andhterviews to relevant experts in extra-European countries.the
environmental scanning, for each of these areabave collected through traditional desk research
information and data including multi-disciplinargientific articles, research project reports and
relevant conference proceedings.

As a result, we have analyzed and synthesized thesas to put forward a framework for
understanding the overall key trends, inhibitord drivers which have an impact on the current and
future state of play in mobile healthcare. A summaf the key findings from this analysis is
presented here.

The report presents this synthesis along with &rrtsupplementary analysis in the annexes. The
annexes include a more detailed state of play tepothe key areas, environmental scanning of non-
EU and EU countries for comparison, the analysithefinterviews conducted as part of the work of
the deliverable and material generated by stakengbdrticipation in workshops organized by

MovingLife.

2.2 Technologies Related to mHealth and Their Applications

This report documents our research and surveyingsfent, emerging and developing technologies
related to mHealth and their applications. Rese#ctliverse in terms of focus and outcomes in
technological development. This as our review destrates ranges from readily available apps to
large integrated projects funded at national andiégl. This diversity reflects the observationttha
mHealth while building on successful eHealth andeottechnology related drives in healthcare
provision and delivery remains an emergent anddhapieveloping field.

The key findings of the report in this area are

« mHealth technologies and applications are divenserange across a variety of technological
fields in their development and implementation. yhEso address a wide variety of
healthcare needs and demands.

- Current smartphone technologies are leading the iwgushing mHealth applications and
services, their continued rise in use provideaméwork for mHealth delivery.

- Network technologies (WAN, PAN) are fundamental ned@ts of mHealth devices,
applications, services and delivery. Continued netdgical development and evolution in
these fields will further drive and support the elepment and implementation of mHealth.
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The need to consider which spectrum frequencidsb&ilsed remains an open question, for
example in the case of MBANSs in the US the FCCus tb issue guidelines in April/May
2012.

« There is a considerable lack of standardizatiorclvimeans interoperability between devices
and systems is currently limited. Standardisatienessential for the future success of
mHealth.

- There is a lack of regulation from a technical pecdive as to how mHealth applications and
devices fit into healthcare technology and servi¢gsrmonisation of legal and regulatory
frameworks is essential for the future successldéaith.

2.3 Medical and clinical guidelines

Our report clearly illustrates that the currentestaf play for medical and clinical guidelines degl

with mHealth is not developed or formulated to #sme degree as other technologies (such as
medical devices) or applications derived from eHeablutions. mHealth represents a number of
major potential changes to the delivery and praatichealthcare

The key findings of the report in this area are

« mHealth does not for the most part fit into trawhil or current methods of assessing the
clinical utility of treatments or technologies.

« mHealth may transform the practice and delivenheélthcare. In doing so however there
may be resistance or rejection amongst healthcarfegsionals and patients. Trust is an
essential prerequisite for the success of mHealth.

- As mHealth constitutes a potential restructuring hefalthcare spaces and delivery the
trajectory of how technology develops, is tested #men implemented will diverge from
current health technology assessment and evaluaibolels.

« mHealth devices and services are positioned toesdddome of the most problematic issues
facing healthcare delivery in the EU, such as tieatient of chronic diseases whether
associated with lifestyle or an ageing population.

2.4 User acceptance, security and privacy

As with medical and clinical guidelines this repddgmonstrates that the current state of play in
respect of user acceptance security and privacyairsmunclear and underdeveloped in terms of
evidence as to attitudes, experiences or issuestaiignges.

The main findings of the report in this area are,

- User acceptance is difficult to quantify given tbarrent state of play as regards to the
implementation and use of mHealth devices and eqphins.

- Without a number of large scale deployments useemances have been limited to small
scale pilot projects in most instances.

- mHealth can be an important tool for deliveringagee patient empowerment but this must
be balanced against the risks associated withysaiet security.

- Privacy is not only about data protection, othemm® of privacy for end-users may be
affected by mHealth. These need to be consideredHesalth moves from pilot to large scale
deployments.
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2.5 Regulatory and legal frameworks

The report documents an extensive evaluation ofreatr regulatory and legal frameworks
predominantly at the EU level that have an impactjnfluence on the current state of play for
mHealth. Many of these regulatory and legal framdwaalready influence and impact on other
technological fields, applications or services anlll be robust enough in the main to deal with the
issues generated by the development of mHealtimtdéohies and applications.

The main findings of the report in this area are,

mHealth has the potential to revolutionise healtagaactice and delivery in the 2&entury.

While regulation often lags behind current EU referof its data protection regime and
medical devices framework suggest an awarenes)évatdevelopments in ICTs (in health
care and other sectors) requires new regulatomnydveorks to adequately protect EU citizens.

Consumerism in healthcare supports patient empoemrend mHealth is potentially at the
forefront of this trend. This however requires rsblegislative and regulatory frameworks to
guarantee the protection of individuals as patiantsas consumers.

Liability issues are unclear (i.e. who might bepassible when accidents occur), this is a
considerable regulatory challenge to be addressetiifealth in the EU.

Healthcare financing and reimbursement is fragnteatel varied across the EU. Regualtory
and legal frameworks in the medical context areo atdten substantially different.
Harmonisation may be difficult but a lack of it megpresent a significant regulatory and
legal hurdle for mHealth providers and developers.

Page 9 of 230



MovinglLife
D2.1 State of Play in Mobile Healthcare

3 Introduction

The MovingLife project is a Coordination and Sugp#éction that will deliver roadmaps for
technological research, implementation practice @ity support with the aim of accelerating the
establishment, acceptance and wide use of mobialgH(mHealth) solutions.

This document is the final version of deliverabl2. DReport on state of play and trends in mobile
healthcare. The aim of this document is to predenstate of play and trends in technologies, @dini
use and socio-economic aspects related to mHeatthita applications. This final version of the
document will form the basis for producing a setasdmaps.

The work has been carried out using environmentahising in four selected areas, namely,
Technology and Applications, Medical and Clinicali@lines, User Acceptance, Security and
Privacy and Socio-Economic and Policy Framework. éach of these areas we have collected data
through traditional desk research information sashmulti-disciplinary scientific articles, research
project reports and relevant conference proceedWgshave analyzed and synthesized these areas
and put forward a framework for understanding mégy trends, inhibitors and drivers which have
an impact on the current and future state of ptayobile healthcare.

In particular, the following outcomes are presentethis report,

- State of play in mHeath solutions from 4 linked amigrdependent perspectives: technical,
clinical, end-user and regulatory.

« Main trends in each of the identified areas, arartlinks to existing drivers and inhibitors
which are the underlying motivations that can maée mHealth services successful.

« Internal and external relationships as well as gmgrclusters among the various trends,
drivers and inhibitors.

The present document provides a platform for theviNtglife project to analyse gaps in the current
state of play which in turn will lead to a roadntaging produced by the project.

3.1 Target Audiences, Policy and Background

In line with the new Digital Agenda strategy (200 its forerunner, the strategic 12010 initiative
(2005), the context in which the development of ii@obealth technologies takes place is related to
Europe’s serious ageing problem and the incregsiegalence of chronic diseases. With the number
of people aged 65+ growing by 70% and the 80+ agepggrowing by 170% by 2050 demands for
good quality healthcare in the EU area are likelysignificantly increase. The economic reality of
healthcare associated with an increasing prevalehcleronic diseases (in the general population and
particularly of the population aged 50 and aboveoich 21% may experience mild or severe vision,
hearing, or dexterity problems, according to epidéogical studies), may become unsustainable. In
addition, because of shrinking working populatiemarts- expected to grow from 4 working persons
for everyl retired today, to 2 working persons éwery 1 retired in 2050 —expenditure on health
needs may not be able to draw on adequate finaresalrces. For this reason, the European Union
is interested in developing the capability of I@rI'support the lives of citizens and in improving th
provision of health care services. It is againss thackdrop that the need for policy planning on
software applications using mobile platforms andnegwnicating wirelessly with the view of
supporting mHealth services is rooted.

In the White Paper ‘Together for health: a Strategpproach for the EU 2008-2013’, the European
Commission first proposed a strategic approachstpport dynamic health systems and new
technologies’lt is, however, in the Digital Agenda, that aisgrof concrete key actions are spelt out.
In particular, under key action 13, the Commisseémileavours téundertake pilot actions to equip

Europeans with secure online access to their médiealth data by 2015 and to achieve by 2020
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widespread deployment of telemedicine senfidader key action 14, the European Commission
envisages to issue a formal recommendatii@fining a minimum common set of patient data for
interoperability of patient records to be accessedxchanged electronically across Member States
by 2012 and to foster EU-wide standards, interopéity testing and certification of eHealth systems
by 2015 through stakeholder dialogdeAnother important reference is the newly launcEatbpean
Innovation partnership on Active and Health AgefAgA). The AHA promotes a horizontal general
approach based on ‘evidence and data monitoring’‘@mod practice sharing and market place for
partnering and matching stakeholders’. These hota@assues apply to a series of concrete action
points related to three areas, namely, prevensoreening & early diagnosis, care and cure, and
active ageing & independent livifigThe third relevant reference for mHealth is foimdhe newly
approved Directive of the European Parliament ahthe Council on the application of patients’
rights in cross-border healthcare. The inclusioetdéalth in Article 14 signifiesnter alia, the need

to consider the single market and cross border mbinas of mobile health care, such as
reimbursement, liability, and data protectfon.

The consortium envisages that this report will s®ful to a number of different stakeholders
involved in the implementation of mHealth as wallather relevant actors. In the development of this
report the consortium engaged with different groopstakeholders in conjunction with utilising
other research tools in surveying the current sihfgay. These stakeholders provided inputs aed ar
also part of the target audience of the reporhdisally the consortium views the following grougs
principal target audiences for the report,

« Medical, clinical and other care professionals

« Technology manufacturers, services, applicatiowipgess and developers.
- Policy, regulatory and other related actors.

+ Research, industry and academic stakeholders

- Patient support groups at national and Europeai.lev

This list is however by no means an exhaustiveolighose the consortium believes will potentially
find value in the contents of this report.

3.2 Definitions and Concepts

mHealth is a term that refers to the provision efdinal services through the use of portable devices
with the capability to create, store, retrieve, amahsmit data via mobile communications. In
technical terms, as a possible example, small devéze used to monitor patient-related data and
actively communicate with a central informationtsys; in buildings, communication takes place
either over a mobile telephony or fixed line netkaroupled with Wi-Fi. In open spaces,
communication takes place via terrestrial (GSM, GPBG, 4G, WiMax) communication networks
or low-orbit satellite communication. In other weragnHealth proposes solutions that set patients and
healthcare professionals free from delivering andéaeiving healthcare at a geographically fixed
point.

In recent years, mHealth has emerged as an impa@tdnsegment of the field of electronic health
(eHealth). While there is no widely agreed-to di&fin for these fields, the public health community
has coalesced around these working definitions:

'European Commission (2010).A Digital Agenda for &he.COM(2010) 245 final/2.
’European Commission (2010).A Digital Agenda for &he.COM(2010) 245 final/2.
% |glesia Gomez, M. (2011). European Innovation faship on Active and Healthy Ageing. Retrieved Ni@&ember
2011 from: http://ec.europa.eu/health/ageing/d@stén_eip.pdf
* The European Parliament and the Council of theofeain Union (2011). Directive 2011/24/EU of the dp@an
Parliament and the Council of ¢ March 2011 on thpl&kation of Patients’ Rights in Cross-border HeehreOfficial
Journal of the European UnidrB8, 45-65.
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eHealth: Using information and communication technolog€T) — such as computers,
mobile phones, and satellite communications—foitheservices and information.

mHealth: Using mobile communications — such as smart psyomebile phones or PDA—for
health services and information with no limitatiomsterms of places; i.e. a patient can
receive healthcare at a place of his or her chgosin

eHealth and mHealth are inextricably linked. Both ased to improve health outcomes and their
technologies work in conjunction. While there areany stand-alone mHealth programs, it is
important to note the opportunity mHealth preséotsstrengthening broader eHealth initiatives. For
example, many eHealth initiatives involve digitigirpatient records and creating an electronic
backbone that will standardise access to patietat @éhin a national/regional system. A mHealth
front-end solution allows patients to continuouatgess to such backend systems, while at the same
time being completely mobile. Other mHealth solnticcan serve as the access point for entering
patient data into national/regional health infonmatsystems, and as remote information tools that
provide information to healthcare clinics, home viders, health workers in the field as well as
patients and relatives carers.

3.3 Methodology

Following the reference mHealth definition introddcabove, the MovingLife project performed a
broad investigation of the current state of playnfrthe following distinct perspectives: technolagie
and applications; medical and clinical focus; esdra acceptance, security and privacy; policies and
regulation frameworks. More specifically, for egoérspective, in this first phase of the project the
work pursued the following main objectives:

« Collect through traditional desk research an exteaset of information and dafacluding
multi-disciplinary scientific articles, researctop@ct reports, relevant conference proceedings
as well as relevant information from industry tealogy reports and white papers.

- Analyse the collected empirical evidence to mapdifferent aspect®f which a specific
perspective consists.

In order to effectively achieve those objectiveacte perspective has been first scoped and better
defined in terms of constituent elements and m@jpics to be covered. In particular, target topics
have been prioritized to provide a sort of worknplfar the investigation and expected trends
highlighted.

Supplementing this work the consortium also drewaonumber of other tools and methods in
analyzing the current state of play, these were:

- Performing anenvironmental scanningf selected EU and international countries to
determine trends for mHealth.

- Interviewswith mHealth experts in India and Brazil to deyelomparative data on trends
for mHealth in those countries.

- Engaged with stakeholders through the holding af werkshopsand sought contributions
from these stakeholders through presentations scdssions.

These supplemental activities are fully detailethimannexes.
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4 Overall Trends, Inhibitors and Drivers

4.1 Introduction

The following sections of this report demonstr&iat there are a number of key trends across all fou
areas examined in the current state of play for attHe Trends are used for to project those
tendencies in mHealth deployments that emerged ftbhen state of play analysis. Trends are
influenced by multiple inhibitors and drivers, whi@are the issues, or sets of issue, factors and
determinants that generally abstract the specimaln of mHealth. In the following sections we
present a comprehensive overview of the key tremdish are discussed for the four main areas
examined by the report. We also provide some contengrand an overall analysis of what these
trends mean in respect of the current state of folagnHealth and their relation to existing inhdyt

and drivers.

4.2 Trends

In the following we present overall trends withiach of the four areas examined in this report,
technical, medical, end-user and regulatory. évislent that there a wide variety of trends whitdyp

a role in shaping the current state of play in mthedal'he list below also illustrates, as per the
findings of the consortium during the course of tegearch that the current state of play in mHealth
is shaped by a number of complex and inter-reltteadds. Some of these trends are broad general
ones within wider societal, cultural, legal andhteical contexts. Others are more specific to the
context of mHealth. In the following sections weggnt a more detailed discussion of these trends
and illustrate how they are shaping and may shapstate of play for mHealth.

4.2.1 Policy Framework

+ Revision of the Medical Devices Framewoflke European Medical Device Framework is
currently under revision. New developments like thereasing use of mobile phones for
medical purposes require an adaptation of the tilnesc

- Allocation of spectrum frequencies for medical:UBee allocation of spectrum for medical
use is limited. However, the opportunities of afiton spectrum specifically for medical use
with mBANSs are being debated.

« Proposal for a new European Data Protection Framewolhe proposed changes are
introducing a right to be forgotten and also a trighdata portability. These are important
issues that will have to be taken into accountim design of mHealth services and in data
processing in mHealth.

4.2.2 Medical Uptake and User Acceptance, Security and Privacy

« Patient empowermenHow mHealth applications enhance patient empowatmsupport
patient self-management and also empower carer®tied medical professionals is a key
issue. As we explore in the project, empowermentftien a central objective of mHealth
deployment in how control and decision-making isbedded within strategies supporting
patient self-management. Patient empowerment temgsit the patient in a central, active
role as opposed to a passive recipient of heakhsarvices. Patient empowerment through
mHealth solutions could lead to more work for tmef@ssional interpreting information and
statistics for the patient (Logan et. al, 2007)erEfore the “small things” should be taken
care of by algorithms etc. in smartphones. Thismadhat patient education is an important
part of the patient empowerment trend. This fitdl wath several lines of thinking with
mHealth, and mHealth may to some extent be sedred€T support for this trend.

« Consumerism in healthcaréAs a parallel trend to patient empowerment, tmewing
consumerism in healthcare is putting patients at ¢antre when it comes to delivering
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services. Technology innovation is facilitatingsttiend (Shaw, FierceHealthIT, 2011). Even
in countries with publicly provided healthcare, ttnend is pushing the boundaries of the
traditional roles of the patient and the healthcarefessional. Another element of
consumerism which will probably promote wider use ategration of mHealth solutions is
represented by the consumer health apps. If anpairecitizen is using an app to track their
health, it is likely that they will seek to includeis information during visits to their general
practitioner (GP) or during hospitalisation. Whéte thumber of such requests reaches a
certain point, direct inclusion through either impexport data options or use of approved
applications with integration into the Personal leRecord or the eHealth system of the GP
seems inevitable. Furthermore, if patients realis® using an app to closely monitor a
condition can reduce the number of routine vigite.y. the GP, there is very likely to be an
immediate demand for the apps (Larkin, 2011; Waegem2010, p. 2).

Healthcare expenditure reductiomHealth may be a means of providing cheaper Iheaié
to more individuals. In particular, the new teclogyes (e.g. 4G) can make monitoring,
consulting and healthcare more flexible and corsr@nfe.g. enabling the exploitation of both
mobile telecommunication and multimedia technolspie

The network societymHealth is able to be realised by the tremendianges which have
occurred as a result of technological developmémntsmodern societies. These are ICTs,
networks and related devices which as they havieaiytransformed other areas of human
activity have the potential to do the same for roe@i and healthcare. This affects those
using or consuming services and mHealth can betsdd a part of this in allowing users to
combine their mobile world with their healthcare.

mHealth as a concrete example of Social innovat®ocial innovation is emerging as a
policy goal tackling problems associated with ecoimodifficulties across the EU. Social
innovation is innovation which is social in its enahd social in its means.

Remote monitoring is becoming more and more popiamote monitoring of health data
such as blood pressure, blood glucose level, weight

4.2.3 Technologies and Applications

Diffusion of mHealth applicationgnHealth applications used to improve or offer neays
to deliver personalised healthcare.

Smartphone AppLff the shelf Apps for smartphones aimed at the-@ser (patient). Many
Apps have a free basic version or cost less thad ($p1 to download. The free version can
often be upgraded to a paid version with more alitianal sophisticated features. There are
more than 5000 health related Apps to choose frodwvath different features, which allows
the consumer to choose exactly what he wants. TgEeAApp store has made it easy for
application developers to gain access to consuaretslevelopers who have also thus gained
a greater revenue generated by App downloads. &igoApple app store has made it easy
for the consumer to browse available Apps. Espgcyalunger consumers have embraced the
App trend. Smartphone applications are also ainsedHe use of physicians. There is an
increase in the growing number of physicians wheamartphones and/or tablets.

WBAN diffusion Serious technological evolution within sensord aadios are in progress.
This evolution will bring us a variety of wirelessearable mHealth sensors for improving
the Quality of Life. The growing use of smart phem@d other wireless portable devices will
facilitate a BAN using wireless or wired wearabémsors. Wide adoption of wireless sensor
and actuator devices with lower size and highersgay compatibility to human tissues. In
most cases such devices are wearable (in some ehssxly commercial), but first
implantable devices are in testing phase.

PAN for more advanced applicatioidany projects/solutions adopt PAN technologiesks
as IEEE 802.15, Bluetooth, Zigbee) to interconmecbbine a BAN to a) other devices in the
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environment (e.g. for fall prevention/detection)dan) external servers/devices via a home
gateway (e.g. PC/Mobile/TV). Domotic solutions difused in this area.

WAN for connecting to remote back-enff8AN; connectivity in the wide-area network
domain is mostly based on using the Internet, losteessibly through different access
networks: (a) landline based: ADSL, CATV cable, afitire-optic to home; (b)
wireless/mobile (GSM/GPRS, EDGE and UMTS and futehnologies as developed e. g.
by 3GPP), wide-area wireless broadband networkesWkMAX.

End user devicesThis area is dominated by the increasing diffasad smartphones and
tablet PCs, which combine WAN connectivity, largereen size and ease of interaction for
older adult users and in general higher computatiperformances that will enable more
advanced and interactive solutions/application; . eigcluding video conferencing
communications.

Adoption of existing security solutionShe level of security around mHealth solutions is
largely driven by regulatory requirements and loespectations of personal security and
personal privacy. It is unlikely that mHealth remsi completely new technology
approaches/solutions, but it will be important énove any unnecessary regulatory barriers
and ensure legal certainty.

Easy authentication systemfdvanced authentication systems may developarfuture that
are easier to use. E.G. NFC, Lab on Chip, etc.

Inhibitors

In this section, we list the main inhibitors thiaé tconsortium have analysed, derived from the main
trends within each of the four areas explored. Tisiereported below names the inhibitors and
provides a description as well as groups them daogrto their origin. As outlined in the
introduction to this section the consortium viewkibitors as those aspects which have a negative
impact or influence on the development, implemeémtatand uptake of mHealth applications,
services and devices. Therefore, as a conclusidmitection, we map the derived inhibitors to the
identified trends.

4.3.1 Patient

Ageing societyThe ageing society can be an inhibitor due tofgot that mHealth is not
easily understandable and accessible for olderlpe@der individuals may not be able to
realise the full potential of some mHealth solusi@md services.

Social inequalities Education and economic status play an importalg rmHealth might
shift costs onto individuals. While those able &y pay benefit from mHealth solutions and
services, those who are not able to afford to p#ter for services or devices may suffer
exclusion from a mHealth enabled future. Those wbald be involved in social innovation
are already facing a number of pressures in thecueconomic and financial climate. These
include patients, families, support groups and ropieviders of informal care. These groups
may not be able to deliver the goals of social watimn as it pertains to health adequately.

Digital divide The digital divide exists in Europe not only witegard to different age
groups. For example, there are large differencdberavailability of broadband in different
countries or regions and in the usage of diffeegy@ groups.

Accessibility Accessibility if often limited regarding conneadty and content. Accessibility
is linked to the digital divide and the ageing sty

Data protection Data protection as inhibitor has two main aspeéigst, companies might
not be willing to comply with the strict requirenienwith regard to medical data and
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therefore not engage in this area. Second, usekstfast in the current data protection
regime. Data protection is linked to notions oftrand privacy.

Privacy and Security issuedhe privacy and security issues concern the hagndbf
healthcare information. This is sensitive data Whiannot and may not be distributed or
transferred without encryption or a record beingtkef who accesses the data. An argument
put forth at the expert workshop was that the systéhat are developed today define what
data is private and what is not — it should bedter way around. The user should define it
and be able to remove stored data themselves. &@nére medical uptake awaits the
development in the healthcare consumer markethgalthcare services developed by private
providers without legal healthcare authority), wehthre uptake of smartphones is moving fast
and the speed of the software development (espedta application development) is
pushing the boundaries of what can be done inlthiea world. At the same time, clinicians
(doctors, nurses and other healthcare professjonadsillegitimately or legitimately using
their own consumer devices (iPhones or android tpinanes etc.) with medical apps
installed for clinical purposes (Springer PublighiB011). In order to assure, that the security
level is appropriate for the entire system, all gaets of the system must obtain the same
security level. The Smartphone must include theess@acurity level, and the application must
be developed in accordance to this. Privacy isedlto data protection and trust.

Trust The uptake of mHealth solutions highly dependgrast. At the moment this trust is
often lacking.

Policy
Liability: Unclear regulations on liability might inhibitehuptake of mHealth.

Increasing responsibilities and obligations for eémirises A stronger emphasis on Corporate
Social Responsibility might limit the willingnes$ enterprises to involve in certain business
because of the high obligations they have to fulflew requirements in the context of
business and human rights increase the likelindsscomsequences for misconduct.
Enterprises have to meet increased moral and etkgairements.

Requirements of the MDDrhe necessity to fulfil the requirements of thédDBl might
decrease the willingness of companies to get iracbim the medical field. This is especially
true for potential app based applications usingrsptaones.

Lacking harmonization of radio spectrurA lack of the harmonization of current radio
spectrum policies limits the cross border use ofaikh.

Boundaries of MDD Convergence of networks and systems will furtimghlight one of the
central issues in future medical devices: wheresdbe boundary lie between a medical
device and the communications infrastructure itsyssnd how is that interface to be
regulated?

Lack of Reimbursement regulationkimited reimbursement for mHealth and unclear
regulations (particularly in a cross border contean limit the uptake of mHealth.

Health Organization

Inertia of public healthcare servicesor public healthcare service systems, patient
empowerment constitutes a change in paradigmsrapdrticular necessitates reorganisation.
This inertia of public healthcare services at imndlinal level as well as organisational level
constitutes an obstacle to mHealth uptake.

Lack of cost/payment modelt particular, lack of analysis of effectiveneasd cost-
effectiveness of mHealth applications.

The doctor’s organisationdf mHealth is seen as too great a transferrgdafer or loss of
authority, resentment can arise. Furthermore, dtals believe that mHealth solutions will
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require them to monitor all information extractdten resentment will quickly become
evident. It is therefore important to emphasiseoidtigms and graphical representation as
tools to lessen the perceived burden of huge amsmintiata. If mHealth is seen as easing
tasks and supplying valuable information, then supmay be achieved. Should mHealth
solutions provide a direct, tangible advantage dotats, they are very likely to embrace
mHealth, which could also constitute an improvemerguality for their patients. There may
be resistance amongst healthcare professionalspendders in giving more control to
individuals, whether these are patients or thosestasg in the provision of care for patients.

4.3.4 Technology

Interoperability At the moment, interoperability is an importantiibitor. There is a need for
better collaboration. There is a current deficiemtyinteroperability amongst devices and
applications, including totally closed systems,ifing the pace of development and reducing
competitiveness. Currently the Apple platform ahd Android based smartphones offers
almost the same capabilities, but they are basatiffament operation systems. Therefore the
applications must be developed separately fontioestystems. Most of the investigated R&D
projects and commercial solutions include the dgwalent of new families of wearable and
contactless sensors.

Lack of standardsThere is no single standards organisation the¢rsothe complete needs
of mobile health. Mobile health architectures ie tihharket today must make use of a wide
range of technical components, each with potegtiallerlapping or missing standards.
However, some organisations, such as the ContireadtlidAlliance and the Integrating the
Healthcare Enterprise (IHE), are addressing tisisgdsy providing interoperability guidelines
that group standards together into profiles, combirdata standards, security standards,
messaging standards and transports together isitogke certifiable solution (see figure and
table below).

Lack of a reference architectura reference architecture for mHealth does nosteyet
(most of the current solutions have been develggetlosed, end-to-end systems)
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4.3.5 Mapping to Trends
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4.4 Drivers

The list presented in this section conversely liséskey drivers associated with the trends detarle
Section 4.2. As can be noted in the table mappingid to trends, inhibitors for some trends can be
seen as drivers for other trends (and in genecalultd be also the opposite) and this outlineslaper

in this regards.

4.4.1

Underlying Motivations

The drivers reported below are indeed the mainvatitins that are behind any eHealth and mHealth
development. Therefore, they are influencing alhtis identified in our state of play analysis.

Age distribution of the populationd/lost countries are experiencing a demographiagbavith a
number of impacts on healthcare provision and sesviAgeing populations represent a challenge,
particularly in the increased prevalence of chrahiseases which potentially can be met by mHealth
solutions and services.

4.4.2

443

Growing number of chronic patientdVith continued reductions in communicable and
infectious diseases and increased life expectaopuylptions have begun to age, leading to an
increase in the amount of chronic diseases (inqudatt, diabetes or chronic heart disease).
These diseases are costly placing a large burdéealthcare systems in terms of treatment.

Increasing Healthcare expenditur&Vhile some countries are experiencing a declime i
healthcare expenditure as a percentage of GDP @sseg to others seeing an increase, in
both cases countries are faced with rising costseaithcare. A number of countries in the
EU have sought to increase the share of costs llbyrosers.

Policy

Realization of the right to healtAhe realization of the right to health can extémanodern
technologies. mHealth might therefore play a ralé.i Striving for a realization of this right
might include an increased demand of mHealth telognes and services.

Internet access as a fundamental rigRecently, there is an increasing interest inabeess
to internet as a fundamental right. Laws like th&D¥DPI law in France led to increased
public interest.

Cross Border Reimbursemer@@ross border reimbursement makes mHealth an apptyr
for those crossing border for work, holidays, etc.

Focus on Corporate Social Responsibiligy stronger focus on the field of CSR is likely to

bring changes with regard to the current condudiudiness. This might also influence the
area of mHealth. The concrete development is mesteable. Many of the developments do
rely on international not on European documents.

Patient

Individuals want more control over their healthcaf&his is in terms of where they access
healthcare and through what medium healthcareoiged to them.

Growing demand for more integrated care pathways patients who prefer or want remote
monitoring For example, Danish patients are continually eérpeing the healthcare system
as being built up in “silos” and this may be reletvéor other EU patients as well. Many
healthcare systems lack integration between desaygialist therapeutic areas, making them
prone to delivering a staccato healthcare seradhd citizens when we look at the treatment
of the patient over time. Patient organisationsrarging awareness about this inappropriate
way of delivering healthcare services not just frarservice perspective but also because the
deep specialisation has morbid consequences fothe.ghronically ill with several illnesses.
This demand for more integrated care pathways amd models naturally increases the
demand for uniform healthcare information in diéet care spaces.
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4.4.4 Technology

Global dissemination of mobile devic&soliferation of new devices that can enable nitHea
services to be deployed (i.e. smartphones). Coatinmprovement of the technologies for
mobile devices. Continued reductions in the co$tthese devices. Smartphones will offer
more advanced multimedia functions, such as videeh browsing, and health-related
software applications.

Increasing broadband network availabilitBroadband communication is becoming more
and more available at home, but also on portableatent.

Increasing Networking capacity and Convergenceeativorks The future use of 4G mobile
systems will enable video and multimedia commuiocabetween homes and the outside
world and will focus on seamlessly integrating thasting wireless technologies including
GPRS, 3G, wireless LAN, Bluetooth, and other neddyeloped wireless systems into IP-
based core network of heterogeneous access networks

Convergence of systemBhe latter will mainly refer to integrating moditonnectivity into
bio-medical devices to enable advanced remote wami, rapid diagnosis and ongoing
management of health, such as the so-called SySti@hip (or Lab-on-Chip), which will
integrate all the functions of a modern computeelectronic system on to a single substrate
chip.

Maturity of short and mid-range communication tealogies and protocolsNetworks
protocols for near field communication (even up 100m) are emerging e.g. ZigBee,
Bluetooth, near-field communication, RFID, and evemplified Wi-Fi. RFID capable
devices, including Near Field Communication (NFElgctronic Product Code (EPC), etc.),
which will penetrate daily life.

Concepts of context awareness the future eHealth systems may have awareoksdise
presence of a user, location, devices and dated, tetc. This requires presence-detection
capabilities.
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4.4.5 Mapping to Trends
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4.5 Conclusions and Analysis

As can be seen from the tables in Sections 4.354ah5 as much as there are a number of key
drivers there is substantial and challenging irtbilsi currently impacting on the current state aiypl
for mHealth.

Regarding inhibitors, the main ones are relatefdatient aspects (e.g. Data Protection, Privacy and
Security issues and Trust), but also technologg®eas, such as interoperability and lack of
standards, are quite important inhibitors.

Similarly to inhibitors, the main drivers are th@es related to technology and patient aspects
(excluding the underlying motivations); mainly: @& dissemination of mobile devices, Increasing

broadband network availability and Growing demamdrhore integrated care pathways and patients
who prefer or want remote monitoring (which arealspects quite inter-related to each other).

Taken together these two tables illustrate the dexipes of mapping the current state of play for
mHealth. These complexities are further explorethenfollowing parts of this report with a specific
focus on the four key areas comprising the fram&viarthe current state of play in mHealth.
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5 Technical State of Play

5.1 Overview

Although a reference architecture for mHealth doatsexist yet (most of the current solutions have
been developed as closed, end-to-end systems) Hrerea number of common architectural
components within existing mHealth solutions theat be organised as shown in Figure 1 below.

9l ) i B e M — - )
4 . [ Medical Mobil |l |
JTFQ s [_“}" | Devie PP wode 4 ,.-—E-.;;,L Pl et > e [ 4
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Figure 1 - Architecture for Mobile Health (source’: GSMA — Mobile health)

Central to mHealth architectures is the mobile dehof delivery and assorted ways in which health
can be delivered through that channel. The kehasuse of protocols (e.g. IP, GSM, 3G, mid-short
range wireless technologies, etc.) to communicagr a mobile network and thus provide features
such as:

+ Remote access to healthcare services or moreegffibealthcare management (for example;
appointment reminders, treatment adherence, matenmanagement, SMS consultations,
etc.);

« Non-clinical healthcare information and scheduliffgr example; appointments, health
diaries, etc.);

- Clinical services often with medical measurementicks near the patient (for example;
remote heart monitors, remote blood glucose magyiteic. ).

In addition, there is a growing emphasis on tedirgonsiderations on the device itself — whether it
is the phone itself or the extent to which it cammect to medical devices (or even whether the
medical device itself is connected through the teobetwork). In fact, mHealth solutions can be
either embedded, where the mobile connectivitylosedy coupled and integrated into the medical
devices and services, or non-embedded, where thelendevice is used as a user interface onto
remote services.

In the present technical investigation, we havst fidentified a comprehensive set of mHealth
solutions (see tables in Annex D, sections 12.1@ndin total 19 R&D European and US projects
and 7 commercial solutions - and then analysed thenparticular we deepen aspects of 11 R&D
projects and 4 commercial solutions - accordintheofollowing layered reference framewdirk

®> Mobile Health Technology and Architecture: A Pieat Framework for Technology Assessment for Molbilealth,
GSMA — Mobile Health, September 2011
® 1t is worth to highlight that mHealth systems withry in composition and not all functions or compnts will be
present in every system, it depends e.g. on trel t#fvsupport a person needs and often the sysiem ¢are giver does
not have sensor or actuator functionality.
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- Data Transmissionin this phase, we mainly focused on the types aesrof networks
commonly implemented in mHealth solutions, inclgdthe specific interconnected devices,
the type of adopted protocols and the type of méttion to be transmitted. In particular, the
following distinctions have been introduced:

o Body Area Network (BAN) and Wireless Body Area Netwrk (WBAN)
interconnecting sensor and actuator devices whiehmabody, on-body or wearable
near-body devices. Opportune interfaces enabledhaectivity, communication and
data exchange from BAN/WBAN devices with one or entwcal application hosting
deviced and/or with a personal or wide area network.

o0 Personal Area Network (PAN)interconnecting sensor and actuator devices which
are stationary may be movable in a room, house,ocgiublic spaces. Opportune
interfaces enable the connectivity, communicatiowl aata exchange from PAN
devices with one or more local application hostitgyices and/or with a wide area
network.

o Wide Area Network (WAN) interconnecting BAN/PAN application hosting devices
with remote back-end services to store the coleatdéormation, forward relevant
information to other services, analyse and reasoutathe data and raise triggers for
clients and/or care givers and other services falfitl a reporting function.

- Data exchangeThis is the layer that faces the user. The deviapiestion can be a mobile, a
mobile-embedded device, or in the case of provideirng health solutions, even computer
terminals or other input/output devices that reeeand output medical information. The
devices and products used in health applicationsildhbe either certified medical devices
where applicable according to the MDD, FDA etc. &amer products and/or non-certified
devices can be used in the application if theended use is not for medical purpose, but if
they provide a certain function to the applicatioa, location devices, activity devices. Such
devices or products are referred to as dual-uselupts. We particularly analysed the
following two main aspects:

o From cell phones to SmartphonesThe majority of current mHealth applications
have been developed for use with basic cell phawcds (voice-centric with data-
enabled capabilities such as SMS). However, smamigdh will offer more advanced
multimedia functions - such as video, web browsiagd health-related software
applications - as well as additional communicatiaapabilities like Bluetooth,
Wireless LAN, 2G, 3G, 4G network and NFC.

o New Laptops and Tablet Computers Key benefits of tablets identified by clinicians
include improved access to EHRs and real-time pairormation, and improved
ability to provide patient health education infotroa during medical appointments.
Key benefits of tablets identified among older &sluhclude use of a touch screen
(especially for those with arthritis or other dikagp conditions so that they can fully
interact with the device).

" Application hosting device implements four impattdunctions: firstly, to communicate with the BAhd PAN
devices to collect sensor data and to send comntarttie actuators. Secondly, to communicate withWAN services
to forward sensor data to the relevant back-endices and to process the response.Thirdly, thel kstoaage of data,
aggregation of data and reasoning about this daietiy, to interact with the user to present infation or support the
user in his or her work.
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- Data Management and Applicationdpon the request being validated as being apptepria
for the service in question, the different appimas which map to the product and service in
guestion need to be considered. There can be a yeeiety of different applications
provided, as many as there are different types ldéatth services. Among them, we have
mainly taken into consideration the followings:

o Chronic disease managementChronic disease management signifies a system@hwhi
enables the patient together with medical doctaers and possibly social workers to
manage the disease through appropriate and tirae¢yand lifestyle changes with the
aim to control the disease and prevent complicatithmough this control. mHealth
solutions have exceptional potential in addressmmgortant public health challenges
such as lifestyle management and chronic diseasageaent. Access to personal
health information is an integral and essentiat pachronic disease management and
it is also related communication access to medioafiessionals; both are essential for
good and successful management of chronic diseases.

o Self-Management and Medication adherenceA part of the self-management is
adherence to the treatment regimen. Adherencesrigfehe extent to which a patient’s
behaviour matches the recommendations from theécieim to which he or she has
agreed.

o0 Managing secondary prevention There is a growing recognition of Non
Communicable Diseases (NCDs), such as heart dseemecer, diabetes and chronic
lung disease. These NCDs should be one of theitm®m health care, mainly in all
developed and most developing countries. Four commsks factor have been
identified, namely: tobacco use, unhealthy dietg;spral inactivity and alcohol abuse.
In particular, there has been a WHO initiative fobacco control by using mobile
technology.

- Data Storage:Some mHealth services/applications do not requiigue central storage
requirements. Therefore, this aspect will not betreg to the projectHowever, for those
which entail integration into a health record sgstine project will report some description
about health information records, messaging anthgaxtandards.

Besides the topics listed above, two additionaleetsp have been analysed in our investigation,
namely: Security and availability and use of StaddaThese two aspects are indeed transversdl to al
the layers listed above and are fundamental forattteal diffusion of mHealth solutions. In the
former, we mainly referred to the means of ensutivag data is kept safe from corruption, and that
access to it is suitably controlled; in other wordew data security ensures privacy and helps in
protecting personal data. In the latter, we ingad&d relevant standards for mHealth, in particular
connectivity, vocabularies, coding and healthcaessaging standards.

Finally, the outcomes of the desk analysis of R&Djgcts and commercial solutions have been then

complemented by evidences coming from relevannsiieand technical reports and books, such as:

* M-Health - Emerging Mobile Health Systems, R. Slstepanian, S. Laxminarayan, C: S.
Pattichis (Eds), Springer 2006.

* D. Konstantas, An Overview of Wearable and Implalgtavedical Sensors, IMIA Yearbook of
Medical Informatics 2007.

* M. Chen, S. Gonzalez, A. Vasilakos, H. Cao, V. C.ldung, Body Area Networks: A Survey,
Mobile Networks and Applications, Users, Data aman@uting, April 2010.

* mHealth Technologies: Applications to Benefit Oldetults, U.S. Centre for Technology and
Aging, Draft Position Paper, March 2011.

* F. Abadie, C. Codagnone, M. van Lieshout, C. PaBcBaum, A. Hoikkanen, J. A. Valverde, 1.
Maghiros, Strategic Intelligence Monitor on PerdoRealth Systems (SIMPHS): Report on
Typology/Segmentation of the PHS Market, 2011.
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5.2 Trends, Inhibitors and Drivers
5.2.1 BAN and WBAN

Most of the investigated R&D projects and commeérs@utions include the development of new
families of wearable and contactless senslrgarticular, new generation of medical monitof
integrate intelligent sensors into so-called Bodgea Network (BAN) or Wireless Body Area
Network (WBAN) as a part of tele-medical monitorigystem. There are several advantages
introduced by using BAN and WBANSs which include:

« Flexibility: Non-invasive sensors can be used to automaticalbnitor physiological
readings, which can be forwarded to nearby devisesh as a cell phone, a wrist watch, a
headset, a PDA, a laptop, or a robot, based oaghkcation needs.

- Effectiveness and efficiencyhe signals that body sensors provide can bectefédy
processed to obtain reliable and accurate physadbgstimations. In addition, their ultra-
low power consumption makes their batteries lorsgiig.

« Cost-effective With the increasing demand of body sensors in dbesumer electronics
market, more sensors will be mass-produced ativelptiow costs, especially in gaming and
medical environments.

In addition to the above, BAN/WBANs may interfacéthwother wireless technologiesuch as
WSNs, radio frequency identification (RFID) techogy, Zigbee, Bluetooth, Bluetooth Low Energy
(previously called WiBree), video surveillance syss, wireless personal area network (WPAN),
wireless local area networks (WLAN), internet, aetlular networks.

As an examplefigure below illustrates a general architectufea &WBAN-based health monitoring
system. ECG, (electroencephalography) EEG, (elegtography) EMG, motion sensors, and blood
pressure sensors send data to nearby personat @e8)edevices. Then, through a Bluetooth/WLAN
connection, these data are streamed remotely tedical doctor’s site for real time diagnosis, to a
medical database for record keeping, or to theesponding equipment that issues an emergency
alert.

Sonsors Infra-EAN |minr-BAN Bayond-BAN
Deslgn  Communication Communlcation Communicxtion

Figure 2 - General architecture of a WBAN-based hdth monitoring

Source: M. Chen, S. Gonzalez, A. Vasilakos, H. Cad. C. M. Leung, Body Area Networks: A Survey, Molie
Networks and Applications, Users, Data and Computig, April 2010.

Generally, devices in a BAN/WBAN may be simple @eg such as sensors or actuators, or more
complex multimedia devices such as cameras, miomgs) audio headsets or media players such as
MP3 players. The central controlling device (ifrinés one) may perform computation, coordination
and communication functions. Table 3 below repthis types of commercially available central
controlling devices.
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Table 3 - Types of commercially available centralantrolling devices

Type

Description

Accelerometer
Gyroscope

Blood glucose

Blood pressure

CO2 gas sensor

ECG sensor

EEG sensor

EMG sensor

Pulse Oximetry

Humidity and
temperature
sensors

Medication

Adherence Systemssystems alleviate some of the disadvantages dbehaviour-based sensors, but have problem

Accelerometer is used to recognize and monitor hmmbture, such as sitting, kneeling, crawling,
laying, standing, walking and running. Such abilgyessential to many applications, including
virtual reality, healthcare, sports and electromjames. The accelerometer-based posture

monitoring for BANSs typically consists of 3-axisaterometers (or tri-axial accelerometers) wh
are placed on some strategic location on a humaly.bbhey can also be used to measure
vibration, as well as acceleration due to the dyaviGyroscope is used for measuring

ich
the
or

maintaining orientation, based on the principleofservation of angular momentum. Gyroscopes

can be used together with accelerometers for phlysiovement monitoring.

It is also called blood sugar anthes amount of glucose circulating in the blood. ditianally,
glucose measurements are done by pricking a fiager extracting a drop of blood, which
applied to a test strip, composed of chemicals ittemsto the glucose in the blood samy

is
le

(http://lwww.healthopedia.com/). An optical metelu@meter) is used to analyze the blood sample

and gives a numerical glucose reading. Recentlp-imeasive glucose monitoring is availah
through infrared technology and optical sensing.

le

The blood pressure sensor is a non-invasive sesssigned to measure systolic and diastplic

human blood pressure, utilizing the oscillometeichinique

It measures gaseous carbon diexiels to monitor changes in CO2 levels, as wetbawonitor
oxygen concentration during human respiration

ECG is a graphic record of the heart’s electricztivity. Healthcare providers use it to he
diagnose a heart disease. They can also use ibmitan how well different heart medications 3
working. In order to obtain an ECG signal, sevelaktrodes are attached at specific sites on
skin (e.g., arms, and chest), and the potentidréifices between these electrodes are measure

It measures the electrical activity iwithhe brain by attaching small electrodes to then&n’s
scalp at multiple locations. Then, information b tbrain’s electrical activities sensed by
electrodes is forwarded to an amplifier for prodigca pattern of tracings. Synchronous electr
activities in different brain regions are generasumed to imply functional relationships betw
these regions. In a hospital, the patient may kedat breathe deeply or to look at a flashingtli
during the recording of EEG.

Ip
re
the

he
cal
2en
gh

It measures electrical signals produced by musiileimg contractions or at rest. Nerve conduction

studies are often done together while measuringetbetrical activity in muscles, since nery
control the muscles in the body by electrical sign@mpulses), and these impulses make
muscles react in specific ways. Nerve and musderders cause the muscles to react in abno
ways

It measures oxygen saturation ugingn-invasive probe. A small clip with a sensoatisiched tg
the person’s finger, earlobe, or toe. The sensgrsgoff a light signal that passes through the.s
According to the light absorption of oxygenated bgiobin and total hemoglobin in arterial blog
the measurement is expressed as a ratio of oxyggramoglobin to the total amount
hemoglobin

They are used for measuring the temperature ofhtimean body and/or the humidity of tf
immediate environment around a person. An alarmasigan be issued if a certain amount
changes are measured

Track the amount of medication dispensed agaimstéators from blood or urine analysis. The

their own. In addition to the cost and reliabilihey may be difficult to integrate into the lifelgty
of the elders

es
the
rmal

kin
dl
of

ne
of

s of

The trend today is towards specialized wearablemsrable to record vital signs and upload them to
the medical center directly via wireless/mobilegimet connections. This requires increasing
miniaturization of sensors and related hardwaregrporation of wireless transmission technologies,
and development of new algorithms allowing on petprocessing of the measured signals.
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The sensors are best if wearable, in the full mmeaaf the word, incorporated in the patient’s cksth
or, implanted under the skin, or stuck onto the.skiniaturized medical sensors, whether wearable
or implantable, require the medical sensor (suclara€CG or glucose sensor) to be linked to a
storage and control device, which can be integratgd the sensor or be a separate device or a
software program loaded onto a commercially avilatobile device, like a PDA or smart-phone.

Wearable sensors can be either woven into thecfadfriclothes, being an inseparable part of a
garment supported with by a control and commurocatievice, or be independent devices with
wired or wireless communication and transmissiopabdities. Implantable sensors, in contrast,
almost always incorporate a wireless communicatiodule for the transmission of measurements to
an external storage or communication device.

Section 12.3.3 in Annex D reports some exampleisting sensors grouped as follows:

- Predefined sensor farm (new sensors cannot be adtiealit major changes to the system);
WBAN solutions;

- Single, low cost chips integrating sensor consignal processing and wireless transmission;
« Implantable in vivo monitoring devices;
« Labon-a-Chip (LOC) devices.

Finally, in existing solutions, intra-BAN communtaan is carried over either a wired or a wireless
medium. Wired options include copper wires, of smyralso optical fiber and many ‘wearable
computing’ solutions where circuitry is embedded an woven into or printed onto fabric or
incorporated into ‘body furniture’, such as spelgawr jewelry. Wireless options include infrared
light, microwave, radio and even skin conductivityvo important standards for short range wireless
communication are Bluetooth and Zigbee.

Section 1.1.1 in Annex D details connectivity issueexisting BAN solutions.

5.2.2 PAN

PANs are becoming important complement for BAN ifdenlth applications. In fact, if BAN
solutions can be incorporated with other techn@sgsuch as RFID, WSNs, and video surveillance,
the technology can support far more intelligent m@mltheapplications with better service provisioning
in the future, and extend the capability of theseérg E-healthcare systems.

For examplethe patient’s identification stored in the RFi&ytattached to a patient can be read by
healthcare providers. Once the identification isfiesl, the healthcare provider can retrieve ndiyon
the medical history of the patient, but also theasueed physiological signal in real-time as read by
the BAN’s sensors worn by the patient. Such infdromacan be utilized by the medical staff to make
a more accurate, timely diagnosis.

A more concrete example of integrating BAN with ettPAN or LAN device is in the scope of
passive fall detection technologies and is repdrtesection 12.4.2 of Annex D.

In PAN context, the connectivity, communication asta exchange from PAN devices between
each other and with one or more devices in the LEWvork is realized. This means that besides
basic connectivity and communication protocols rageformats are also important. Indeed, relevant
aspects in implementing a PAd\e the followings:

- Basic connectivity and communicatidEEE 802.15 (1.3a.4.6), Bluetooth, Zigbee, Z-wave
USB, UWB, RFID and NFC.

- Speednight be a selection criterion, especially wheghkvolume streaming data or real-time
data is involved. Within the current technology esf, high- bandwidth solutions are
available: wireless in personal area networks 1@@3#/wireless local area or home networks
more than 100 Mbps networks, wired-home networks 0ps for HomePlug, 10-100 Gbps
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for Ethernet. For wide-area networks, the offerimgsy from provider or subscription, from
1 Mbps to more than 100 Mbps.

- Ease of installationis an important issue, especially for existingdesu The ideal is to use no
new wires, which means in practice using wirelestimology (WiFi) or recently using power
line (Homeplug). This might be a solution with resp to hardware but software
configuration problem, configuring firewalls, netskoaddress translators etc. still remain.
Solutions from the area of dynamic composition ddwélp here and with a transition towards
IPv6 auto configuration could mean progress.

- Data Exchangein the healthcare sub-domain a number of stasdamddata exchange exist
like ISO/IEEE P11073-10404, USB device class faispeal healthcare devices, Bluetooth
health device profile

« The dynamic configuration of systemssimportant because people are moving through a
home or even outdoors, so not all systems mighwib@n reach all the time. This requires
facilities for auto-configuration, registration adscovery. Multiple alternatives are available
so choices have to be made here with respect tohvibchnologies to use. For example, each
object can be abstracted as a service providercdratbe compounded with others. In this
context, service-oriented architecture technologiesbling standardized ways of modeling,
discovering and negotiating — for example the emgbkaformats, reserving and composing
services — are essential. They need to involve ogjate levels of semantics to enable
automated service composition; there is for examible objective of semantic-web
technologies for networked services.

5.2.3 WAN

In order to realize WAN communications, a gatewayice, such as a PDA is usually employed to
create a wireless link between these two netw@ksilarly to PAN, the WAN communications can
enhance the application and coverage range of agal#Hsystem a step further by enabling
authorized healthcare personnel (e.g., doctor asenputo remotely access a patient’'s medical
information by means of cellular network or theeimiet. Databases are also important components of
the remote tier (i.e. accessible via WAN). Thestlolases usually maintain the user’s profile and
medical history. According to user’'s service ptiprand/or doctor’s availability, the doctor may
access the user’s information as needed. At the 4ame, automated notifications can be issued to
his/her family and relatives based on this datavai@ous means of telecommunications.

The design of WAN communication is application-specand should adapt to the requirements of
user-specific services. For example, if any abndties are found based on the up-to-date body
signal transmitted to the database, an alarm carotiged to the patient or the doctor through dmai
or short message service (SMS). If necessary, docto other care-givers can communicate with
patients directly by video conference via the Inétr In fact, it might be possible for the doctor t
remotely diagnose a problem by relying on both @i@@mmunications with the patient and the
patient’s physiological data information storedtle database or retrieved by a BAN worn by the
patient.

An ambulatory patient travelling to a location adéshis/her hometown might experience a critical
situation if a medical condition requiring immediaattention is triggered. With the help of BAN
communications using the architecture described@bEmergency personnel could retrieve all of the
necessary medical information from the healthcaatalthse to treat the patient based on the
awareness of the existing medical condition.

Connectivity in the WAN domain is mostly based @ing the Internet, hosted accessibly through
different access networks:

- Landline based: ADSL, CATV cable, and fiber-optichiome;
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« Wireless/mobile (GSM/GPRS, EDGE and UMTS and futeshnologies as developed e. g.
by 3GPP), wide-area wireless broadband networksWkMax.

Data-exchange facilities beyond the common Intedagf-exchange facilities are available through
telecom services like SMS and IMS, which might b&vant in mobile setting and as reminder
service.

Besides the data devices and services, remote myebdetween control and access through mobile
devices like mobile phones is important, whichtiertemphasizes the need for security solutions.

5.2.4 End Users Devices

Cell phones vary in their capabilities across atiooim of functionality from basic cell phones to
smartphones. Moving from left to right in figureltn@, each phone within the continuum builds off
of the functions of the previous phone.

Basic Cell Feature Phones Personal Digital Smartphones
Phones Assistant (PDA)
Phones
Functionality: Functionality: Functionality: Functionality:
* Voice ¢ Basic Cell Phone e Feature Phone o PDA capabilities
communications capabilities capabilities ¢ Runs on cross
+ Short Message e Camera, mp3 + Web-browsing platform operating
Service (SMS) player, low- ¢ Organizing functions system (e.g. Apple
texting resolution video, like calendar 10S, BlackBerry OS,
downloadable ¢ Runs on proprietary Windows Mobile,
games operating system Android, etc.)
+ Downloadable apps
* Video conferencing
» GPS functionality

Figure 3 - Cell phone capabilities
Source: U.S. Centre for Technology and Aging, DrafPosition Paper, March 2011

mHealth interventions can work on multiple typescell phones or may also target a certain type of
phone. The majority of global mHealth interventidmsve been developed for use with basic cell
phone devices that tend to be voice-centric witta-@mabled capabilities such as short message
service (SMS) or text messages. Popular healttecelunctions of SMS include health behavior
reminders, prompts to schedule or confirm an apgpwnt, notifications of a laboratory result or
health status report, requests for data, encouragsnor motivations to sustain a positive behavior,
and educational and information resources to imp®if-efficacy.

Compared to basic and feature cell phones, PDA gh@nd smartphones offer more advanced
multimedia functions, such as video, web browsarg] health-related software applications.

Smartphones are also capable of running third peplications or "apps”. Apps generally refer to
software applications that run on mobile operasggtems for smart phones and tablets, as well as
computers and laptops, such as Google Android guleAlOS. Apps can be free or purchased from
online stores and downloaded to these devicesrehpsed and downloaded directly from the device.
In late January 2011, Apple’s App store had soldrdO billion apps. As of February, 2010 there
were over 5,805 health, medical and fithess apiubica in Apple’s App Store.

The release of Apple’s first iPad in 2009 sparkesligge in the use of tablets within the healthcare
field, specifically for clinician use. Additionaablet competitors to the iPad were released in 2010
and 2011. The International Consumer Electronion§lstiowcasing consumer electronics to industry
and industry affiliates, had organizers declarel2dlbe the year of the tablet, as the Motoroléetab
Xoom, claimed the best in show device of the yBaccause tablets are portable and have advanced
data access and display capabilities, use amomngcials is increasing. Key benefits of tablets
identified by clinicians include improved accessBbiRs and real-time patient information, and
improved ability to provide patient health educatioformation during medical appointments. Key
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benefits of tablets identified among older adufislude use of a touch screen (especially for those
with arthritis or other disabling conditions sottkizey can fully interact with the device as opb&e
computers with keyboards) and the light weight podability of the device. Tablets, like Apple’s
iPad, have “apps” specifically dedicated for uséhwvtiis device. When looking at iPad specific apps
alone, there are more than 1,000 healthcare apps.

Among the advantages claimed for laptops and saeer other forms of mHealth are the larger
screen size and ease of interaction for older adsdtrs. Video conferencing communications are
beginning to emerge and are built in to these meoldchnologies, allowing for improved
communications between patients, caregivers, aovdgars.

5.2.5 Applications

Applications can be described in term of their s or application area which is the approach we
have taken. We are here concerned only with agpita for chronic diseases, which include 1)

chronic disease management, 2) self-management naedical adherence, and 3) managing

secondary prevention.

Of the three kinds of applications we have con@tatt on, chronic disease management is the most
common and access to personal health information isality an inherent functionality. We have
therefore combined the two under chronic diseasgagement. Also, self-management and medical
adherence should not be seen as entirely sepdratecchronic disease management, but rather as a
functionality that support chronic disease managentbus adding value to the application.

According to a WHO study in 208960% of the countries in the high-income group a6éh of the
countries in the other income groups stated thdiilemdreatment compliance programmes have been
initiated. Treatment compliance programmes anagily targeted at patients with chronic diseases,
such as diabetes, tuberculosis and HIV/AIDS. Somreean Member States (e.g. Austria, Belgium,
Finland, and Germany) are also reported to havelentdlemedicine initiatives for the management
of chronic diseases with applications in elderlgltteand home care. However, the initiatives were
not specified in terms of the solutions and sews/aiered.

Included in this section is a scan of commerciétloé-shelf apps which end-users download directly
on their mobile phone. With perhaps a couple okpkons, these apps are not classified as medical
devices or are incorporated into medical and diinbare models. However, apps enable the patient to
become more active and engaged in managing histiratition and health. Apps can be used to
monitor and measure medical parameters such ad plessure, glucose level, weight, heart rate etc.
and can enable and support patient-doctor commiimica

Moreover, commercial apps represent a fast-growmagket and trend. Thus, in 2011, 124 million
users (mobile users who downloaded a SmartphonealtiHapplication at least once) downloaded
mHealth Smartphone applications and forecasts grétiat the number of mHealth application users
will reach 247 million. This means nearly doublimgmbers compared to 2011.

A vast majority of mobile health applications armed at patients with chronic diseases. From the
environmental scan of research projects, pilotqmtsj and available commercial applications, we
found that applications aimed at diabetes are mpostalent. Overall, the clinical focus of mobile
applications includes the following chronic conaiits:

« Diabetes

« Chronic Respiratory Diseases

« Chronic Obstructive Pulmonary Disease
« Chronic Kidney Disease

« Cardiovascular Diseases

+ Renal Insufficiency

®mHealth: New horizons for health through mobilehtemlogies, Global Observatory for eHealth

series, Volume 3.
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« Stroke
-  Dementia
« HIV

We also scanned mHealth application projects intbeeloping world which is interesting because
of the high saturation of mobile phone in thesentoes and the great potential of mHealth in
providing health services in the most remote arsduece-poor environments. The clinical focus in
the developing world has traditionally concentrated communicable disease, public health
education and raising public health awareness. Mexyechronic diseases are now increasingly
becoming a target clinical area as well. HIV/AID&gominates and the projects scanned show that
mobile application are both used for health edocato prevent HIV/AIDS and to monitor and
provide information and advice to patients alredidgnosed.

The applications are generally based on the egidtinctionalities of the mobile phone or a smart
device, and use the existing mobile cellular nekwfor data transmission.

We have reported in Section 12.7 additional costantd some examples of applications in the field
of Medical Adherence.

Chronic Disease Management Applications

The scanning of FP6 and PF7 projects showed thatnthjority of the projects focus on the

development of service platforms and/or framewdhet will be able to support chronic disease
management using mobile devices. The developmetiteske platforms is indeed important for the
future deployment of mHealth applications. Thes®fpims will provide processing power, storage,
security, access control and other services thatddruse to a wide range of mobile health
applications, among others. Applications which descompletely on the mobile phone, or which
simply access public information over the mobilévuek, have no need for such services; but more
complex services, including those that back-hawsge information for computationally intense

processing, do require them.

Case Study 1: COMMODITY12 — Continuous Multi-parametric and Multi-layered analysis Of
DiabetesType 1 & 2

COMMODITY12 will focus on the interaction betweeiabletes and cardiovascular diseases. A fouf-
layered platform structured is proposed as follows:

» Body Area Network Layer (BAN): this layer will emgpt sensors from the BodyTel PHS an
additional Bluetooth sensors to monitor the patfntsiological signals. This layer will
perform multi-parametric aggregation of data fax 8mart Hub layer.

e The Smart Hub Layer (SHL): the BodyTel PHS at thier receives aggregated data from
the BAN and applies machine learning to classié/dlgnals and provide indications about
abnormalities in the curves. SHL will communicaiéwbRR over the cell-phone network.

» The Data Representation And Retrieval Layer (DRI layer, based on the Portavita PH$
to manage EHR, interfaces to the SHL and utilisgéstiag medical data to perform
information retrieval and produce structured infatimn for the agents at the AlL.

« The Artificial Intelligence Layer (AIL): this layemnses the DRR layer to retrieve structured
background knowledge of the patient for intelligagénts applying diagnostic reasoning to
the patient's condition.

Ll

A number of international and pilot projects invgated in our scan demonstrated that quite simple
functionalities such as SMS, automatic remindei$ zommendations can be an extremely useful
tool in chronic disease management. This type hitisos is delivered through the end-users mobile
phone, i.e. using existing technologies built sn@artphone, and the existing mobile phone networks.
Some applications are connected to a central semveortal allowing medical staff access to the

patient’s data.

Page 34 of 230



MovinglLife
D2.1 State of Play in Mobile Healthcare

Case Study 2: Diabetes self-management trial: diabes self-management through telehealth
(United Kingdom)
GPRS-based system developed to assist in the s@lfgement of patients with Type 1 diabetes. Uses
direct data download from blood glucose machinghwimmediate wireless transmission of the
readings to a central server. Clinical staff caantbontact the patient by SMS or by telephoneefeh
is cause for concel

Case Study 3: CADA — Chinese Aged Diabetic AssistafChina)
Chinese medical centers are developing a smartpbased self-management and support systerm| for
elderly diabetics in China. The project will use astphones to send elderly diabetits
recommendations and guidelines related to physic@bity, glucose and blood pressure monitoring,
weight measurement, and diet. Patients will benémito enter and send data on glucose levels, [and
doctors will be able to track patient data and giegily display data for patients.

Salf-Management and Medical Adherence Applications

We only found two FP6 and FP7 projects that focusedelf-management and medical adherence
which included the use of a mobile application {@pde mobile phone). Thus existing mobile
technology and the existing functionalities of mehievices (i.e. camera) will be used to support
self-management and medical adherence.

Case Study 4: GOCARB — Type 1 Diabetes Self-Managemt and Carbohydrate Counting: A
Computer Vision based Approach

The aim of the project is the design, developmaat @valuation of a system which will permit the
automatic, near real-time recognition of the défartypes of foods on a plate and the estimation of
their content of carbohydrates. The system wilbbsed on the advanced analysis of colour imapes
and will be composed of i) an Advanced Image Prsiogs(AIP) module, including a camera fqr
image capture, ii) a Carbohydrate Estimator (CH) &) a Data Base (DB). The AIP module will
incorporate the entire image processing tools fauasition, pre-processing, segmentation, featlire
detection, feature representation and selectiahchassification. The CE will estimate the volunmel

the weight of the food, while the DB will containliat of nutrients, along with the corresponding
grams of carbohydrates. In a typical use scentdrédiabetic will take a picture of the incomingahs
with the mobile phone camera. This image will begesssed in order to estimate a set of character|sti
features describing the type of nutrition and tbheresponding grams of carbohydrate. In addition|to
dietary assessment, this information will be usedtimise the calculation of the bolus insulin €lo
The ultimate objective is to have an applicationning on a portable device which can be used in
everyday life to support the diabetic patient dgrimrbohydrate counting and insulin dose estimation
in a precise, easy and flexible manner.

Worldwide there exist several pilots and projebtst focus on mobile applications to improve self-
management and medical adherence. Most of theséamed on existing mobile devices and
technologies. SMS messages are used to send pateminders to take their medication, enquire
about their well-being, or health education infotima One pilot project found is more invasive s i
can monitor patients’ medication adherence usingcaochip and a worn patch.

Case Study 5: Proteus Smart Pills UK trial: Remindes for patients who might otherwise forget
to take medication (UK)

The Royal Berkshire and Imperial College healthdausts will be conducting a clinical trial usinﬁ

“smart pills” developed by US Company Proteus Bidioal. The system was originally tested in the
USA. Subjects are given versions of their reguleatblockers and diuretic pills that include a s$nial
microchip. The pill sends signals to a patch woyrite patients, which then sends them a text mesgag
if they forget to take their prescription. It isgem that it will lead to increased efficiency arettbr

patient care by improving patient compliance (whiish typically poor) and reducing hospitg
readmission:

Page 35 of 230



MovinglLife
D2.1 State of Play in Mobile Healthcare

Managing Secondary Prevention Applications

No FP6 andFP7 projects aimed at mobile applicationsManaging Secondary Prevention were
found. We may expect future EU projects in linehwthe recent WHO initiative for tobacco control

by using mobile technology. In the UK, we found tpitots aimed at preventing tobacco use. One
trial was aimed at supporting and encouraging @egamokers to stop smoking. This application is
based on personalised SMS messaging. The othéoffidos a health promotion service as part of the
general NHS Smoke Free campaign but targeted Wirgicpatients’ mobile phone.

Case Study 6: iPLATO patient messaging: smoking ceation text messages and campaigning
(UK)

The iPLATO Patient Care Messaging system is crdditiéh reducing missed appointments in several
London boroughs by 26%-40%. In terms of health mtom, the service is to be used as part of the
NHS’s Smoke Free campaign, communicating more tyréitan TV advertisements and posters by
targeting a patient’s mobile phone, which is by &rde a personal device. Using searches on the GP
system a text message is sent out asking whetbatient smokes; replies are simply ‘yes’ or ‘naida
follow up messages are sent to all those who rephes’. From here, advice and information is much
more focused and therefore cost efficient asdinscted solely at those to whom it is of value.wi|
as providing support to those wishing to improweirthealth, the application also has benefits for
whole system efficiency.

Mobile applications aimed at HIV/AIDS predominagarticularly in the Developing world. These
applications are generally based on SMS messagipgovide health education on how to prevent
HIV/AIDS and/or to encourage being tested at Ideadlth clinics. Applications are also used for
disease surveillance. These applications are useshalyse disease outbreaks of communicable
diseases by allowing health workers to use molelaags to collect, validate and transmit data to a
centralized server. Experts can access this mag@-diata, enabling them to identify disease trends.

Case Study 7: Nokia Data Gathering Project: diseassurveillance (monitoring of dengue fever
through mapping of reports of outbreaks via mobile)(Brazil)

Project designed to help contain the spread ofl#mgue virus, using customised questionnaires
distributed to field health agents’ mobile phortésalth data and GPS location information are
integrated to enable immediate analysis and ideatibn of areas with high infection levels. Feé@ts
larger monitoring of dengue fever outbreaks.

Commercial Apps

All in all, there are numerous different healthecaelated apps for smart phones directed towards
management of chronic diseases. We have here dimiieselves to off-the-shelf apps, some with
more innovative functions than others, which argdted at the chronic patients rather than at the
medical professionals. In other words, apps forma@nagement at home or on the road, rather than
apps that can be integrated in clinical workflows.

At a first glance, the majority of apps for chrordisease management does not automatically
communicate with or exchange data with medical ggsibnals or medical systems/records. The
patient him/herself is responsible for keepingaghkrrecord which he/she can then show to the GP or
other medical professional. Some of the apps beltbow the user to transfer the data to graphs,
charts and/or databases which thus provides thewitie a better overview of developments, and
which can be demonstrated to the GP during corigaitathus not offering automatic connection or
transfer to the medical professionals. The onlysajat appear to offer a direct connection with the
healthcare professional are HealthPAL™, the MyGHealth Diabetes application and theiBGStar
Blood Glucose Meter. However, concerning the latdecloser read of the features shows that data
must be either emailed manually or printed.
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Case Study 8: EntraMyGlucoHealth: Wireless upload bblood test for diabetes patients on Nokia
and other smartphones

An App making it possible for users to wirelesslylaad blood test results to the MyGlucoHealth
portal, so that results can be reviewed and ewaduasing the handset, data can be charted, andhtwelig
exercise and nutritional information can be entefidte app also makes it possible to notify family,
physicians and carers via automated SMS and toes@hders for when readings exceed previously
defined thresholds. Users can use the app for tay-@@mmunications with their doctor and to order
replacement test strips for their glucose meter.

Case Study 9: OnTrack Diabetes

Diabetes management depends on keeping the bddgd flucose levels as close to normal as
possible. Strategies include proper diet, exemigemedications, including insulin for those wighe

| disease. OnTrack Diabetes for Android devicedbbrsausers to track lifestyle factors and medicesti
as well as blood pressure, weight and blood glutmasds. Users can then export data as graphs and
reports in a variety of formats to allow for viewgim the database software of their choice.

The number of different, and yet strikingly simjlaealth related apps is high. In fact, accordogn
article on www.fiercemobilehealthcare.corthere are about 17,000 health related apps and 74%
require payment.The article also quotes a study from the Germaalyais firm research2guidance
(http://www.research2guidance.com/) which forested by 2015 there will be 1.4 billion people
with smartphone worldwide and 500 million will bsimg mobile health applications. The same study
also predicts that diabetes is most likely to bgdted by mobile medical software and devices.

A report by MobiHealthNews published in Novemberl@0shows that Apple is in the forefront
when it comes to health-related apps; 7,136 healtied apps are offered by the Apple Apps Store
compared to 1,296 by Google Android and 338 by lBaery'® However, the same study also
reported that only very few chronic condition magragnt apps actually make it to Apple’s Top 1000
Apps and only 10 such apps made it within the T&p. T his is despite that more than 200 new apps
for chronic disease management were launched betwelruary and September 2010. More than
53% of these were related to diabetes managenreht)ygpertension apps for blood pressure tracking
and management made up the biggest group. Thiodspgsearch2guidance’s prediction that apps
for diabetes management are likely to be in thd.lea

5.2.6 Security

The level of security around mobile health solusias largely driven by regulatory requirements and
local expectations of personal security and petlsprigacy. It is unlikely that mHealth requires
completely new technology approaches/solutionsjthwill be important to remove any unnecessary
regulatory barriers and ensure legal certainty.

Also needed are consistent approaches to privadysecurity across an emerging ecosystem of new
players, business models and technologies. Movesmtpower individuals will give them more
choice in health care provision and greater cordfdheir health information. As a result therelwil
be fresh privacy challenges. Most systems havd oot relied on providers retaining complete
control of the end-to-end system, but now we neeghtsure the same confidence within a more open
system with multiple players and services. Bouretarare becoming blurred between the
responsibilities and obligations of the differetayers, some of whom currently are not explicitly
subject to telecommunications or e-privacy regatai It is important that consistent approaches to
privacy are applied across all sectors to ensunswuer confidence and provide clarity for industry

9http://www.fiercemobiIehealthcare.com/story/500n1l-\mise-smartphone-health-apps-worldwide-
2015/2010-11-16

10http://mobihealthnews.com/9778/top-ten-chronic-c'ttmd-manaqement-apps/
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players. Mobility itself also poses new questidas: instance, patients may roam across borders and
expect consistent delivery of health informationve®s and common standards for the treatment of
their privacy.

These security requirements incorporate a numbgzobinical considerations that have been detailed
in Section 12.8.1.

Besides this, from a more general perspectivehénethealthcare systems security mechanisms are
distributed on the client side, communication satke central database side, and that, in each of the
parts, appropriate security measures should beeappl

Central points of both e-healthcare and mobile theate systems are smart cards for end users
(citizens, healthcare professionals, etc.) thatccbe used for applying digital signature and @it
envelope technology and the central PKI systems Hpplies especially for doctor, and other
healthcare professionals, smart cards. For themiati- end users, main point is that data shoseld b
protected from unauthorized use (privacy protegti®ased on the presented material, it could be
concluded for high secure healthcare system tleabdist solution is based on PKI smart cards, digita
signature and digital envelope technology, as vesll X.509 digital certificates issued by the
appropriate healthcare Certification Authority. $besecurity schemes are very complex to
implement but, at the same time, they represenpthéerred mechanisms for securing modern e-
healthcare and mobile healthcare systems.

Differences that divide e-healthcare systems from mobile healthcare system are in the way of
using some form of mobile healthcare devices (MHGDY wireless connecting/communication
technology (wireless LAN or GSM). Security measuaed techniques applied in mobile healthcare
systems are actually the same as in the e-headtsgatem, because this is the same global headthcar
system with different communication channels.

Finally, there have been a number of recent adwaimcmobile technologies that could address some
of the issues related to authentication and enicnyd mHealth applications:

« On-SIM applicationsThe capabilities of the SIM card have grown cdesbly over the past
decade. Value Added Service (VAS) applications lmarembedded directly on the SIM and
can be controlled by the network service providéheut having to dictate the requirements
of the mobile device. By using solutions on the Sidthentication of a patient, clinician or
device could be handled in a low power embeddedilmatevice. There may also be
opportunities to link a SIM to a patient, allowinggoice and flexibility in the mobile devices
they use. Investigation into how the SIM card cosigport mobile health to secure storage
of patient data (similar to Mobile Banking), endrgjata to enable secure SMS transmission,
along with the use of SIM menus and the SIM toof&8TK) to provide services. The SIM
card has been designed with the capability to bdiguarable over the air (OTA), therefore
enabling a simple process for remote management

« Near Field Communication (NFCINFC allows the simple exchange of data througichoit
is a short range wireless technology typically regg a distance of 4 cm or less, to share
data, pair devices, and make transactions. Thexdéatpy could be used to support a number
of different mobile health solutions from patierteck-ins and staff location management,
through to the management of patient medication

« Wireless “Smartcard” authenticationIntroducing two-factor authentication, combining
something you know with something you physicallydyastrengthens the security of a health
solution. As discussed previously, many healthcam®viders require two factor
authentications to access medical records or tbeatitate the upload of patient data.
Wireless Smartcard readers, which employ existitgndards such as Bluetooth for
connectivity to other devices, will support the ption of two-factor authentication without
having to significantly alter the hardware of theeséng mobile devices.
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5.2.7 Standards

There is still some way to go before the mHealttt@ehas a fully interoperable set of standards tha
is universally-adopted, and market volumes haveagygustify the sort of equivalent investment that
resulted in the mobile industry offering handsetat tsupport roaming across multiple network
protocols. In particular, mHealth solution will téce standardized rules for ambulatory environments
that provide point-of-care regardless of the us&rtation, while protecting the patient’s privacy.
Interoperability protocols at the application ornthin level, e.g., sample rate, data precision,
association/disassociation, device descriptiong,remmenclature, should all be addressed by vendor-
independent attributes, and standardized usefacts should be made.

In the following, we summarize existing standaruist tcould affect mHealth solutions. For some of
them, further details are reported in Annex D.

« Connectivity Standards. For wireless body and personal-area networks (W&Aand
WPANS), local-area networks (WLANs) and wide-areatworks (WWANSs), multiple
alternatives exist. The WWANSs represent wirelessvoks using wide coverage area
technologies. The WLANSs represent wireless netwattkployed usually within the limits of
a neighborhood or a building, and such systems$e&802.11x, Hyperlan, Hi-Fi, HomeRF
and much more. The WPANSs represent wireless nesubikt cover an area of a few meters,
and such systems are deployed by Bluetooth andrédrtechnologies. Wireless Body Area
Networks are deployed around a human body and aexl un order to allow the
communication of cloth embedded sensors and deviwgsa man is carrying. A detailed
description of existing standards is in Sectior912.
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Figure 4 - Wireless technologies

+ Healthcare messaging Standards. In existing mobile health services, IEEE 110787Fnd
DICOM seem to be the most prevalent standards en Tise sections below describe these
standards in a little more detail. However, the ab¢hese standards doesn’t automatically
enable interoperability due to the inflexible wayey have been defined. A detailed
description of existing standards is in Section XXX

« Ontologies, vocabularies and coding standards. The understanding of other authority’s data
is important when systems and services have talwmlate and reasoning needs to take place
on the aggregated information. To understand dateabularies, unit codes and ontologies
have to be defined. For the healthcare domain, siehdards are already available:
SNOMED, ICD and LOINC, and also Standard Ontology ©biquitous and Pervasive
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Applications (SOUPA), Context Ontology (CONON), Thénified Code for Units of
Measure.

- Healthcare systems interoperability (Convergence of Standards). There is no single
standards organisation that covers the completelsne¢ mobile health. Mobile health
architectures in the market today must make use wfde range of technical components,
each with potentially overlapping or missing staxda For example, the International
Standards Organisation (ISO) has developed stasdit8E 11073) for the transmission of
blood pressure in a basic binary data format betwa® low level devices, which can be
transferred into a human-readable format usingtiheakessaging standards, such as HL7.
However, HL7 and IEEE 11073 contain transport meigmas that don’t apply to mobile and
coding standards that are cumbersome for low-pomahile devices to process. In addition,
these existing standards have some gaps within #memnterpretations are needed to enable
fully-interoperable mobile systems. Some orgariseti such as the Continua Health
Alliance and the Integrating the Healthcare Enisg(IHE), are addressing this issue by
providing interoperability guidelines that groumrstiards together into profiles, combining
data standards, security standards, messagingastisndnd transports together into a single
certifiable solution (see Figure 5).

Interoperability integration profiles
(IHE)

Communication

standards (IEEE 11073)

Clinical coding standards (SNOMED, LOINC)

Source: GSMA

Figure 5 - Interoperability standards

The standards encapsulated within the Continuaidk specification are of a high technical quality,

covering HL7, Bluetooth Health Device Profiles, EE1073 medical device data standards, and
ZigBee communications. In addition, the IHE prdfileover much of the wider electronic health

functionality. Encryption mechanisms and standasdsh as PKI, are well established and defined,
and the wider GSM cellular network standards aearcand widely used. A detailed description of

such specifications is in Section 12.9.
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6 Medical and Clinical State of Play

6.1 Overview

Seen from a medical perspective, we define mHesdtha solution that sets patients and healthcare
professionals free from delivering and/or receiviieplthcare at geographically fixedooint. The
further scoping of the mHealth definition is usedatroid reproducing knowledge already developed
in telemedicine and eHealth projects and networks.

Medical uptake

Originally the task was scoped at “medical andictihguidelines”, but these two terms (medical and
clinical) more or less substitute each other. $oadoon became clear, that mHealth integration in
clinical guidelines is not an absolute indicatorirdggration in established healthcare servicesisTh
we have created other measures (more about tkig.lafVe use medical uptake in a broad sense in
which different levels of uptake can be identifidle will operate with different indicators of the
degree of uptake in a certain area.

The term “medical” also refers to the point of viedvthe clinician or healthcare provider. Medical
uptake must signify the degree of acceptance withé established healthcare system. Our main
focus is mHealth technologies that are being used patient (or a healthcare professiomal)side

an authorised healthcare clinic/location.

We are looking to mHealth solutions that have aichl perspective and are not solely lifestyle
supporting (like the fitness tracker Endomondo @pgibn for instance, see Apple’s app store). A
criterion for inclusion in the research is that timHealth technology facilitates some kind of
information exchange or communication between heate professional and patient. Klasnja and
Pratt (2011, p. 4) provides a taxonomy for evahgatmobile phone healthcare solutions, where
“involving the healthcare team” is one five intemtien strategies/phone features. It is this
“intervention” type we are focusing on in this repo

Patient groups

We focus primarily on chronic patients partly besmthese patient groups will constitute up to 80%
of the demand for future healthcare services. leantore they often alternate between being at a
clinic and being outside the hospital, though tlegeptial for introducing mHealth technologies is
very appealing. This leading us to the further demai#on to the following (mainly chronic) patient
groups:

« Cardiovascular diseases

- COPD

+ Diabetes

« Bipolar disorder (psychiatric patients with manndalepressive symptoms).

Geographical

The focus of this report (task 2.2, the other paft2.0 have a global reach) is mHealth in coustrie
with developed economies. There can be no questiah mHealth holds the promise of great
potential for healthcare in countries with devehgpeconomies, but their infrastructure and existing
healthcare systems are very different from thosmimtries with developed economies.
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Clinical guidelines

Clinical guidelines are written process descripgiaf a given diagnosis, treatment, monitoring or
rehabilitation process. They are developed by heate professionals, typically by medical societies
in a given field of specialisation through extemsidinical practice. Institutions that develop and
govern clinical guidelines are Guidelines Interoaéil Network (EU wide), National Boards of

Health, National Institute of Clinical Excellend¢ICE in the UK) etc.

Care models

A care model refers to the way care is organisedl @elivered and to the different roles and
responsibilities of the healthcare provider andpghgent. The care models of established healthcare
systems and providers are changing radically with ibtroduction of mHealth solutions. (see also
REACTION project for discussion and further devetgmt of the term Care model: www.reaction-
project.eu).

6.2 Key Medical Dimensions and Uptake Indicators

In the course of our desktop research of mHealthhave found ourselves lacking tools with which

to understand or apply structure to the mHealtmtheFurthermore, several aspects of mHealth
solutions entail rather disruptive consequencdbeaexisting organisation of healthcare systems. As
a consequence, mHealth is not easily describedftangework of understanding provided by current

healthcare systems. To counter this and get aagripur own understanding of mHealth, we have
used “dimensions of mHealth” in the rest of thisdment.

We find it relevant to develop this framework inder for the nation states and the European
commission better to support the most interestimtpaith solutions seen from a radical innovation
point of view. If the Healthcare system is to spapdhe mHealth uptake process, we need to focus
on the solutions that push the boundaries of tkéeay and not only the incremental innovations that
are being implemented in its own steady pace, betret delivering true radically innovative
solutions that can oppose the growing challengeélseohealthcare systems.

Furthermore in order to measure medical uptakehadeto develop indicators of measurement.
6.2.1 Dimensions of mHealth

We have defined a number of dimensions that thecakdptake of mHealth is related to. The four
dimensions encompass the subject of mobility irmgerof where, how, who and when. The
dimensions are relevant because they pose diffeteitenges and possibilities when it comes to
integrating and developing mHealth solutions.

Dimensions:

« Location. Location in the “healthcare space” oratmeent subsets (hospital, general
practitioner (GP), home of the citizen, workplageblic space)

« Means. Human mobility vs. machine mobility
« Role. Mobility of the healthcare professional (@ian) or citizen (patient)
« Time. Synchronous or asynchronous communication.
The dimensions are explained in more detail inkernal delivery report 2.1.
6.2.2 Uptake Indicators

To analyse mHealth uptake within the EU and readtase-of-play overview, we have found it
necessary to identify different methods of measguriWe believe that the following two indicators
are useful:
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Conceptmaturity
Geographical and administratidessemination

Maturity

We define maturity as the level to which the comaapproject has matured from an idea towards
being an integral part of the healthcare servideredl. This development will vary from nation to
nation within the EU. An example of Danish condigas given here:

ldea
Proof of concept
Pilot project

Clinical studies/clinical feasibility studies/randsed controlled trials (RCT) seeking clinical
evidence of lowered or equal morbidity and mowalir better Quality of Life (QoL)
outcomes.

Health Technology Assessment, HTA. is a multidikegry process that summarises
information about the medical, social, economic affiical issues related to the use of a
health technology in a systematic, transparentiasel, robust manner. Its aim is to inform
the formulation of safe, effective, health policteat are patient focused and seek to achieve
best value (www.EUnetHTA.eu).

Incorporation into clinical guidelines (local, natal or international)
Integration into established healthcare servicéfqla.

In order to limit the research we have primarilgdeed on indicators 3, 4 and 6.

The process model below illustrates the possilalgesgates of a mHealth solution path from idea to
implementation. A certain mHealth solution can tdKéerent routes through the maturity stage gates
depending on complexity and how radically the sotutvill change the care model.

Innovationprocess and
§  "stage gates” for mHealth uptake
g Care
o th
% Process ex. 1 i ¥ Cl?mcal gzsc‘:':?t'ion
2 Trials
*3 Pllotproject it of dlivicl Clinical
= —————————  avidence Guideline
@ Process ex. 2
g \
o
g |dea Conceptualisation Test Implementation
©
>
o

Figure 6 - Possible stage gates of a mHealth inndi@n process

The insight from the expert workshop and the redeahows that mHealth implementation in clinical
practice does not always follow the proposed stsges above. This left us with a difficult task in
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terms of how to measure the medical uptake. Weladad that it is not possible to find an absolute
measure of medical uptake simply by finding alhidal guidelines, HTA or clinical tests since
mHealth solutions are not always examined and iated into such activities. However, these
indicators (i.e. not absolute measures) can néelelss give some indication of medical uptake and
thus the state of play.

Dissemination
The dissemination of a concept, an idea or a progt be:
« Local (specific clinic or hospital department)
«  Municipal (county-wide)
+ Regional (spanning several hospitals or other wvittsin a region)
« National
« Transnational (two countries involved)
- EU-wide (several EU countries involved)
« Multinational (the EU and outside the EU)

The above mentioned levels of dissemination cary warterms of the maturity indicators. For
instance a clinical guideline can be local or naio A pilot project can span 5-6 countries andsthu
be EU wide or multinational.

The indicators of maturity and dissemination copldvide nuance to a mere listing of mHealth
projects. We hypothesize, however, that these twan® of measurements are interrelated and not
independent. To achieve dissemination we find iti@lss that maturity (documentation of clinical
evidence and impact concerning HTA and the likdl) lvé increasingly necessary or indeed essential.
This interrelationship is depicted below in a mHeg@roject “map”.

6.3 Trends, Inhibitors and Drivers

We have used the above mentioned maturity indisatothe search for mHealth solutions and as a
way of measuring how far they have come in theestggte model towards implementation in a

professional healthcare context. The results wél fresented below and follow the different

indicators listed above.

Ideas and concepts

Locating mHealth solutions at an idea or conceafiestare merely of theoretical use in terms of
describing the stage gates of the innovation pstewards implementation. Thus we have not
carried out any research on local mHealth ideasoacepts that have not reached the pilot project
stage. Predictably, as a concept or an idea islajgs@ towards a proof of concept, the information
about the concept increases and thus becomes ablch

Nevertheless we have come across white papergegaa etc. that propose ideas for mHealth, but
have not included them in the paper in order tagoan the more mature mHealth solutions.

Map of projects

In a trial of the above mentioned indicators of maduptake, participants at the workshop were
asked to input known mHealth projects onto a gnajph maturity and dissemination representing the
X and Y axes. The result can be seen in Figure 7:
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Figure 7 - Known mHealth projects mapped with matuity and dissemination

If a thorough mapping of projects in Europe shdwddattempted, we suggest creating an overview as
above with the option of filtering by project acdorg to geography. This would facilitate the search
for information on projects in e.g. Italy with maty more than “proof of concept” and more than
“regional dissemination”.

Furthermore the graphics above lend some suppotieagprevious hypothesis that maturity and
dissemination are dependent upon one another.d&aje not lie entirely along a Y = X line, but the
tendency seems to exist.

6.3.1 Clinical Studies/trials

The workshop produced generally positive feedbatkhe individual stage gates in the maturity
dimension. Broad approval from the medical worldiew paths of treatment is generally supplied
through scientific examination of clinical studiestrials. However this does tend to differ between
nations without any EU consensus. A mapping of ggees, possibly with a generic EU-wide process
and national deviations could be a useful tooldevelopers and providers of mHealth solutions.

Evaluation of the impact on the standard of careafgiven solution would be an indicator of the
need for clinical trials or scientific evidence dites. Thus analysis of consequences for the caieesp
and the care models is needed to determine whatdfypxamination is appropriate. Having said this,
workshop participants agreed that scientific exatmms and clinical trials known from the
development of pharmaceuticals are not necessauitgble for testing mHealth solutions. If mHealth
solutions are to be examined scientifically in teraf illnesses with a complexity in indicators and
causal relations, an exceeding large trial wouldhéeded. However this might be countered by the
large amounts and accuracy of data potentiallwddrirom a mHealth solution (Dobkin, 2011).

Furthermore evaluation of any given solution musiude other indicators than those provided by
clinical trials. If clinical trials do not demonate any difference between or improvement in
traditional treatment and the mHealth solution, thder may still be favoured owing to an
improvement in the entire process, total cost e&tinent or patient satisfaction. Thus Healthcare
Technology Assessment (HTA) might be a better foolmHealth technology assessment, since it
would examine the medical, economic, social anctatimplications of the value, diffusion and use
of a medical technology in healthcare. Also morsitess oriented methods of evaluating (i.e.
business case models, cost-benefit models) couldsee in favour of promoting mHealth solutions
to the established Healthcare stakeholders. Klaangh Pratt (2011) refers to clinical feasibility
studies that couples clinical studies with moremess oriented focus on the bottom line.
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Another possible indicator of less risky mHealttusons could be the degree to which successful
treatment is dependent on the tacit knowledge @htmalthcare professional. If the tacit knowledge i
low, it might be easier to introduce a digital sitbh$e (e.g. a smartphone app), and thus lowetieg t
need to go through clinical studies and trials.

With regard to the rigid definitions and legislatiof medical vs. non-medical equipment, an analogy
was made at the workshop to the process of buyiedicme. Some medication is prescribed and
some is available over-the-counter. This differeisckased on the drug’s characteristics and its use
The same could apply to categorise medical appsHealth solutions.

The demand for scientific evidence and/or clinitéls can present a great barrier to Small and
Medium sized Enterprises, thus discouraging involeet in mHealth innovation projects. Even large

companies without experience of such processestrfilghit an obstacle to entering the healthcare
market. It stands to reason that the higher the tosthe patient a solution represents, the more
evidence is needed in support of the solution fareptance and dissemination. This means other
opportunities to go to market should exist. Fornepke the system could support new procedures in
which the solution is introduced slowly into theahlibcare space/practice and then followed by an
intensive monitoring scheme. This could allow serallstepwise or incremental trials. Small

populations test an mHealth app early, but sindedala is electronic and easily accessed or
transferred, results will be gathered quickly aadilg. Workshop participants also stated a need to
impose a cultural change and make a “leap of faitlgrder to move towards greater implementation.

The literature shows extensive examples of clingtaldies and trials conducted to examine the
quality of mHealth intervention, especially mobpleone applications (Fairfull et. al., 2010; Kim and
Kim, 2008; Park et. al., 2009; Scherr et. al., 20@6rris et. al., 2010).

Krishna et. al (2009, p.231) found 25 clinical sasdthat examine cell phone mHealth interventions.
20 of these were randomized controlled trials ameeBe controlled studies. 19 assessed outcomes of
care and 6 assessed processes of care. The sidigsed over 38.000 participants, covered 12
clinical areas and took place in 13 countriess Mvithout doubt that the application development fo
cell and smart phones has taken up speed since 2008e would hypothesise that the amount of
studies and trials have risen since then. Thuseitns the obstacles can be overcome!

6.3.2 HTA, Health Technology Assessment

Apart from a single study (Free et al.) we have fuoatnd mHealth described when searching
International Journal of Technology Assessment galth Care with the term mHealth, Mobile
Health or Telehealth.

6.3.3 Clinical Guidelines

The working hypothesis has been that inclusiorlimaal guidelines would constitute an endpoint or
indicate a very mature solution. However, it hasdoee increasingly clear that clinical guidelines
focus more on clinical procedures than the meansvbigh results or data are communicated.
Therefore mHealth solutions could easily have hegriemented without this being evident in the
clinical guidelines of the ailment in question. Wi more, guidelines differ from region to region
and from country to country. Consequently clinigaidelines would appear unsuited as indicators for
an absolute measurement of medical uptake. A difteindicator, which has not been researched in
this study, is clinical pathway. Clinical pathwayuld likely reflect whether mHealth solutions
constituted a major element. Again we find it utist@ that the use of mHealth technology will
figure in such clinical process descriptions unldsse is fx monitoring alerts or other important
clinical knowledge/data that should be reacted uppmealthcare professionals. A different use of
clinical guidelines will be touched upon later ielation to the evaluation of healthcare apps for
smartphones.
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Despite the expressed reservations concerningalaity of clinical guidelines as an indication of
maturity of solution, we have attempted to searchumber of these for indications of mHealth
elements.

« Despite several elements having the potential ¢tude mobile health solutions, none were
found in this screening (We have not been ablectess guidelines in local departments in
EU countries). This can be interpreted in two ways:

- Our reservations concerning the validity of guide# as an indication of maturity are correct
and clinical guidelines are not fit for this purpos

- mHealth solutions have not reached a level of ntgtwand dissemination sufficient to
achieve results in the present screening.

Further research and debate concerning the propgegeld of maturity and possible mapping efforts

are needed to find evidence for either of the alinterpretations. The notion of clinical pathways

being better suited for indication of inclusion miHealth solutions has already been mentioned.
Further dialogue should be conducted with clinesgberts about the role that guidelines can play in
the medical uptake process.

Systemic conditions

It is possible to distinguish between trends anstesyic conditions. Systemic conditions are not
subject to change as rapid as trends. Neverthetgsae interesting systemic conditions were
discussed at the workshop as they have a largeemie on the medical uptake of mHealth solutions.

Inertia of healthcare organisations

Healthcare organisations are typically large orggions with a very complex structure. The deep
specialisation and the scientific research backiew initiatives and programs mean any “quick
fixes” are unwelcome. This culture can act as astambe when it comes to trying out new mHealth
solutions. This calls for safe innovation enviromtsewhere healthcare providers in collaboration
with vendors, technology experts, etc. can devalaptest new solutions.

One organisation that might be different is Kaig®rmanente. The fact that this organisation
comprises an entire healthcare system in itselfaamdalign incentives on the business and clinical
side might enable a higher degree of agility (Waeaen p. 4, 2010).

Reactionary nature of reimbursement system

The reimbursement system does not have the fléyibil change at the same speed as new mHealth
solutions (or other types of healthcare technoltaythat matter). In Denmark, for example, the
reimbursement system is an obstacle to the inttamiuof telemedicine solutions owing to the fact a
telephone conversation with a patient is not gigela¢ weighting to a physical meeting at the
hospital. As a result, the reimbursement systens dm# motivate hospitals to introduce new and
innovative ways of treating the patients. Reimborset practice is not conducive to implementing
telemedicine and mHealth solutions. It stands &soa that no mHealth or telemedicine solutions can
be implemented in an environment that punishes sutiatives where just the implementation is a
strain on resources. If change and mHealth solsiteme wanted to counter the challenges of EU
healthcare systems, this impediment must also aeged.

Several nations have taken steps in the right tirec The former Danish minister of Health
launched a commission to reform the reimbursemelatsy including eHealth. In the US similar
changes are on the way (Versel, InformationWeek22Waegemann, 2010 (1)(2)).

The diversity of healthcare systems in the EU

From the perspective of developers and vendors ldéatith solutions, the EU may constitute a
market that is too diverse to engage with. Theviddial national markets with their own regulations
for healthcare technologies will be challenginghemselves and despite EU efforts to harmonise or

at least enable communication between eHealthispki{the Epsos projechttp://www.epsos.el/
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there is a risk that dissemination is not achiewdi#yond national borders. This might lessen the
choice in individual Member States and reduce cditipe among mHealth solutions.

6.4 Conclusions

We conclude that the mHealth medical uptake is amitecal stage of gathering momentum, where
many pilot projects have arisen around the westermtries. We found an increasing amount of
clinical studies and randomized trials that exanmnrgealth intervention consequences. To support
these types of activities are of paramount impadato increase the mHealth implementation in
established healthcare systems. We have foundfeerglinical guidelines that support mHealth use
by healthcare professionals or their patients (wbkgh submitted in a professional healthcare
provider relationship). This fact can mean eitliat the mHealth solutions do not fit into estat#ish
clinical guideline framework at all or that the mdfth solutions are simply too immature to being
integrated into these. Again the argument frometkigert workshop was that it depends on the type of
mHealth solution. If it is radically changing thare model and the responsibility between the
provider and the patient, the need for integraitno guidelines will be bigger.

We have proposed a framework of understandingdorieg to grips with the mHealth phenomenon.
This includes dimensions for the description otaierparameters of the solutions and the concdpts o
maturity and dissemination. We find this theordtigark important to be able to scope the strategies
and support actions in the time to come.
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7 User Acceptance, Security and Privacy State of Play

7.1 Overview

End-users are central to mHealth initiatives. Hosvethe term end-user subsumes a number of
differences in the experiences, needs and expeasatif different categories of persons. MovingLife
focuses on two categories of end-users,

- End-users who are the recipients of care, or aiagéor themselves

« End-users who are the providers of care, includiveglical professionals as well as those
supporting recipients of care, such as family i@mfus.

This perspective considers specific end-user issuasHealth applications used for chronic disease
management. This requires consideration of a paaticset of end-user needs, expectations and
demands in the deployment of mHealth applicatibltsvever while there are some specific concerns
the majority of these can be extrapolated to a igérikamework for conceptualising the key issues
involved for end-users of both types in other mittealpplications. This section of the report is a
bridge in key ways between the state of play fodiced uptake and regulation. This is due to the fac
that both the medical field and the regulatorydfiglay a key role in shaping, influencing and
determining the relationship between mHealth apgibnis and technologies and end-users. As a
consequence some of the issues explored in thimsere replicated in those sections, albeit waith
more specific analysis of the trends from the dpegerspective of end-users. However all three
need to be considered in tandem with one anotherder to fully assess the current state of play an
the key issues determining this state of play feteath.

7.2 Key User Issues in mHealth

The reduction in mortality and incidences of pdarascommunicable diseases as a result of advances
in health care is for the most part coupled withirereased rate of chronic disease$hose who
suffer from chronic diseases are also generallgrolddividuals with rates of incidence of chronic
diseases generally increasing exponentially witleagror example for those aged 65 in the
Netherlands from 2001-2003 a report rate of digglilue to disease was 7.1%, for those aged 85 or
over it was 23.1%? In Japan, in 2004, the equivalent rates were T@%ose aged 65 and over and
24% for those aged 80 or oVéiFinally in the case of the UK in 2001, for thogea 65 and over the
rate was 18% and for those aged 80 or over thewase39%:> While not all chronic diseases are
associated with ageing it can be assumed that rttHaplications focusing on management of them
will to some degree incorporate service provisimndider individuals.

This focus is reflected in some current funded guts on mHealtf® It is also reflected in wider
strategies at EU level, including those outlined ttee first European Innovation Partnership. The
launch of the European Innovation Partnership otfivA@and Healthy Ageing is the first Innovation
Partnership within the Europe2020 stratég¥he implementation plan for this initiative waated

on the 7' November 2011 The goals of the Innovation Partnership are cominoa number of

1 National Institutes of AgeingWhy Population Ageing Matters: A Global PerspectitH, 2007
12| . Balestat, G., and the Disability Study Exp@roup Members, TrendsinSevereDisabilityAmongElderly People
Assessing the Evidence in 12 OECD Countries and-there Implications; OECD Health Working Papers NO. 26,
Lafortune, OECD, 2007
Bbid, p. 40
“bid, p. 38
Bibid, p. 44
16 Seehttp://www.predictad.eu/http://www.oldes.eu
1" European Commission, Communication from the Corsimisto the European Parliament, The Council, Theopean
Economic and Social Committee and the Committeghef Regions, Europe 2020 Flagship Initiative Innovation
Union”, SEC(2010) 1161
185ee http://ec.europa.eu/research/innovation-umideX_en.cfm?section=active-healthy-ageing

Page 49 of 230




MovinglLife
D2.1 State of Play in Mobile Healthcare

ways to statements on the advantages and benkfiiglealth. The Innovation Partnership is seen as
a ‘triple win’ for the European Union by

- Enabling EU citizens to lead healthy, active ardependent lives while ageing;
« Improving the sustainability and efficiency of s@icand health care systems;

- Boosting and improving the competitiveness of tharkets for innovative products and
services, responding to the ageing challenge 4t Bbk and global level, thus creating new
opportunities for businesses.

With the commencement of this initiative it is aldhat mHealth research and deployments will
target these priority areas in research and fundigonic disease management is a major element of
these initiatives.

From end-user perspectives these issues are vitapprtant. Better health outcomes and better
financial prospects in terms of receiving care enéical for individuals, their families and their
carers. Given that some countries in Europe asualtref increasing costs have sought to transfer
more of the burden onto patients and individuaésgbtential of mHealth to provide quality care at
lower costs is as attractive for end-users asathisr stakeholders.

In determining the current state of play for endrasa number of issues are central to the perspecti
of the analysis in this report. These core issuegeceptance, security and privacy.

User acceptance is a vital requirement for successful mHealth egaplons and deployments. This is
an obvious requirement but it is not obvious atdw acceptance is to be quantified, measured or
evaluated and what the variables should be in th@sorement of user acceptance. Given the possible
diversity of end-users and the general weaknessgeneralising from the results of small scale or
pilot scale testing it is unsurprising to note thek of a cohesive, universal and generally applea
methodology or evaluation tools for measuring esérlacceptance. As such the main conclusion in
terms of the current state of play with regardemd-user acceptance is that there is not sufficient
evidence to suggest end-users accept or rejeprémeise of mHealth.

Security also has a number of different meanings and elessrfeom the perspective of end-users.
Security can be ensuring physical safety, througgctve monitoring and patient surveillance and
also through ensuring the reliability of data foedical and care purposes. Security can also for end
users be related to issues of trust, of the engufirmedical confidentiality and securing infornwati
and data generated by mHealth applications. Sgcgeh also mean adequate protection from
malicious or accidental damage to devices or sesvighich might endanger health. Security may
also mean respecting and protecting privacy. Whiga protection and regulatory approaches
ensuring compliance with regulations is one aspégrivacy, it is not the sole element of privacy,
particularly when considering medical, clinical acate context§°The current state of play in this
regards is documented in the other sections ofréert, specifically in the technical and regutgto
state of play. As with the issue of acceptance alibe lack of a large scale deployment of mHealth
(at least in Eurof®) means it is difficult to ascertain whether therent measures in these areas to
ensure security are effective or not from the perspe of end-users.

While data protection focuses in the main on informational privacy asgulatory framework it may
not be adequate to protect or safeguard other elsnoé privacy’’mHealth applications have spatial

“Ibid
% Roger Clarke distinguishes four types or dimersiof privacy, i.e., privacy of the person, privagf personal
behaviour, privacy of personal communications amidapy of personal data. See Clarke, Roger, “Inigtin to
Dataveillance and Information Privacy, and Defmis of Terms”, Xamax Consultancy Pty Ltd, 15 Aug19last
updated 7 Aug 2006http://www.rogerclarke.com/DV/Intro.htmISee also for example Gerry, E. M., ‘Privacy and
Dignity in a Hospice Environment: The Developmeht@cClinical Audit’, International Journal of Palliative Nursing
Vo. 17. No.2, February 2011, p. 94
2L See Annex 1 for some examples of large scale gelots in India.
22 5olove, Daniel JUnderstanding PrivagyHarvard University Press, Cambridge, MA, 2008
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privacy issues as well as issues in privacy rejatonhuman dignity, particularly where aspects of
disease management are involved, or impairmentrasuit of diseas&. The input of both types of
end-users in outlining and identifying the differgmivacy issues of concern to them will be vital a
mHealth applications move forwards towards largatesdeployments. As such while there is a clear
and established regulatory framework for data ptaie mHealth applications will need to consider
other dimensions to privacy, which may also be rdeiteed by the particular social, cultural and
ethical frameworks and contexts where mHealth appbns are being deployed. In the regulatory
state of play section of this report the currentasuees of ensuring data protection are described.
However as with the issues noted above the lack lairge scale deployment of mHealth services
entails that from the perspective of end-usergadtlrelatively few strong conclusions can be drawn
on whether the current state of play is adequaterms of ensuring the privacy of end-users and the
protection of their information and data.

7.3 Trends, Inhibitors and Drivers

A number of trends can be identified in respecemd-users and mHealth applications and services.
We argue that these will be critical aspects offtitere success or failure of widespread adoptimh a
penetration of mHealth. However as noted aboveethesues are inter-dependent and related to
issues in other areas covered by this report icdiméext of the current state of play of mHealth.

7.3.1 Interfaces

Acceptability can mean a number of different thingscan be commercial success or trust in
mHealth systems, devices or services It can alsannthat mHealth solutions are regarded as
effective supplements or replacements to traditiomadical or care provision within policy
discourses. Acceptability also includes social,icath legal and cultural issues surrounding the
deployment of mHealth applications and how inteefacare designed and used within these
deployments. Interfaces play a large role in theeptability and success of mHealth applications as
interfaces are a vital component of mHealth appboa, devices and deployments.

From the perspective of end-users interfaces aee ntfain medium through which mHealth
applications are accessed and how care or treatmetwmmunicated, provided and monitored.
Interfaces are hardware (smartphones, terminalsnpuaters) and software (apps, websites,
programsY-Acceptability is determined by the usability, acibiity, perceived usefulness, or the
appropriateness of interfaces (such as how infaomadr medical data is presented) in mHealth
applications.

Interfaces represent the point of intersectionwbere ‘it all comes together’ in terms of mHealth
applications, devices and deployments. This is faremHealth and nearly all ICT or related
technologies that target, require and engage withusers. Interfaces are the points of connectivity
that enable mobile and remote care to take pldaetrelare clear and obvious issues for interfaces in
terms of technical, clinical, regulatory and poli&gpects as well as for end-users. From the pbint o
view of those developing and promoting mHealth eapions end-users are however the object for
solutions to the challenges and issues in resgantasfaces in these other areas. For examplan
case of technical challenges, one drive is to mialezfaces unobtrusive, accessible and easy to use,
increasing the acceptability of mHealth solutiodinsthe clinical setting there is a need for inteea
used by end-users providing care to be reliableegge safe and clear clinically relevant datalzad

a medium through which care can effectively be pled. On the regulatory side of things interfaces
may need to conform to common standards, ensuafeysor compliance with data protection and

% Kaufman, S. R., ‘Old age, disease and the Diseoors Risk: Geriatric Assessment in US Health Cavigdical
Anthropological QuarterlyVol. 8 No. 4, December 1994, pp. 430-447
% Luxton, D. D., McCann, R. A., Bush, N. E., Mish#irM. C., & Reger, G. M, “mHealth for Mental Healthtegrating
Smartphone Technology in Behavioral HealthcaRetfessional Psychology: Research and Pragt{@etober 2011, p5.
% Doherty, G., McKnight, J., Luz, S., ‘Fieldwork fdRequirements: Frameworks for Mobile Health Appiimas’,
International Journal of Human-Computer Studligsl. 68, 2010, pp. 765-766
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from a policy perspective the drive to ensure tlemsamon standards is likely to be initiated to some
degree at the European level.

In settings of chronic disease management intesface especially critical to the potential sucasss
the mHealth application and patient management. dfal-users who are providing care, either
medical professionals or other support staff araviders of care interfaces are the medium through
monitoring or surveillance data is communicatedeylwill also be the medium through which
advice, guidance and support can be provided tertdeusers who are the recipients of care. For end-
users who are self-managing, in the context of mkrdiseases, they are essential in providing the
information and data required for effective treattrend care.

A number of key factors can be identified which eeatral to contextualising the impact and role of
interfaces for end-users. Our analysis focuses bat\are the main issues in interfaces from the
perspective of end-users but these are also ralevather sections in this report.

7.3.2 Usability and Accessibility

There are a number of factors involved in user piat®lity of mHealth applications, services and

devices. The nature and quality of interfaces witical determinant in their success and uptake.
Usability from a user perspective can be seen asdpa number of interrelated elements. These
include whether interfaces can be readily useditespmlividuals being impaired in any way. These

impairments can be mental or physical in natureolinng users more in the design process and in
evaluating the implementation of mHealth applicasidvas been identified by the project as a key
trend and will be investigated by the project. Simdolvement can often be simply asking end-users
about what works and doesn’t work and how to leyeraxisting strengths in the doctor patient
relationship?®

Usability also relates to ease of use and unohtnsiss. The development of unobtrusive interfaces
is a goal in a range of ICT fields including mH&al& key goal of unobtrusive interfaces is to make
them seamlessly integrated with end-user enviromsnand daily activities and to make such
interfaces as easy to use as possible. In the xdoafehealth this allows for accessibility to be
increased in relation to individuals with impairntor disabilities” This strategy holds true for both
types of end-users. For example, end-users whoidqeaare need to be able to do so as easily,
quickly and as naturally as they would do in fagdace situations with patients.

One trend perhaps captures these elements inoreletiinterfaces is by exploring the concept of
Design For All, which is, “the design of productsdeenvironments to be usable by all people, to the
greatest extent possible, without need for adaptair specialized desigh®DFA is a wider general
trend in ICT but has implications for mHealth apptions specifically, for example in designing
interfaces for end-users with impairments. In tl&ADQvorld the emphasis will be put on greater user-
friendliness, more efficient supportive serviceseru empowerment, and support for human
interaction, all of which are expressed goals fétealth development. This can range from hearing
and sight loss to memory impairment or severe ¢vgnproblems associated with dementia or
Alzheimer’s. The nature of the disease or conditidnch the mHealth application is targeting may
also be relevant to how individuals will view infiiezes and devices. For example in relation to
devices which predict epileptic seizufesvhere while interest in the ability of devicespiedict and
warn individuals was high, there was still reluctao wear sensors over the long-term. Research on
100 patients involved in a pilot scheme testingiawse prediction system reported 39% of German

% Wynia, M. and Dunn, K., “Dreams and Nightmaresaddical and Ethical Issues for Patients and Physiciusing
Electronic Health RecordsJournal of Law and Medical Ethic§pring 2010, p5.
27 See Dewsbury, G., Rouncefield, M., Clarke, M., Swrville, ., ‘Depending on Digital Design: Extendi
Inclusivity’, Housing Studiesvol. 9 No. 5, 2004, pp. 811-825
2 Emiliani, P. L., L. Burzagli, M. Billi, F. Gabbani, and E. PalchettiReport on the impact of technological
developments on eAccessibiliBfA@elnclusion, Feb 2008.
EPILEPSIAE- Evolving Platform for Improving the ling Expectations of Patients Suffering from IctAvemts.
http://www.epilepsiae.eu/
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patients and 55% of Portuguese patients being tab$ee themselves well or very well wearing a
predictive devicé?®

7.3.3 Security and Safety

Interfaces must be secure and safe as well aseusadturity in the context of mHealth applications
and devices is an essential element in considén@glesign and the use of interfaces. Securing data
is particularly important where different interfacef different devices are communicating with one
another or data is portable between different fates within a system. An element of recognising
this is that different end-users (as per the dibmiabove) will make use of different interfaces
within a system. So, while patients might benefini more simple displays of data and information
in a format which they can easily understand theke are providing care may require much more
data, and more detailed data, provided on thetrqudar interfaces to provide safe and quality care

Ensuring secure reliable data is not solely a maftéechnical engineering or network specificaion
mHealth applications and services allow for patieiot be treated, monitored outside of traditional
clinical settings. This introduces a number of abeiements that have to be factored in to thinking
about the security of information. These includd-asers for example damaging devices or sensors,
end-users failing to conform to good practice ia tise of mHealth technologies. End-users might
also lose their device, creating that risk of uhatised access. End-users might also fail to resegn
or be aware of problems as displayed on theirfeates or fail to follow medical or care guidelir@s
advice. Given that chronic disease is often astetiaith some form of impairment, either cognitive
or physical, there are also risks associated wwitrfiaces failing to meet end-user requirements.

Countering these human errors could be achievadabnng as well as technical or other safeguards.
This includes training and support for both typéermd-users® Such support should be seen as a key
requirement of moving from pilot or initial testingf mHealth applications to larger scale
deployments.

Where interfaces are present on devices, whicthanel-held, portable or worn (i.e. smartphones)
then one particular risk in relation to end-usersoss, theft or damage to the device. Each ofethes
may have different implications for end-users. Losgheft may be a concern in terms of privacy (as
data might be accessed by unauthorised users) afhete@mage may have safety implications,
particularly where monitoring of a patient is ess#nTechnical design and technological innovation
may go some way towards mitigating the effectsheké occurrences but they arguably also require
social action. Where mHealth applications becomesncommon it may be incumbent on end-users,
of both kinds, to view and treat interfaces wite #ame degree of caution as, for example, tradition
health records or information.

A further dimension of security and safety for nfeees is how their design will respect privacy and
comply with data protection regulations. Interfagel need to ensure privacy through compliance
with the appropriate data protection regulations protect end-users. As above this protection would
be from malicious or accidental incidents, sucHaasexample where an end-user loses a mHealth
device, or a mHealth application is hacked. In &éandvith technical or regulatory strategies there is
responsibility for end-users to assist in this psscand for providers of mHealth services to suppor
and facilitate this. The concept of Privacy by [@esmay also be an avenue worth exploring in the
context of mHealth interfaces.

A number of current EU funded projects are focusedisability studies in relation to end-users and
mHealth technologies, including interfaces. Ofterthese circumstances usability is closely linked
with feasibility in terms of how end-users relatedthe technological applications and devices that

%0 Schulze-Bonhage A.,Sales F., Wagner K., TeotonjcCRrius A., Schelle A., lhle M., ‘Views of Patisrwith Epilepsy
on seizure prediction deviceg€pilepsy & BehavigrVol. 18 Iss. 4, August 2010,
31 European Commission, Information Society and Met#lealth in Action: Good Practice in European Coigsr,
Luxembourg, January 2009, p10
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comprise the mHealth deployméAtGiven that EU research has until now and to aeiegurrently
usually focused on pilot testing or trials of mHbabhpplications, technologies or devices it is
reasonable to conclude that there has been lingibeduser involvement in terms of numbers. As
discussed above in the state of play re clinicatexds the lack of a wide scale and large deploymen
of a mHealth solution means that as of yet theliedsenclusive evidence to suggest how end-users
will engage and interact with the interfaces baititised in these pilot schemes.

One conclusion as a result that can be made igrteafaces and end-user experiences in respect of
interfaces currently are in need of further redearhis research would need to be scaled up as
mHealth technologies, applications and devices mibge the lab or pilot test to large scale
deployments. Indeed as is often the case with tdofies and in particular ICT technologies some of
the dimensions of end-user experiences with intesamay not be known until these larger
deployments take placé As these interfaces are used more, and go intwite it can be assumed
that end-users may encounter problems not envidagéabse designing and implementing systems.
Or end-users may make use and interact with irdesfan ways which were not thought about during
the design and encountered during the limitedrtigghat can be undertaken in small pilot schemes or
the controlled environments where testing and rebda currently taking plac.

7.3.4 Empowerment

Empowerment can be seen as building on and extgndsues and values associated with the
traditional conception of autonomy in medical praet Autonomy, i.e. having the capacity to act as a
rational informed individual, has been championeddver five decades as an essential element of
the doctor patient relationshipHowever being autonomous does not necessarilyl émaa patients
possess the will or ability to act on any capaatyself-determination, or are equals in terms of
understanding treatments. Autonomy has been cddifiéegal and clinical practice, in the Western
context, predominantly through recourse to theamotf informed conserif.

Considerable debate exists about whether somenfmatae truly capable of offering informed
consent when procedures are suggested by medafakpionals and whether consent is an adequate
value for all clinical contexts. This has been adjuior example for health care provision in
developing countries where treatment is sometiimé®d with research goal8.This can also apply

in thinking about the deployment of mHealth apglmas in chronic disease management. As chronic
diseases are often (but not always) associatedimjtairments of some kind then the ability to give
true informed consent may be limited in some instan

Autonomy has often been restricted to framings@drimed consent and this has often been the basis
for legal frameworks, especially concepts of ruesdnl autonomy These ‘thin’ conceptions of
autonomy, i.e. autonomy as rule-based consentrgre@ as being inadequate, although however
entrenched in current medical, clinical and ledaihking. ‘Thick’ conceptions of autonomy,
characterised by a full engagement and participdiiothe patient can be seen as more advantageous
but also much more difficult to achieve. Empowertnean be one strategy of achieving ‘thick’
autonomy and is a strategy which mHealth may enahlgport and enhance.

32 See for example http://www.chronious.eu/projegeotives-and-results/technological-objectives/

¥ Wickramasinghe, N. S., Fadlalla A. M. A., ‘A framerk for assessing e-health preparednésgrnational Journal of

Electronic HealthcargVol. 1 No. 3, 2005, pp. 316-334

34zampolini M., Todeschini E., Guitart M. B., Hermelds llsbroukx S., Macellari V., Magni R., Rogamte, Marchese

S. S., Vollenbroek M., Giacomozzi C., ‘Tele-rehdhtlon: present and futureAnn Inst Super Sanitd/ol. 44 No. 2.,

2008, p. 130

% Jennings, B., “Autonomy” in Steinbock, B. [edhe Oxford Handbook of Bioethj@®xford University Press, Oxford,

2007

*bid

37 Benatar, R.S. and Singer, P., “A New Look at Im#tional Research EthicsBritish Medical Journal Vol. 321, No.

7264, Sep. 30, 2000, pp. 824-826

3 Goldstein, M. M., “The Effects of Health Informati Technology on the Physician-Patient Relationshipalth

Information Technology and the Idea of Informed €amt”, Journal of Law and Medical Ethic§pring 2010, pp. 2-4.
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As such the empowerment of patients seeks to |gaging fields between them and care providers
responsible for their care. While a completely éqetationship is unfeasible and unachievable in
some circumstances (for example decisions madetheispot’ during surgery) the types of
applications where mHealth solutions can be deploge= primed for patient empowerment in a
number of ways. This is especially true for chrasizease management. As one example by allowing
patients to remain outside of clinical settings aeceive care at home, work without impacting on
their daily routines offers significant empowermepiportunities and support for the autonomy of
patients**mHealth applications and services therefore carchzenpioned as developments which
might allow for a move beyond notions of autononagdd on informed consent to an autonomy
predicated on empowerment allowing for much greatdrent self-management and patient self-
determination.

Empowerment can also though be read in terms ofntipdications for care providers, especially
those who are not medical or care professionalseatthl solutions can have many positive roles in
this regards, for example allowing such carers fawdon professional expertise (databases) or
network with medical professionals to enhance thein care giving towards those individuals they
are responsible fdf’

Empowerment is for some however a two way prodaghat with greater empowerment of patients,
at least in some circumstances of the provisionapé comes an increased amount of responsibility
by patients for their own health and care. In magys mHealth applications and services are
positioned as leveraging the positive qualitiestlos process. mHealth applications from the
perspective of empowerment reside also then withiger policy goals in relation to health, with
personalisationbeing one core aréa.The personalisation of health and social careeensby a
number of Member States and the EU as a prioritypédicy in the 2 century, it involves research
and development in a wide range of fields, inclgdigenomics, biotechnology and ICT.
Personalisation is associated with a number offiisnsuch as improved quality of care, decreased
costs, reductions in adverse reactions to clitiegtments and better overall experience of care by
patients. Many of these priorities are reiteratedhie context of mHealth services and applications
(and eHealth in generdlj.

Privacy by design could in the context of mHealéhpursued within a broader framework of Value
Sensitive Design. This would move towards a frant@wehere other values are also incorporated
into design thinking other than privaty/This could include autonomy, trust and other ndivea
values seen as being important in the medical anel context? Personalisation of health care as a
policy priority has attracted criticisfi.Criticisms have included the rejection of the idleat health
care can become truly personalised to the levalai¥iduals due to economies of scale. Criticisms
have also explored how such systems might creatbefuinequalities in health care provision
between those who can afford to pay for better, mere personalised treatment, and those who
cannot.

A number of issues can be identified in respe@mf-user empowerment and mHealth applications.

3 http://www.k4care.net/fileadmin/k4care/public_wie&lownloads/k4c_Factsheet.pdf
“Eysenbacha G., Kéhlera C., Yihunea G., Lampeb Kos€r, P., Brickleycd D., ‘A Framework for Improwgirthe
Quality of Health Information on the World-Wide-Weind Bettering Public (E-)Health: The MedcertainpAgach’,
Studies in Health Technology and Informati¢sl. 84 Part 2, 2001, pp. 1450-1454
*! http://ec.europa.eu/research/health/policy-ispesenalised-medicine_en.html
“2 Codagnone, C.Reconstructing the Whole: Present and Future ob&eal Health Systerhhs2020, August 2009
3 Huits-Manders, N., “What values in design? Thel@hge of Incorporating Moral Values into DesigiScience and
Engineering EthicsVol. 17 No. 2, 2011, pp. 271-287
* bid, p. 284
“*R. Conti, David L. Veenstra, K. Armstrong, L., Jedko and Scott D. G., “Personalized Medicine ando@gcs:
Challenges and Opportunities in Assessing Effentée Cost-Effectiveness, and Future Research tiradriMedical
Decision Making,Vol. 30 No. 3, May-June 2010, pp. 328-340
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7.3.5 Information

How information is provided has already been disedsin the exploration of issues related to
interfaces and their design. In terms of empowetrhew information is provided, the quality and
nature of the information which is provided, thecamt of information and its contextualisation each
has a bearing which can be positive or negative eiod-user empowerment. More and more
information being provided to patients is not neeesdy always a positive course of action worth
pursuing®® Information overload can be damaging and everbtifgain a number of ways. Providing

a large amount of raw data without context may tieglg impact on the autonomy of patients, by
example creating a sense of fear or urgency whemadaesults might be interpreted as causes for
concern,

Conversely mHealth applications through real-tinoenmunication and data flows may create an
expectation that patient/end-user queries willdmponded to instantaneousfyUnrealistic pressures
and demands on medical professionals and the oftate assumption that ICTs create a 24/7/365
environment in mHealth services may create tendetween carers, medical professionals and end-
users. In satisfying demands there may be pressaresmmercial providers of mHealth services in
recruiting and ensuring that staff can deal wigpmnses and requests.

7.3.6 Ownership

Ownership refers to the data being generated, tbdigal advice being disseminated and other
valuable or useful data that might be generatealitiit mHealth applications being used, for example
aggregated anonymous individual data that mighida$ul for medical research purposes. This could
also be data which is used to improve the mHeali@tion. It is clear that ownership can be a
complicated issue involving a number of differetdkeholders involved in mHealth applications.
Ownership has clear implication for issues of gatdection and privacy, discussed in the subsequent
sections of this report. It is however also an esati the heart of some understandings as to how
mHealth might be a set of technologies, applicati@md services which can support patient
empowerment. Informed consent depends on the dulljemmg informed, possessed of the
information necessary to understand the conseqseamoceé nature of the actions which are being
consented to.

Ownership may for example have an impact on traesigg in mHealth applications. Transparency
in ICT is a major element for creating relationshipf trust mediated by technologies, services,
applications and devicé8 Creating transparency in information flows is g keitcome of mHealth
applications, services and technologies. Supportiodile health or the remote provision of health
and social care means data, and information, mediatherwise is critical. Just as critical will be
ensuring that data collection, storage and how stats on care and treatment are arrived is
conducted in as clear and transparent a mannsrpassible.

7.3.7 Decision-making and Responsibility

Decision-making is a key component of autonomy,grag from giving consent to medical
procedures or care regiments through to patiekiagadecisions on their own care and treatment.
mHealth can be seen as having the potential tee@ser the range, scope and nature of decision-
making that end-users can meaningfully engage ofticgete in with their care and medical
treatment. In chronic disease management this edallowing a course of treatment or care regimen
but having the flexibility to do so outside of dtial settings and contexts.

Transparency in decision-making is another possiblesequence of mHealth applications. By this
given the nature of mHealth applications in praovgdilarge amounts of data and real-time
communication between end-users and medical priofesds it can be assumed that decisions taken

“Wynia, M. and Dunn, K.Qp. cit.,2010, p5.

" Luxton, D. D et alOp cit.,2011, p6.

“8 Elia, J., ‘Transparency rights, technology anattriEthics and Information Technologyol. 11, 2009, pp. 145-153
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by medical and care actors will be much more opehteansparent. Countering paternalistic decision
making is a laudable goal but as with much in teohsnHealth it will need to be pursued in a
context of mutual recognition and responsibility the part of end-users who are patients and end-
users who are carers, whether medical professiamalgroviders of informal support. As with
interfaces the provision of training and support éad-users may be necessary due to the changes
caused by mHealth in the process of decision-maf@ng how this is viewed) in clinical and care
matters.

7.4 Conclusions

In contrast to the other sections of this repogtéhs little as of yet which concretely exploresets

out the parameters of the state of play for endsuserelation to mHealth. This section addresses
many of the same issues noted in the medical andatery state of play analysis. As a nascent and
developing field of technologies, applications aedvices the amount of and the degree of exposure
to end-users remains limited. Where encountersdmtvend-users and mHealth do occur (outside of
some larger deployments, for example in IAYiathese are within controlled test or pilot
environments.

9 Vodafone presentation reference
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8 Regulatory and Legal State of Play

8.1 Overview

This section presents a summary of topics thaeareraced by the broad term ‘socio-economic and
policy frameworks’. These include issues relateduttdamental rights in general, privacy and data
protection, the EU single market, reimbursementlioraspectrum, stigmatization and the
responsibilities of enterprises. The most importastlts of the analysis are presented below.

8.2 Key Regulatory and Legal Issues and Aspects In mHealth
8.2.1 Fundamental Rights

Health is a matter of fundamental importance indpean societies, both as a fundamental right and
as an element in the productive workforce of annenony. New mHealth technologies promise
improved quality of life for patients suffering froa range of diseases. At the same time, however,
they pose significant challenges for government$ patients. Considerations of ethical and legal
implications that the development and proliferatmhnnew mHealth technologies have for people
and/or patients should always be underpinned byrékegnition of fundamental rights and legal
obligations, either positive or negative. This nmedmat the diffusion and application of mHealth
must not impair fundamental rights and should abate to the values they embody. In the context of
mHealth a special focus should be on the rightdalth itself, the right to access information, the
right to privacy, and the right to data protection.

8.2.2 The Right to Health as a Fundamental Right

The right to health care is an important fundamlenggt which does not only cover basic health
services but also extends to the use of modermtdohies. States are obliged to strive for its
realization. It could be argued that increased afseHealth related technologies could represent a
step towards achieving these goals. An aim of tleiMyLife project shall therefore be to deliver
roadmaps which can lead to the realisation of lat iy health in the Zicentury.

The obligations of states to realise the right @alth is enshrined in thiaternational Covenant on
Economic, Social and Cultural RigtiSArticle 12 not only recognises ‘Hght of everyone to the
enjoyment of the highest attainable standard ofsjgay and mental healt?* but also indicates that
states are under the obligation to take speciipstowardsthe creation of conditions which would
assure to all medical service and medical attentionthe event of sicknes¥As illustrated in
General Comment No. 14 of the Committee on Econp®acial and Cultural Rights, the right to
health does not equate to a right to be healtstedd, it covers a series of several entitlememts,
of them being access to health c¥r&his includes access to modern technologies aneatti
devices.

The position of fundamental rights was strengthewigll the entry into force of the Treaty of Lisbon
in 2009°* Article 6 of the Consolidated Version of the Tseah European Union (hereinafter TEU)

*UN Treaty Collections (2011).Status Internationavé€nant on Economic, Social and Cultural Rightstrieed 20
October 2011 from: http://treaties.un.org/Pagesilietails.aspx?chapter=4&lang=en&mtdsg_no=IV-3&srBERTY
L UN General Assembly (1966). International CovermmEconomic, Social and Cultural Rights. Adopted ®pened
for Signature, Ratification and Accession by Gehassembly Resolution 2200A (XXI) of 16 Decembe6&Bntry into
Force3 January 1976, in Accordance with Article 27.
*2UN General Assembly (1966). International CovermmEconomic, Social and Cultural Rights.Article 12
*3UN Economic and Social Council (2000).The Righttte Highest Attainable Standard of Health, Gen€mhment 14,
E/C.12/2000/4. 89.
** European Parliament, Council, Commission (201®jar@r of Fundamental Rights of the European Ur@¥ficial
Journal of the European Unids3(C83), 389 — 403.
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clarifies that the Charter has to be regarded iasapy EU law>° The right to health care is laid down
in Article 35 of the CharterEveryone has the right of access to preventivetihheare and the right
to benefit from medical treatment under the cooddi established by national laws and
practices.® It must be emphasised that this is not a geneaght to health but the Charter specifically
grants a right to health care. In addition, Artide states thatA high level of human health
protection shall be ensured in the definition amapiementation of all the Union's policies and
activities.?’

8.2.3 The Right to Access Information

Patients have a right to access information. Tigbktris addressed in several fundamental rights
documents® The right to access the Internet does not comstiuseparate fundamental right as of
yet. The debate is however ongoing and its curiemortance to mHealth should not be
understated® Access to the Internet has two dimensions: acessntent and connectivify. The
latter is a central aspect for mHealth, as it cewampects such as infrastructure such as cab&s-or
Fi, and the necessary software. The availabilityhef infrastructure is closely linked to the rigbt
development. Content on the other hand relatekedreedom of expression, a political right which
requires states to refrain from interferefite.

In order to ensure that mobile health technolo¢pestect and fulfill’ the attainment of the highest
level of health, as demanded by Article 12 ICES@Rs important to consider the implications of
this ‘right of technological access’ in terms otassibility, acceptability, availability, and thaality

of service.

8.2.4 Non-discrimination

The principle of non-discrimination also applies tdHealth. This principle is leading in many
international human rights documents but also @&hafsEuropean law. The International Covenant
on Civil and Political Rights emphasizes the pqhes of non-discrimination and equality in Articles
2 and 3? Equality is characterized by the absence of dimud indirect discrimination. EU
legislation promotes non-discrimination and demaodmbating discrimination in the Treaty on
European Uniofi® State parties might be required to take affiretaction and to eliminate
conditions which are a cause of discriminafitmHealth services have therefore be provided
‘without distinction of any kind, such as race, cwlosex, language, religion, political or other
opinion, national or social origin, property, birthr other status®’In mHealth the principle of non-
discrimination has specific implication for crossrtber care. Patients are likely to cross European
borders still expecting to receive quality careabgood provision of mHealth services. The provision
of health care should as far as is possible takeepih the same way for nationals and citizens from
another Member States in a non-discriminatory manne

*>European Union (2010).Consolidated Version of thealy on European UnidBfficial Journal of the European Union
53(C83), 13 -46.Article 6.
% European Parliament, Council, Commission (201®jar@r of Fundamental Rights of the European Ur@¥ficial
%]70urnal of the European Unidsi3(C83), 389 — 403. Article 35.

Ibid.
% UN General Assembly (1948). The Universal Declarabf Human Rights. Adopted and Proclaimed by Gane
Assembly Resolution 217 A (lll) of 10 December 19A&icle 19. See also EU Charter, article 11.
**Hick, S., Hapin, E. & Hoskins E. (eds.) (2000).HumiRights and the Internet. Palgrave Macmillian.
% Connectivity refers to the physical and techniofthstructure that is necessary to guarantee adoefe Internet.
®1 La Rue, F., UN Human Rights Council (2011). Remdrthe Special Rapporteur on the Promotion arutetion of
the Right to Freedom of Opinion and Expressionnkiaa Rue. (A/HRC/17/27).
2 UN General Assembly (1966). International CovermmEconomic, Social and Cultural Rights. Adopted ®pened
for Signature, Ratification and Accession by GehAssembly Resolution 2200A (XXI) of 16 DecembeG&Entry into
Force3 January 1976, in Accordance with Article 27.
%European Union (2010).Consolidated Version of thealy on European Uniddfficial Journal of the European Union
53(C83), 13 -46.Article 2, 3.3.
®UN Economic and Social Council (1989).General Comindo. 18: Non-Discrimination.
®>UN Economic and Social Council (1989).General Comindo. 18: Non-Discrimination.
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8.3 Trends, Inhibitors and Drivers

8.3.1 Privacy and Data Protection

The EU Charter of Fundamental Rights (EU Chartedicates that there is a formal difference
between privacy and data protection, enshrinedectsely in Article 7 and Article 8° On the one
hand, Article 7 establishes everyone’s right togey as a righttd respect for his or her private and
family life, home and communicationssing almost the same terms of Article 8.1 of theogean
Convention of Human Rights (ECHR).Article 8 CFR enshrines the right to the protettiof
personal data, stating thi&veryone has the right to the protection of pemaata concerning him

or her’. At European level, the content of privacy fordegurposes can be squarely derived from the
relevant case law of the European Court of Humaghiiin Strasbourg (ECtHRY.The Court of
Strasbourg has ruled that Article 8 ECHR can caverde range of issues such as integrity, access to
information and public documents, secrecy of c@owesience and communication, protection of the
domicile, protection of personal data, etc. Theisisiot exhaustive®

At European level, the most important piece ofdigion in the field of data protection is Artideof

the EU Charter, discussed above, and the EU Diee@&@b/46/EC on the protection of individuals
with regard to the processing of personal data@ndhe free movement of such data, commonly
known as the Data Protection DirectiVeOther relevant EU instruments include the Fram&wor
Decision on the protection of personal data praxkss the framework of police and judicial
cooperation in criminal matters of 27 November 2008he 2002/58/EC Directive (E-Privacy
Directive) (revised in Directive 2009/136/EC), whiactualises the data protection principles to face
some of the new challenges raised by the contindévglopments in the electronic communications
sectof?, and Regulation EC No. 45/2001 on the protectibnindividuals with regard to the
processing of personal data by the Community uisbihs and bodies and on the free movement of
such datd® The e-Privacy Directive 2002/58/EC is interestberause it provides a personal data

®EU Charter of Fundamental Rights, OJ, C 364/1012.82000. See “Privacy and emerging fields of s@enad
technology: ethical, social and legal aspects -MWHPCurrent legal, socio-economic and ethical apgmes to privacy and
technology,Discussion Paperauthored by Michael Friedewald and Philip Schiutra@ighofer ISI), Serge Gutwirth,
Raphael Gellert and Rocco Bellanova (VUB), Davidightt (Trilateral Research & Consulting), Emilio Mini and
Silvia Venier (CSSC), 2010.
®European Convention of Human Rightsww.echr.coe.int The CFR mentions the more up-to-date term of
“communications” instead of “correspondence” in EeHR.
% |In accordance with Article 52(3) of the EU Chartiile meaning and scope of this right are the sasniéhose in the
corresponding article of the ECHR. Consequentlg,itfeaning is the same and the limitations which lag§imately be
imposed on this right are the same as those alldyetticle 8 of the ECHR
®Niemietz vs. Germany of 16 December 1992, § 29Rnetty vs. U.K., of 29 April 2002, Judgment: “Theut does not
consider it possible or necessary to attempt aaustive definition of the notion of ‘private lifeHowever, it would be
too restrictive to limit the notion to an ‘innerde’ in which the individual may live his own persl life as he chooses
and to exclude there from entirely the outside dadt encompassed within that circle. Respect fivate life must also
comprise to a certain degree the right to estaldisth develop relationships with other human beinBensaid v. the
United Kingdomno. 44599/98, para. 4KouaPoirrez v. FranceJudgment of 30 September 2003, dissenting apiofo
judge Mularoni
70European Parliament and the Council, Directivei®EC of 24 October 1995 on the protection of vidiials with
regard to the processing of personal data andefrelke movement of such data.OJ L 281, 23.11.1995.
" Council Framework Decision 2008/877/JHA of 27 Nmwer 2008 on the protection of personal data pesces the
framework of police and judicial cooperation inngimal matters, OJ L350/60, 30.12.2008. This Franm&videcision
aimed to fill the gap left by the restricted scafp¢he Data Protection Directive, by providing gukatory framework for
the protection of personal data in the area ofcpadind judicial cooperation, or what was called“th&d pillar” before
the entry into force of the Lisbon Treaty.
2 Recital 4 mentions that the aim of the directivéoi translate “the principles set out in Direct®&46/EC into specific
rules for the telecommunications sector”. Directd@)2/58/EC of the European Parliament and of thenCil of 12 July
2002 concerning the processing of personal datattangbrotection of privacy in the electronic comications sector
(Directive on privacy and electronic communicatipr@®J 2002 L 201, p. 37; as revised by Directiv@2Q36/EC of the
European Parliament and of the Council of 25 Novem2®09.
3 Regulation (EC) No 45/2001 of the European Pasianand of the Council of 18 December 2000 on tiaéeption of
individuals with regard to the processing of peeatata by the Community institutions and bodied an the free
movement of such data, OJ L 8/1, 12.01.2001. TlkiguRition is particularly important because, irgtha, it created the
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breach notification duty, states that that datanotube stored for ever and emphasizes the necessity
clause, i.e., that any collection has to be juesdifior a specific purpose.

The Data Protection Directive contains a seriefanfprocessing principlesthe most important of
which is data minimisation, newights of data subjectsand obligations of data controllersin
addition, the directive foresees thsecial categories of datancluding date relating to the health
status, shall be subject to stricter rules forrtheacessing.

The most fundamental concept of data protectiothés data minimisation principle, which is an
expression coined by legal doctrine to refer to k&g data protection principles, namely, the puepos
limitation and the data quality principlés.The purpose or use limitation, or purpose binding
principle™ prohibits further processing which is incompatiléh the original purpose(s) of the
collection. The data quality principle implies tlthtta must be accurate, up to date, relevant and no
excessive for the purposes for which they are ctateé Irrelevant data must not be collected and if
has been collected it must be discaf8e@ihese key principles have been codified at carithal
level by Article 8 of the EU Charter, which statbat personal datanust be processed fairly for
specific purposes and on the basis of the condetiiteoperson concerned or some other legitimate
basis laid down by law.’

The Data Protection Directive also recognises albmurof subjectiveights for data subjects such as
the right to receive some information whenever dstaollected, to access the data, to have data
corrected, and to object to certain types of prsiogs ‘These new rights, intended to empower the
user’'s sovereignty over his or her private sphea®e been subsequently refined by courts and legal
doctrine to keep pace with technological developmeAt the end of this section, a number of
important elements for the development and deployroemHealth technologies will be introduced.

Data Protection law also imposes some obligatigmudata processors and data controlfeBata
processors must guarantee the confidentiality td dgainst unauthorised access and, in some cases,
must notify a specific independent supervisory bdmbfore carrying out certain types of data
processing. Data controllers must provide certaformation to data subjects, such as information on
the identity of the controller, on the purposesha processing, on the recipients of the data and o
the existence of a right of accEssFurthermore, there is an obligatfrupon data controllers to
implement appropriate technical and organizatiomedasures to protect personal data against
accidental or unlawful destruction or unauthorigéstlosure®

The Data Protection Directive prohibits the retemtiof personal data for longer than necessary.
However, the required length of storage of an iitlial electronic health record today still depends
on national regulations. From the user/patient et standpoint, the statutory period of retention
should take into account the right of the dataettifo access and modify data relating to him oy he
which includes the right to require that persoratiadare deleted or transferred to another provider.
This relates to what the EU Data protection sugervdubbed as the ‘right to be forgotten’ or the

European Data Protection Supervisor, an autonomtumstitution with the powers of supervision, coliation and co-
operation (art. 41).
" See L. A. BygraveData Protection Law. Approaching Its Rationale, lmgnd Limits The
Hague — London - New York, 2002.
"Article 6(1)(b) , Directive 95/46/EC
®(Article 6(1)(c), Directive 95/46/EC
""Article 12, Directive 95/46/EC
8 “The concept of data controller and its interactioith the concept of data processor play a cruaig in the
application of Directive 95/46/EC, since they detere who shall be responsible for compliance wisttadprotection
rules, how data subjects can exercise their rightté;h is the applicable national law and how dffecData Protection
Authorities can operate.” Article 29 Working Par@pinion 1/2010 on the concepts of "controller" dpdocessor”, 16
February 2010, WP 169, Executive Summary.
"Article 10, Directive 95/46/EC
®Article 17, Directive 95/46/EC
81 See Recital 46, Directive 95/46/EC.
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‘right to data portability?, discussed below. This right might be particularbeful in the context of
social networks or other online services in mHealth

The amendments to Directive 2002/58/EC on the ptiste of privacy in the electronic
communications sector (Privacy and Electronic Comications Directivé)’ foresees a breach
notification requirement for providers of publicdyailable communication services, such as internet
service providers and telecommunication operatdnsler Article 4(2), Member States' national laws
must require providers of publicly available elecic communications services to inform subscribers
of any special risks of a breach of the securityhef network. According to the amended Directive
2002/58/EC, Article 2(h), ‘data breach’ includesydmeach of security leading to accidental or
unlawful destruction, loss, alteration, unauthatisgisclosure of, or access to, personal data
transmitted, stored or otherwise processed. Arti{l8) requires providers of publicly available
electronic communications services to give ‘withautdue delay’ a notice of the breach to the
competent national authority.

A peculiar feature of data protection in mHealtlhigt it involves, almost by definition, personatal
relating to the health status of a person (or hedéta, or medical data). In data protection law,
medical data are considered sensitive categoriedatd in consideration of the risks that their
disclosure or misuse may procifeFor this reason the legal regime for their proicessand
communication is stricter as compared to normasqeal data. More than that: the processing of
sensitive health data is, in principle, prohibitddowever, as will be discussed below, derogations
exist which make the processing of health dataifegte. As these are derogations to the general
prohibition rule, however, they must be construedainarrow fashion and applied strictyThe
development and deployment of mHealth applicatignikely to activate all legal basis on which
health data processing is legitimate, dependintpertoncrete situation.

- Derogation 1 - ‘Explicit consent’Derogation from the ban on the processing of petson
medical data is allowed where ‘the data subject gi@en his explicit consent to the
processing of those daf¥.

- Derogation 2 - ‘Vital interests of the Data SubjedVhere processing of sensitive personal
data is necessary to protect the vital interesth®fdata subject or of another person where
the data subject is physically or legally incapatflgiving his consent.

« Derogation 3 ‘Processing of (medical) data by hlegitofessionals’: Article 8.3 95/46/EC
allows the processing of data ‘for the specificgmses of preventive medicine, medical
diagnosis, the provision of care or treatment er ftanagement of healthcare services, and
where those data are processed by a health prafi@ssiubject under national law or rules
established by national competent bodies to thegatdbn of professional secrecy or by
another personal so subject to an equivalent dibigaf secrecy’.

« Derogation 4 ‘Substantial public interest exempsiorArticle 8.4 of the Directive makes
room for the opportunity, should the need or thesgality arise, to combine and strike an

8p. Hustinx, European Data Protection Supervisgering Session: "General context - where we arearmwhere we
are heading - current and future dilemmas of pgi@otection", Hungarian Presidency, Budapest]jurte 2011
8 Directive 2009/136/EC entered into force on Decent®, 2009. This directive amends and supplentastePrivacy
Directive, i.e., Directive 2002/58/EC Concerning tRrocessing of Personal Data and the Protectid?rigécy in the
Electronic Communications Sector.
8).Herveg, What is the nature of the patient's aunisethe processing of medical data in Europear? lsexMedicinae
10 (2008): 15-38. Available at: http://works.begresm/jean_herveg/12
®Article 8 (1), Directive 95/46/EC. A general prokibn is also required according to Article 6 oét@ouncil of Europe
Convention No108
8The Data Protection Directive provides for mandatberogations laid down in Article 8 (2) and (3uglan optional
exemption in Article 8 (4).
8This derogation cannot be used however where the ¢td the Member State provide that the generathipition may
not be lifted by the data subject's giving his @nts— Article 8 (2)
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appropriate balance between the protection of #ia gubject’s rights and other ‘reasons of
substantial public interest®

In 2009, the European Commission launched a rewéwhe current legal framework on data
protection. On 25 January 2012, the European Cosiomigeleased a proposal for a General Data
Protection Regulatioff. The ‘Proposed Regulation’ is the outcome of a #n@view of the current
legal framework on data protection, launched in®20The draft Regulation draws on the EU Charter
and includes new rights for data subjects, sudhasight to be forgotten, a right of data portipil
and the right to object to profiling, obligationgan data processors such as Data Breach Notificatio
and data protection assessment, increased powedafa protection agencies, new remedies and
sanctions. The Proposed Regulation is at this tanmg discussion by Parliament and Council. It is
unlikely to come into effect before 2014.

Privacy and data protection principles for mHealth

The development and deployment of mHealth systesnaguably part of a broader trend in which
societies are becoming increasingly dependent @rahtinuous and wide spread use of information
and communication technologies. While until nowvpders of online services have retained almost
complete control of the end-to-end system and obB@wl information, mHealth suggests the
development of more open systems with multiple @layand services. For patients and users,
mobility poses new questions. Individuals will likebe able to make use of devices which
continuously monitor or engage them across diffesgraces, home, work, on the road, and at
different times, at night or during the day. Instltionnection, the respect of privacy as a sphere of
personal liberty will play an essential part inaddishing users and patients’ trust in mHealths It
important that users retain a degree of choiceamtrol in the communication and use of health
data. The foregoing, more specifically, suggest tfeda protection framework for mHealth should
incorporate at least the following principles:

- Data minimisation (data quality, purpose specifaatuse limitation)
- Transparency

+ Specific safeguards

« Accountability

« Autonomy

8.3.2 Users’ Sovereignty over their Private Sphere

Consumer-focused mobile communications technolowbkes a shift from a ‘curative’ healthcare
model to one in which the patient is an activeprin car€® Taking a more active role in care also
entails consenting to the risks of treatment, mgdhoices and taking responsibility for their own
health. Consequently, it is sensible to define wblabice and what control over their health
information users-patients should be able to egercThere are a series of notions related to end-

BArticle 8 (4) of the Directive allows the Membera8is to derogate further from the prohibition afg@ssing sensitive
categories of dataSubject to the provision of suitable safeguamiember States may, for reasons of substantial publi
interest, lay down exemptions in addition to thizeé down in paragraph 2 either by national law loy decision of the
supervisory authority.”

8European Commission (2012). Proposal for a Reguiatf the European Parliament and of the Councilttun
protection of individuals with regard to the prosieg of personal data and on the free movemenudi gata (General
Data Protection Regulation), COM(2012) 11/4 drautigding explanatory memorandum).

The Proposed Regulation is part of a package ofurea which include a Report from the CommissiothéoEuropean
Parliament, the Council, the European Economic &adial Committee and the Committee of the Regicased on
Article 29(2) of the Council Framework Decision 2f November 2008 on the protection of personal gedaessed in
the framework of police and judicial cooperationcitiminal matters (including annex), COM(2012) 12af, an Impact
assessment (including annexes) accompanying thmoBed Regulation and the Proposed Directive, SEX2R02 final
and an Executive summary of the impact assessn&BE(2012) 73 final. All the documents are availabke
http://ec.europa.eu/justice/newsroom/dataprotetitewas/120125 en.htm

“George MacGinnis, Frazer BennéRA Consulting Group, UK)Policy and Regulation for Innovation in Mobile
Health 210
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users' sovereignty over their private sphere, ngthetust, chain of control, comprehension, choice,
and ex-post user control.

In the area of mobile health technologies, trust ba refined as trust in the in communication
infrastructure and trust in transaction partnersobNity, as implying distance between health
professional and patient, can in itself decreasst.trExplicit information about sources, providers,
affiliations, and certificates obtained from wedlputed organizations are important.

Only when individuals are able to choose and coitv®information they disclose, can they manage
the way they portray themselves to oti8Bsivacy is valued differently by different persomsd
expectations and experiences of privacy will diffierm person to person. This means that people
need to be able to choose by themselves which n#ton they regard as privacy-sensitive.
However, if people are obliged to disclose inforimrain order to receive an essential service, sisch
medical care or doctor’s advice, this cannot besared as ‘real choice’. Driven by imperatives of
saving costs, the development of services for dhe@ogether with other e-government, e-
commerce, e-prescription, or telehealth) might edge the situation whereby choice is so
imbalanced, that it can hardly be called fdikvhile developing new technologies for health, estat
and service providers need to take into accountfdbethat some persons may never want to be
included in the information society. This meang thare should always be the possibility to drop a
mobile health technology system and return to dittcamal model of care. There should also be
intermediate positions, in which different choicet involvement in mobile health world are
permitted. This granularity of choice, however, @widonot be exaggerated, as an overload of choices
can be de-motivating or counter-productife.

8.3.3 Enterprises’ Responsibilities and Obligations

During the last decades the perception that busicas contribute to society grew. It has the
potential to shape the political, public and acadesebate. Theories but also practices focusing on
how business manages the relationship with soeetydescribed by the umbrella term corporate
social responsibility (CSR). The responsibilitiesdaobligations of enterprises also apply to those
focusing on the eHealth and mHealth market. Ifisrostated that CSR begins where the law énds.
The self-regulatory and voluntary nature of a dbation of market-based solution to societal change
is often very much emphasized. Even though theofi€3SR differ and there are tensions because of
competing interests and aims, the voluntary asjgehtghlighted. CSR is therefore believed to go
beyond mere legal compliance. Voluntary not obbgagctions are centra.

In the context of CSR the Ruggie framework ‘Prgtédtspect and Remedy’ plays a crucial role.
These UN Guiding Principles on Business and HumahtR aim at creating accountability for

human rights violations by business. They emphatieeclassical idea of the state duty to protect
human rights but enlarge it by the demand for kessirto respect them. This means compliance with

*IPRIME, Privacy and Identity Management for Europeyw.prime-project.ep SENIOR, Social Ethical nd Privacy
Issues in ICT for Older Personsww.seniorproject.euliterature sources will be cited as they will béereed to in the
text. Lessons are also drawn from the contribstiofithe consultation MOVINGLIFE Consultation Wohnke - mHealth
in a Socio-economic Context’, 18 January 2012 atBbropean Commission in Brussels.
9Nissenbaum, H. (1998). Protecting privacy in anoiinfatino age: The problem of privacy in publaw and
Philosophy, 17559-596.
%stalder, F. (2002).The failure of privacy enhandiachnologies (pets) and the voiding of priv&nciological Research
Onling 7(2).
*“Iyengar, S. S., &Lepper, M. R. (2000).When cho&eé@motivating: Can one desire too much of a ghody?Journal
of Personality and Social Psycholog®, 995-1006.
% Davis, K. (1973). The case for and against busiressumption of social responsibilitiksademy of Management
Review 16312 — 322.
Blowfield, M., Murray, A. (2011)Corporate ResponsibilitfOxford University Press, Oxford"2d.).
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national laws and in absence of sufficient humghts legislation a policy of due diligence. Finally
the access to effective remedies must be guarariteed

CSR is often seen as a chance for and by busiagsssitively contribute to society. Companies that
work in mHealth already use the concept of CSR famdexample publish reports on their non-
financial activities and achievements. Research laechture did not focus on responsibilities and
obligations of enterprises in mHealth yet. Furttesearch in this area is needed to highlight specif
requirements that apply to mHealth and CSR.

8.3.4 Reimbursement

Reimbursement is an issue of pivotal importanceth@ success or failure of innovations in the
healthcare sect8t The decisions of the various social securityiinsons of various states to
reimburse (or not to do so) for certain categooiesedical treatment can have an important effact o
the decision of product manufacturers to attemptirtoovate new products. Additionally,
reimbursement decisions by national bodies can pldgfinitive role in the acceptance and uptake of
recent innovations in medical technologies. Cimssler reimbursement will likely become an ever
more-important theme in mHealth.

Despite the limited explicit Union competence omlttecare in the TFEU, the EU has been able to
intervene in health matters where it appears todogired in order to support and maintain the
European Single Market. The Union has intervenethatters of European healthcare in a manner
that seems to show that it sees itself as primaggponsible for regulating market based issues of
healthcaré® The EU promotes and protects the ESM by extolliogr key freedoms that are
contained within the treaties. Two of these, TheeFMovement of Persol8 and the Freedom to
Provide Service8! have allowed the European Institutions to act ayswthat affect the provision of
healthcare, despite healthcare not being itseirapetence of the European Union as defined in the
treaties. The justification for this has been regsgd on numerous occasions by the European Court
of Justice (ECJ), namely that whilst it is up torileer States to decide their own healthcare policy

framework, they must do so within the bounds ofduiniaw!%?

The Right to Free Movement of Persons (freedom ofi@ment) within the treaties provided the
original impetus for the Community/Union rules de tprovision of healthcare to citizens who seek
healthcare outside their Member State of ResidaNgest the provision of social security (including
healthcare) is a matter of competence for the MerSii@tes, the Union has a role in ensuring that
individuals that move between Member States arqueately protected and do not ‘fall between the
cracks’ by not being protected by any frameworlaassult of their movement from one jurisdiction
to another. This has been termed the ‘CoordinatibrSocial Security Right&®>. It has been
recognised that the non-availability of health cae act as an impediment to the freedom of
movement®® Individuals would be less likely to travel to anet Member State if it was not possible
for them to access medical care should they fall il

9" UN General Assembly, Human Rights Council (20R8port of the Special Representative of the Seyr&Ganeral
on the Issue of Human Rights and Transnational €atjpns and Other Business Enterprises — Johni&u@giding
Principles on Business and Human Rights: Implemgritie United Nations “Protect, Respect and Remé&dginework.
%schreydgg., J, Baumler., M and Busse., (2009) “Batay adoption and affordability of medical deviégasEurope”,
Health Policy 92, 218-224
% See: Roscam Abbing, H. (2010). Patient's rights iTechnology and Market Driven Europe. Europeaurnhl of
Health Law (17), 11-12.
10 TEY Article 45
WLTEY Article 56, 57
192 5ee for exampl&ohl Case C-158/9€ara 17 - 19
193 The Preamble to (EC) 1407/71 states “the provisfon coordination of national social security Egtions fall within
the framework of freedom of movement for workersovare nationals of Member Sates and should coméritnwards
the improvement of their standard of living and ditions of employment”
104 See Recital 45 of (EC) 883/2004, which statesniite of the co-ordination of social security rights to secure
freedom of movement.
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As a consequence, in 1971 the Commission reledegdlation 1408/71/EEC ‘On the Application of
Social Security Schemes to Employed Persons, teE®gloyed Persons and to Members of Their
Families Moving Within the Communit}® The result is (at least in theory) that reimbureetfears
regarding health care should no longer provide lastazle in terms of freedom of movement for
those considering a temporary stay in another Mer8tse'%®

A totally free market in healthcare would allow ipats to access healthcare in any member state of
the European Union. The freedom to provide seryiassprovided in the treati®§ would seem to
support such a notion, notably that healthcare idess should be able to offer medical services to
individuals resident in Member States other thandhe in which they are based The EU has, with
the recent Patients’ Rights Directive (2011/24/EBRD)!® codified and clarified many of these
points.

This means that they will be written into natiodal through implementation measures, with
providing for a higher level of visibility to nati@l organisations than is at present the case.

Importantly for matters of mHealth, the regime dissx in Directive 2011/24/EU also applies if the
act sought outside the Member State of Affiliatisran act of telemedicin&® Telemedicine can be
conceived of as a system of healthcare delivery émaploys telecommunications and computer
technology as a substitute for face-to-face corttativeen provider and cliehfReimbursement for
cross border treatment will also apply to telemedéidoased procedures. This should allow for an
increased level of certainty and a better enviramnfer innovation, uptake and acceptance of
technologies that offer services that can be etilim more than one Member State of the EU. This
would seemingly innovations linked to mHealth.

However, significant problems that reduce certafotythose wishing to innovate in mHealth remain
to be resolved. Perhaps the biggest problem isrtbiatll Member States even recognise an act of
telemedicine as an act of medicine for the purpadeimbursement. The healthcare systems of
some Member States require health professionalsraiindduals to be present in the same place for
act to be considered an act of medicifeThis can have negative effects in terms of mHefglth
individuals seeking reimbursement for medical treait that occurred both within their Member
State of Residence and also for those seeking tesalment for treatment that originated elsewhere.
In addition, in order to placate national concesxer budgetary control the Patient Rights Directive
was written in a way so as to exclude assisteddivi his exception means that the directive doés no
apply to services in the field of long-term cardnietr are intended to support people in carrying out
routine everyday tasks? This exception appears to be primarily aimed aividuals that find
themselves in long-term care homes or using ses\deemed necessary in order to enable the person
in need of care to live as ‘full and self-deternuing life as possible’. Long-term care facilities,

1951408/71/EEC Article 22
1%Though in reality obstacles may still remain. Anpntant one is the administrative hurdles individumust go
through in order to receive reimbursement. Othebl@ms are associated with upfront payment. Thiddcexist where
for example, the Member State in which the indialdfinds himself or herself normally demands paymgsfront and
later offers re-imbursement. This could require tipdront payment of a large amount of cash whiah itidividual in
guestion might not be in possession of. This val éxample concern individuals that are residera iMember State
where no upfront payment is required and who fimgiiselves needing treatment in s Member State vdrergfront
payment may be required. For a more detailed eafilam see: Health and Consumer Protection Diratdéor General,
European Commission, Summary Report of the resgottséhe consulatation regarding "Community actonhealth
services" (SEC (2006) 1195/4 of 26 September 20815))
YT TEU Articles 56 - 62
198 Directive 2011/24/EU of the European Parliament ahthe Council of 9 March 2011 on the applicatirpatients’
rights in cross-border healthcare, commonly knowithe Patient’s Rights Directive
19 Directive 2011/24/EU Article 7(7)
19Bashurb, R., (1995), Telemedicine Journal ‘On tledimtion and Evaluation of Telemedicine’ 1(1) 10-B.19.
11 Telemedicine for the benefit of patients, healtbcaystems and society — Commission Staff WorkirapeP
SEC(2009) 943 Final, June 2009 In addition many kenStates do not have a specific legal framewarkeiing
aspects of telemedicine.
M2 Directive 2011/24/EU Article 1(3)(a)
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homecare services, and residential or nursing haees therefore to fall outside the scope of the
PRD. This means that individuals wishing to obtauth services on a cross border basis would
appear to be excluded from the protection the PRBroto other types of non-hospital based
treatment.

8.3.5 Medical Devices

If manufactures wish to place a new medical devitehe European Market the design, manufacture
and testing of the product in question will likélgve to comply with the EU framework on medical
devices. The three EU directives, which represémt KMedical Device Framework, lay down
numerous different requirements and basic safetydsirds which a product must meet before it can
receive approval to be placed upon the Europeakenarhe directives in question &re

« The Medical Devices Directive (MDD) 93/42/EEC ameddby Directive 2007/47/EC,;
. The Active Implantable Medical Devices Directivel{#D) 90/385/EEC*
« The In Vitro Diagnostic Medical Devices Directii& DMD) 98/79/EEC.

Compliance with the directive’s requirements allgeveducts to be sold freely throughout the EEA
without hindrance from national governments. ThelMal Device Framework is important for the e-
health sector especially with regard to medicatvearfe that is used in many applicatiohs. The
impact of the MDD framework on the medical softwardustry has become yet more pronounced
with the event of Directive 2007/47/EC, which widethe definition of medical devices to include
software (see below)® The MDD Framework represents only a limited harisaiton of essential
device requirements. This harmonization is regtddb adoption of certain essential safety criteria
with which all products must conform to.

In order to decide whether a device is subjedhéortiles of the directive it must be discerned Wwaet
it is a ‘medical device’ or not. Discerning the aes to this question will be important in deternigi
the potential regulatory burden applicable to mkeptojects-’

Recommendations for a re-framing of the MDD Fraraeehrecently been providétf It is hoped
that future iterations of medical device legislatiwill place an even greater emphasis on software
given its increasing importance in medical devidasparticular there will be a need for a further
development in usable standards, especially coimgeimteroperability. There is a need for the MDD
to be reframed in a way that will allow it to cartly regulate mobile phone ‘apps’, a potentially
important source of future innovation in mHealtht gxesent many such apps are caught by the
definition of a ‘medical device’ but are not congpit with the framework’s essential requirements. In
addition, the process of standards creation wikdnéo be revisited in order to ensure that the

3 Note: The Medical Devices Directive (MDD) has besbsequently amended by four directives and onelatgn.
These are; Directive 98/79/EC of the European &adint and of the Council of 27 October 1998; Divec2000/70/EC
of the European Parliament and of the Council oNb§ember 2000; Directive 2001/104/EC of the EusspParliament
and of the Council of 7 December 2001; Regulati®C] No 1882/2003 of the European Parliament arnitieCouncil
of 29 September 2003 and Directive 2007/47/EC efthropean Parliament and of the Council of 5 Sepee 2007/
14 The Active Implantable Medical Device Directive0(985) regulates powered implants or partial imgahat are
placed in and left in the human body.

15 callens., Stefaan, ‘The EU Legal Framework on BElthein Mossailos., E, Permanand., G, Baeten.HBvey., T

,"Health Systems Governance in Europe” Cambridgevéigity Press
16 See The Guidelines on the Qualification and Cliassion of Stand Alone Software" has been publishe MEDDEV 2.1/6 January 2012 for a
description of how stand-alone software can besasskeas meeting the MDD's essential requiremerits 2

Y17 Directive 93/42/EEC Article 2(a)The definition what exactly a medical device is described as
any'instrument, apparatus, appliance, software, makor other article, whether used alone or in
combination, including the software intended by msnufacturer to be used specifically for
diagnostic and/or therapeutic purposes and necgs$ar its proper application”. Such a device
should be intended by the manufacturer for one ofiamber of defined purposes, one of which is,
“diagnosis, prevention, monitoring, treatment oleafiation of disease”.

18 Council conclusions on innovation in the mediaalide sector (2011/C 202/03)
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production of standards meets the needs of an tinydilst is attempting to innovate. It will also be
important to take into account the opinions of Mem®tate regulatory organizations.

8.3.6 Liability

Despite the existence of the European Single Mat&ess relating to liability are largely a mattdr o
Member State competence. Thus, if problems occuthé& use of medical technology and the
provision of medical services, both toeationand theoutcomeof any legal proceedings will depend
upon where exactly the treatment occurred. This onagte legal problems for service providers that
wish to employ mHealth-based solutions in differgemisdictions than their own. With such services
it is often difficult to decide where exactly susbrvices are actually being carried out. In 20@9 th
Commission set out a number of priorities with regao telemedicine. One of these was described
as being to address ‘issues of liability with respe telemedicine service§'*Unfortunately
however, the Patient’s Rights Directive had litthepact on eHealth and its associated issues of
liability. This means that there is still a markedtonsistency regarding matters of liability for
eHealth when compared to conventional medical sesviThis involves a system of liability for
failures in eHealth that runs counter to the lajat exists in the directive for more conventional
forms of medical treatment. This issue which wi# bnportant to those operating in the ever
expanding market that e-Health represents is aalyelow.

According to the prevailing system of division @Hility which is re-iterated in the Patients’ Righ
Directive, conventional medical procedures aregad#rried out according to the laws and regulations
laid out in the Member State of Treatment. A corieral procedure can be considered one where
the patient involved physically travels to the MenState where the treatment is occurring. For the
purposes of this discussion non-conventional métheatment would include areas such eHealth and
telemedicine where the patient in question can memnaheir Member State of residence and receive
treatment there. With regards to conventional medid is expected, and confirmed in the Patients’
Rights Directivé® that if a problem were to arise it would be dedth according to the laws of that
Member State of Treatment, i.e. where treatment taksg place. This means that conventional
medical institutions that treat an individual resitlin another MS would not face being brought
before a court in another Member State if they vegifault, rather disputes would be dealt with unde
the rules of the Member State where the servicepnasded.

With eHealth and acts of telemedicine however tlotupe is somewhat more complicated. There are
broadly two regimes for determining which Membeat8t rules would apply to disputes arising
through the provision of telemedicine. The firshcerns ‘professional-to-professional’ uses, whith i
the telemedicine environment could for exampleudel a consultation of one health professional
with another specialist health professional (pesh&p discuss a patient’s condition). In such a
circumstance the ‘country of origin’ principle woudpply whereby the services must comply with
the rules of the Member State of Establishment. él@n, with ‘professional-to-consumer’ activities
the opposite situation exists, with the rules ef Bhlember State where the consumer resides applying.

This means that the eHealth provider must, wherigirng services to consumers, comply with the
rules of the Member State in which that individuesides. The consequence is that the eHealth
provider must be aware of, and comply with, thealegquirements of the various Member States in
which it provides services to individuals. Thisqe#a a burden on eHealth providers and acts as an
inhibitor to the pan-European development of tldusiry. The Patients’ Rights Directive, itself does
nothing to alter this underlying position which @8 eHealth outside the usual regime for
determining liability. It could however on the othkeand be argued that such a state of affairs
represents an important protection of the consumeich in this case being a patient is an issue of
paramount importance. Such a setup allows an itdalito seek such services in another Member

119 See Annex 2 of Telemedicine for the benefit oigrds, healthcare systems and society — Commi&iiaifi Working
Paper SEC(2009) 943 Final, June 2009 In additionynhdember States do not have a specific legal fremnk covering
aspects of telemedicine.
29 Directive 2011/24/EU, Article 1
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State secure in the legal protection that appbelirn in his own Member State. This vision is the
basic idea of the Brussels Il regulation that rated liability in terms of services and other nratte
for business to business and business-consumeerstatt

The following directives can all be considered asvihg a bearing in the development and
deployment of potential health solutions. Thesedlives have been written into Member State law
and so are binding (although in slightly differéotms throughout the EU). They are each capable of
creating liabilities for the manufacturers and apers of e-Health systems: Directive 85/374/EEC on
liability for defective products, Directive 92/5%E concerning general product safety, Directive
93/42/EEC on medical devices, Directive 95/46/ECthan protection of individuals with regards to
the processing of personal data, Directive 96/9&6@cerning the legal protection of databases,
Directive 97/EC/66/EC on the processing of persarath and the protection of privacy in the
telecommunications sector, Directive 199/93/EC mhoyg a community framework for electronic
signatures, Directive 2000/31/EC on certain legspeats of information security services, in
particular electronic commerce in the Internal Msrk

The e-Commerce DirectiV® was intended to compliment preexisting rules comiog online
purchases and other types of online commerce. Mlageifically the directive is intended to apply to
services normally provided for remuneration, aisiathce, by electronic meatfs. This means that
services that are not offered on a commercial bagishot have to meet the requirements of this
directive. This will include a large amount of piés health services including public health
information messages. It was hoped that the direatill create a legal framework to ensure the free
movement of information society services betweemider State$*

The e-Commerce directive does not allow MembereStab have systems of prior systems of
authorization for Information Society services @slesuch authorization schemes are not targeted
specifically at such services specifically but nhenacidentally cover them. What this means for
mHealth based services is that member states @tilba able to demand extra requirements in terms
of prior authorization if such requirements are potsent when services are offered on a more
conventional basis. This means that if a conveatioservice is already available without
authorization or similar requirements then it canprinciple be offered using information society
services i.e. using the internet also.

An important aspect of the e-Commerce directivexslusion of liability for intermediaries that
merely provide the service of conveying informatifor problems that arise as a result of the
information itself*?®> The aim of such a provision was to prevent congmsiich as ISPs being held
liable for the services provided by others throtigdir medium. Such an exclusion is however only
available if the intermediate service providemh@s not initiated the transmission, (ii) has néeced
the recipients of the transmission and (iii) has modified the information content in any wy.
This will have important implications for matterd a-Health. This is because it provides
organizations such as ISP’s with an assurancetliegt will not, in general, be held liable for the
content of the services they allow to be transmitteough their infrastructure.

121 See: Council Regulation (EC) No 44/2001 of 22 Defwer 2000 on jurisdiction and the recognition antbesement
of judgments in civil and commercial matters
2Directive 2000/31/EC of the European Parliamentafrttie Council of 8 June 2000 on certain legakaspof
information society services, in particular elenito
123 Communications by phone fax or mobile phone actugbed from the remit of the e-Commerce Directiliis can be
seen by Directive 2000/31/EC’s reference in Artigl@) to the definition of information society siees in Directive
98/34/EC, Article 1(2) (which) refers to Annex V tifat directive for a list of services that can bet considered as
‘information society services’.
12Directive 2000/31/EC, Recital 8
12Directive 2000/31/EC, Article 12
12%. Directive 2000/31/EC 12 (a)-(c)
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8.3.7 Radio Spectrum Policy and mHealth

The Electromagnetic (EM) Spectrum is of immenseartgnce for modern digital innovation. The
efficient utilisation of the electromagnetic speatr will become ever more important for mHealth in
years to come. Innovations in matters of mHeal#h iacreasingly being realized by the use of
devices or sub-components that often operate &tande from the principal system hardware. This
is often achieved through wireless methods thdisetthe EM spectrurf.” Efficient regulation of
spectrum use will therefore be important in insgrthat innovations in matters of mHealth have
access to the requisite areas of the EM spectrumntlaat such use is not interfered with in an
unacceptable manner. It will be important to factbis into any scenario development in the
MovingLife Project.

MBANS (Mobile Body Area Networks) are a good exaengl a potential problem area for mHealth
projects in relation to radio spectrum issues. miBAde small networks of medical components and
communications devices located on or around theipalybodies of individuals. MBAN will play an
important role in enabling ubiquitous and non-invastelemetry and healthcare systems in the
future!*®Depending on the components they contain they @ruded to conduct a variety of
functions including observing various body funcgpmadministering medications or other types of
treatment and communicating data to a hub or aaleséta processing location. The devices used in
an mMBAN can use a variety for different spectruagérencies depending upon their location and type
of use, the criticality of the data they may trarisand also the distance that is require for
transmissiort?®

Decision No 676/2002/EC of the European Parlianat of the Council of 7 March 2002 on a
regulatory framework for radio spectrum policy inet European Community (Radio Spectrum
Decision)aims at the establishment of a policy sgal framework in the Community in order to
ensure the co-ordination of policy approaches awvitere appropriate harmonized conditions with
regard to the availability and efficient use of tlaglio spectrum necessary for the establishment and
functioning of the internal markéf. The decision creates procedures that aim to itteil
policymaking and also harmonization in light of ttedevant policy grounds including, ‘economic,
safety, health and also public interest’.

At present, regulation in the area of spectrum s&de predominantly an area of Member State
competence. The Commission has however been cHatgéth presenting a legislative proposal to
the European Parliament and Council to establistuliannual Radio Spectrum Policy Programme
(RSPPJ** setting out policy orientations and objectives tfte strategic planning and harmonisation
of the use of spectrum. This will take into accotit@ opinion of the Radio Spectrum Policy Group
(RSPG)™*® At present the electronic communications spectpatity is covered by the Framework
Directive 2002/21/EC and the Authorisation Direeti2002/20/EC as amended by Directive
2009/140/EC. These directives attempted to ensflic@eat use of spectrum frequencies, remove
rigidities in management of spectrum use and deéesier access to the spectrum.

127ran, Wen, H. and Gyires, T., (2003). “M-commerceusity: the impact of wireless application protoqtVAP)
security services on e-business and e-health eokiti International Journal of Mobile Communicatod, 4, 409-424
128 Fang., G, Dutiewicz., E, Hug., M, Vesilo., R anéhiai., Y (2001) ‘Medical Body Area Networks: Opparities,
challenges and practices’, Communications and inédion Technologies (ISCIT), 2011 11th InternatiocBgmposium
on
129 There may be a device located in the mBAN thatsied to transmit data to a more distant locatiarh su mobile
phone using device or the mBAN may need to comnateia short distance to a hub that is capableanEinitting data
over longer ranges.
¥Decision No 676/2002/E@yrticle 1
131 Article 8(a)(3) of Framework Directive 2002/21/B6 amended by Directive 2009/140/EC.
132 The RSPP will determine until 2015 how spectrum cesn contribute to EU objectives and optimize alpeiconomic
and environmental benefits.
133 The RSPP is based on Article 114 of the Treatythen Functioning of the European Union (TFEU), giviee
importance of the availability and efficient use sgfectrum for the establishment of an internal eaf&r electronic
communications and for other EU policy areas.
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The RSPG has opined that a main objective of ansp&ttrum approach shall be to facilitate the
development and operation of the internal market tnpermit improved access to spectrum for
applications and uses where demand is growthghe RSPG does not however call for a complete
harmonization of spectrum policy, recognizing timember states still have an important role to play.
Rather a strong need is perceived for enhancedecatipn between competent national authorities,
the European Commission, European Conference oralRoxl Telecommunications and European
Telecommunications Standards Institute. At presermdh coherence between these actors is not
sufficient and could be increas&d.The RSPG opined that a main objective of an Elttspe
approach shall be to facilitate the development @peration of the internal market and to permit
improved access to spectrum for applications ared uhere demand is growind. This will likely
foresee innovation to secure access for wireles®atthl based applications which are likely to
demand increased spectrum access in the future.

The ECC has recently been presented a propésaldesignate frequencies in the range 2360-2500
MHz as a suitable designation for MBANS to be usedospitals, at home or by ambulant&s This
band was selected as it proposed that use of thigudéncy for MBANS, based on their known
technical and operational characteristics wouldprove to be a source of interference to the ctirren
limited users of this band.

8.3.8 mHealth and the Stigmatised Patient

mHealth activities can have several important ailffeese can include for instance increasing the
efficacy of treatments, the realisation of increageonomies though the utilisation of increased
digitisation and also serve to aid adaption to dgnaohic changes including an increase in older
people amongst populations. It is also possibl¢ ithattempting to achieve such goals that other
results might also occur incidentally. One suchspmlty is a change in the way individuals
experience issues related to stigmatisation. lthv@limportant for mHealth requirements to consider
this issue both before and after implementatioassto avoid unwanted effects where possible.

mHealth may involve visible mBAN devices or otheugment. Equipment of this type, though
having other advantages can have implications watjards to illness associated stigma. This is
usually associated with the visibility that suchvides have. A device attached to the skin for
example may serve as a signal to strangers thainttiredual concerned is the subject of certain
afflictions that could be indicative of a lesserraiostatus (as discussed above). This could have
negative social connotations and might detract friima physical health benefits that such a
technology might bring. Additionally, the increasgthnces of stigmatisation could lead to improper
use of such a device. This could for example ineltite user deciding not to wear it if a social
encounter is deemed likely. There are however sinmpeéasures that could be taken to lessen the
impact of any stigma. These include the obvioushsas making the device as small as possible,
designing it so that it can be placed on the badguch a place that is not likely to become visible
under normal social situations and by designinigp isuch a way that it does not need the user to
interfere with it in public.

134 RSPG Opinion on the radio spectrum policy progr&nm®SPG10-330 Final, DG INFSO, Brussels, 9 Jul® 2Para
9
3bid, Para 20
136 with regard wireless technology the spectrum fitak historically been considered as the limiesburce and as a
limiting factor that needed to be controlled callgfusee: Gruber., H and Verboven., F, (2001),¢éTdiffusion of mobile
telecommunications services in the European Unieurbpean Economic Review, 45, 3, 577-588
13ETSI Proposal — DTR/ERM-TG30-100
1387 regulation in the USA from the FCC is also undewvelopment. — Information provided by Thomas Wehehis
presentation on 18 January 2012.
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9 Annex A - International and EU Environmental Scanning
Comparisons

In this annex we present an environmental scanmiitigree countries. The scanning is based on desk
research and material generated by the two statteheborkshops organised by the MovingLife
project.

This environmental scanning illustrates globalatiéhtiations as well as convergences in the current
state of play for mHealth as a result of differiogre models and their evolution. This is true in
particular where comparisons and contrasts canrb@erdfrom the findings of the state of play
outlined in the main body of the report. The analysveals that these are important issues framing
the future trajectories of mHealth development aliical uptake. Many of the findings of our state
of play in relation to European developments, atlighted in the main body of this report, are
replicated in countries outside of the EU. Intéiorally the benefits and advantages that mHealth
solutions are promoted as offering tend to coalesoeind broadly similar goals and they face
broadly similar challenges. These include redu¢igcost of healthcare, reducing inefficiencies in
healthcare systems, enhancing the effectivenesarefspaces and empowering patients in managing
their conditions and healthcar®. In exploring the international dimensions of mHleasome
divergences are apparent in the proposed usesrapdsed conditions or diseases which are targeted
by the field as articulated by policy or medicaltams. The convergences and divergences are
examined and highlighted here focusing on inteomatii counties whose contexts and environments
can be quite different from European ones. Theyuaedul starting points for both a European and
international dialog on how best to implement aegldy mHealth services where they will be best
received and most effective in solving health @radles in different countries and in different
settings.

Care space models and care models across the arerlshextricably linked to social, cultural and
economic factors and determinafit§’he management and negotiations around care spadesare
models diverge between countries. This is oftenrdtavthe differences in a variety of factors not
only between countries but within countries whdrese differences play out in national and local
contexts. Care spaces and care models are alsoupadex number of different elements and factors
and healthcare is a complicated and often emossgaei in countries. This is often for different
reasons, some of which are analysed here, giveintpact that they will have on the success or
failure of mHealth development, implementation amgtake. These elements have already been
discussed in the main body of the report with aalyamis of their importance in shaping the current
state of play. With the complexity and range otiessinvolved this scanning by necessity seeks to
explore some of the fundamental factors influenciniHealth development, innovation,
implementation and clinical uptake rather than @néag a complete overview of all possible
environmental factors influencing mHealth.Furtherenthis environmental scanning is particularly
focused on those factors which can be comparedcanttasted with the elements detailed in the
main body of the deliverable. In this environmermsiznning three countries are examined, the USA,
Japan and India. There are some similarities alsagedignificant divergences in how these countries
are approaching the topic of mHealth.. This analgsisuch then may also be seen as a useful gtartin
point in considering what areas and elements migled to be explored in further considering the
role of and development of mHealth applications aarvices in other regions, areas, localities and
countries in the world.

A critical reason for divergences in terms of miteaésearch, deployments and clinical uptake is the
oftentimes substantial differences in how healtre da provided and how it is funded in different

13%/ital Wave Consultation.mHealth for Development @ The Opportunity of Mobile Technology for Healthcame
the Developing WorldWashington, D.C. and Berkshire, UK: UN Foundafitadafone Foundation Partnership.
140 Merson, M. H., Black, R.E. and Mills, A.J. [ed€008), International Public Health: Diseases, Programss@®yns
and Policies London UK, Jones and Bartlett, pp. 43-64
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countries:*in general countries adopt a flexible approachisiniy key methods of financing
healthcare through general taxation, social instgaprivate insurance or direct individual payments
Care provided by charities (in developed and depietp countries) is funded by donatioffs.
Countries may also rely on public or private pransof services with most employing a mix of
public/private provision. Following on from this@ther set of critical differences can be foundhe t
particular health challenges and issues which arerifised by policy discourses in different
countries. In this latter regards there are intional aspects where some of the key commonalities
can be found with Europe. For example Japan is\gaoiuch the same demographic pressures in
terms of an ageing population that some Europeantdes are facing®

One important dynamic that can be said to be reften the situation of India is how mHealth
technologies, deployments and services can helpnor weight to efforts by countries meeting the
targets set out in the UN Millennium Developmenad** The recognition that mHealth can have a
major role to play in these goals are recognised hymber of studies. Given the ever increasirg rat
of mobile phone penetration globally it is not umsising to note a plethora of deployments in
developing countries that seek to leverage thasplsidevices in innovative ways to deliver health
and social care in very challenging circumstandésese include for example services in Africa
aiming to ameliorate problems linked to Hf¥, Yet the positive features and factors driving ralkte
are also matched by a number of negative ones vanemhibiting or may inhibit its implementation
and uptake currently and in the future.

The growth and emergence of the smartphone isaimia key international driver for mHealtff.
Devices which include ever more functions, suchigh quality cameras, ability to access internet or
other online services and in the future phones witre sensors, biometric recognition or seamless
and intuitive interfaces mean that it can be ptedi¢hat they will be a key resource leveragedan t
future development and deployment of mHealth ses#t’ The market dynamics for smartphones
has witnessed over the last few years a contirathlation in the cost of such devices for consumers
which in of itself can be seen as a more generaédm mHealth. Continued advancements in these
and other devices will expand the possible rangkefarm of functions which mHealth can leverage
in the delivery of applications and services. Asexamine in this environmental scanning however
while there is reduction in costs for these devittes is not to say that they have become as
ubiquitous or as cheap or as all pervasive as thehncheaper traditional mobile phone in some
regions and areas of the wotfd.

A further key international enabler for mHealth bgpnents can also be said to be built on the back
of the emergence of the global Internet and ite@ated broadband and wireless infrastructures. The
ability to rapidly share data across the world,eatitb by the fact that this data can be shared and
transmitted by an ever widening range of devicab equipment means that along with the growing
phenomenon of the blurring of the line betweenrenknd offline the porosity of data means an ever
growing interconnectedness. This can mean in théegb of mHealth that clinicians can readily and
easily access specialist knowledge or even reltheradvice and guidance of others remoté&iyit

also means that the notion of what constitutesctimecal space itself is open to contestation and
negotiation. Indeed this latter phenomenon candem sis both the greatest opportunity offered by

i;‘;:wcPake, B. and Normand, C. (2008galth Economics: An International Perspectizendon UK, Routledge.
bid.
143 MacKellar, Landis, “Population ageing in Japanbref survey”,European Journal of Social Sciendéol. 13, Issue
4, December 2000, pp. 413-430.
144 v/ital Wave Consultation (20099p Cit
145Chang L. W., et al, (2011) ‘Impact of a mHealtkelwvention for Peer Health Workers on AIDS Car®&imal Uganda:
A Mixed Methods Evaluation of a Cluster-RandomiZeil’, Aids and Behavioyiol. 15 No. 8, pp. 1776-1784
149 uxton, D. D., McCann, R. A., Bush, N. E., Mishkird. C., & Reger, G. M, “mHealth for Mental Healtimtegrating
Smartphone Technology in Behavioral HealthcaRetifessional Psychology: Research and Pract@etober 2011
147 |stepanian R. S. H, Pattichis, S. C. (2006ealth: Emerging Mobile Health Systerew York US, Springer
18yital Wave Consultation (2009Dp Cit.
149 |stepanian R. S. and H, Pattichis, S. C. (2009)Cit.

Page 73 of 230



MovinglLife
D2.1 State of Play in Mobile Healthcare

mHealth or the greatest threat which it poses,eastl to the eyes and perspective of some
stakeholders. It can be expected that as is the maw with mHealth being in its initial states that

some suspicions and concerns are being articufatedxample by some sections of the medical

profession about the impacts that mHealth serviwk applications will have on traditional spaces

where care and healthcare is provided, deliverahaged and monitored, often for the benefit and
safety of patients. Developments in wireless tetdmies also mean that some countries who have
poor network infrastructures delivered through phdines can bypass the problems of upgrading
these infrastructures in delivering network actdestisadvantaged regions.

Another further important driver in the contextrobst developed (and developing) economies is the
ever increasing cost of care associated with te&trtrent and management of lifestyle and chronic
disease$® This is of course also compounded by reductionthén numbers of younger persons
contributing to the costs of this care. This ‘agetsunami’ of related challenges is for some the
greatest challenge to healthcare delivery in th&@htury and beyond. Studies have illustrated the
relationship between increased ageing and incrdasaith expenditure on older persons in a number
of countries, such as the UK and the USA.There are a number of commentators internatignall
who have argued as to whether this imbalance ifttheare is truly sustainable amidst debates as to
what constitutes the limits of medicif®.In addition to this imbalance the progress of roiedi in
curing infectious diseases is a story replicatedreater and lesser degrees internationally in both
developed and developing countries. However pragresthis area has seen an increase, while
predominantly in the West, but also elsewhere i wWorld, of chronic diseases associated with
lifestyle choices and contexts (such as richesdi®m higher incomes). These include diseases such
as diabetes, coronary diseases and various cdncers.

A further issue of concern is whether mHealth wrlily in all case deliver equitable healthcare or
will it be a tool which lessens inequality in héatire not only in developing countries but also in
developed economies across the world. Some exaramesnalysed here which illustrate how cheap
and effective care can be delivered in challen@imgncial circumstances and environments through
leveraging mHealth solutions. As we shall see tlagority of these deployments are currently SMS
based utilising older simpler mobile phones. Ineorib deliver the stated goals of the mHealth wisio
completely, more expensive technology, such astpimames, wearable sensors and other elements
may need to be used. These though may be beyonedbb of those from poorer socioeconomic
backgrounds in both the developed and developintgpgw®his problem is further compounded by the
argument which can be made that those who willrdigprtionately suffer from chronic diseases will
be those from poorer backgrounds, especially thbsenic diseases linked to lifestyle choices, such
as smoking or those which are linked to the cirdamses of the economic constraints of their lives,
such as bad diet causing obesity and resultinghahrisease$>*

Each country section begins with a general backgitoand overview of each county in how
healthcare is provided and funded. Specifically tbeus is on those which have a bearing on
mHealth development, implementation and uptakes Thcludes physical and wireless network
infrastructures as well as the proliferation of ides through which mHealth solutions might be
delivered. Each of the scanning exercises thenidersswhat the key trends are in each respective
country environment. These trends are by virtuériviers or inhibitors reflecting the impacts of skee
trends either fostering the promotion of mHealthmaght be a risk to mHealth implementation in the
future. These can be broad social, economic, @llas well as legal issues which serve as a trend
which mHealth may meet and solve for society ortrousrcome in order to achieve success in terms

%0 Magnus, George (2009Fhe Age of Aging: How demographics are changinggtbbal economy and our wotldohn
Wiley & Sons (Asia), Singapore
151 Ppropper, C. (2001),Expenditure on Healthcare in the UK: A Review ofe thssues Bristol UK,
http://www.bris.ac.uk/cmpo/publications/papers/20¢130.pdf
152gstark, A. (2006)The Limits of MedicineCambridge UK, Cambridge University Press
153 Stuckler, D. and Sigel K. (eds.) (201Bick Societies: Responding to the Global Challeafy€hronic Disease
Oxford UK, Oxford University Press
4bid

Page 74 of 230



MovinglLife
D2.1 State of Play in Mobile Healthcare

of mHealth development, implementation and uptakée clinical as well as personal sense. After
this these key drivers and inhibitors to mHealthied@oment and uptake are examined. Inhibitors are
those features of the country environment whickesas impediments or are issues which restrict (or
have the potential to restrict) the uptake or Usmldealth services, applications and devices. Dsive
are those features of the country environment wlsehve as active agents for promoting the
development and uptake of mHealth.

Given the limitations of time and space it haslme¢n possible to exhaustively examine every single
feature in all three countries in relation to thesseies. Rather this analysis concentrates on dst m
prominent elements within each of the scanning wl&n be seen at the national level. As such it is
clear that local issues will play some role in deii@ing the success of not of mHealth deployments
but consideration of all local issues is beyond shepe of this analysis. However the factors and
elements considered here are fundamental oneslgrstanding the current state of play and possible
future trajectory of mHealth research, developmanplementation and mHealth in these countries
and elsewhere for similar and even divergent chg#te which must be addressed.

9.1 USA

Health-care is often a contentious and politicatiytroversial topic in the USR? It is the world’s
largest health-care market in terms of spendingramenues® In respect of this latter point the size
of the market in the US means that as a resuli@pbssible financial returns from research the USA
is one of the biggest players in the field of mie&l’ However in general and in comparison with
the situation in Europe none of these mostly mplosmall deployments have yet been scaled up to be
a large scale deployment of mHealth services olicgions. Of the three countries examined here
the factors determining why this might be the caiseones which are broadly similar to the issues
faced by European countries in terms of mHealtHoyepents, applications and services. Healthcare
in the US as mentioned above is at times, lik&isopean counterparts, an extremely political and
emotive issue. As a result within the US as withiany European member states a considerable
number of stakeholders exist whose views can aashcoalesce around arguments concerning the
best direction for healthcare to tak&.The result of this is that mHealth is often siaghwithin
divisive political and social debates. The impatttlis for considering the implementation of
mHealth solutions is the need for providers to gate a complex and challenging environm&nt

Perhaps one of the critical factors in terms of @iHein the USA is the issue of reimbursement
models. As health care in the US is privately fuhdérough various insurance schemes, economic
issues in mHealth have often, but not always, besrgrounded in terms of the efficiencies that can
be delivered to clinical organisations and saviwbgch individuals can make in terms of the cost of
their health and social caf®. While there is some public reimbursement in thaltmcare sector,
through for example Medicaid and Medicare (bothwbich target especially vulnerable groups in
terms of the economic costs of healthcare) andewtmére has been some movements under the
Obama administration to introduce greater publavgion it is difficult to see any major changes in
how healthcare is paid for in the majority of casethe USA is to be achieved in the short termeOn
of the more negative legacies of the system iddlge and sizable proportion of USA adults who
have no healthcare insurance and thus bear the aahy treatment individually and at the point-of

135 Marmor, T., Oberlander J. and White J. (2009).e bhama Administration’s Options for Health CaresQQBontrol:
lI—l|sgpe versus Reality’ iAnnals of Intertnal Medicine/ol 5 No. 7

Ibid
157 Healthcare IT News, (2012), Market Trends for Telemedicineww.healthcareitnews.com/news/7-market-trends-
telemedicine?topic=08,16,18,19,26
%8\utley, S. (2003)Bridging the Policy/Research Divide: Reflectionsldressons from the UKNational Institute of
Governance Conference, Canberra,
http://ia201119.eu.archive.org/tna/2006071513552/hvww. st-
andrews.ac.uk/~ruru/Bridging%20Research%20PolicyPbade.pdf
1590p cit. Healthcare IT News, (2012)
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care. This is in direct contrast to the statutargl @hilosophical underpinnings of the system otcar
provided in the UK by NHS where for example evererehpatients might wish to contribute, in
particular where treatments are not authorisedh siscthe recent example of breast cancer drugs,
there is no room to allow such a measure to ot®¢as such one trend for mHealth in the US is for it
to be seen a method for patients and end-useesitme their costs in receiving healthcare.

A number of other key drivers can be identifiedtie US environment in relation to mHealth
deployments and implementations. As mentioned ptsly one of the main trends in the American
context is the value of the healthcare market.donemic terms US healthcare expenditure dwarfs
expenditures in the rest of the world. Healthcgrensling was 17.9% of GDP in 2010 or roughly 2.5
trillion dollars'®® This level of spending is the highest in the watith most analysts predicting that
spending on healthcare as a percentage of GDRewvitinue to rise in the U&.In economic terms
then there is a suggestion that mHelath could Wawin situation for providers, developers, end-
users and policy makers. This would be especially if mHealth solutions were able to demonstrate
cost savings to actors within the US healthcareesys

Another driver in the US context is the prevalen€a large amount of investment in the physical
and non-physical network infrastructure which canldveraged in order to provide quality, reliable
and effective mHealth services, applications andcgs. The US has for example long been the
global leader through its satellite network (iflfiadeveloped for military purposes) of Global
Positioning Services. This and other functions Wwhian be enabled by satellites and other advanced
communications technology means that for mHealtid aHealth a reliable infrastructure exists
through which a wide variety of services can béveebd®* Linked to this healthcare spending on IT
systems in the US context has been quite highngatdi hospitals being relatively well-equipped in
terms of utilising eHealth technologies. One asdionps that as a result the transition to utilgsin
mHealth solutions might be relatively straightford/&>.

The proliferation of personal consumer devices thiexist in the hands of American
consumersmeans however the existence of an infcaiste which can fully leverage the potential of
mHealth. As such there is both the network infragtire and device infrastructure which would
enable social and health care to be delivered adritsf the traditional clinical, medical and care
settings. These provide a significant base whichlmleveraged in delivering mHealth services and
applications. Indeed the US is currently the larrgearket for smartphones in the world although
some analysts predict it will be surpassed in tesfrsize by China in the near futd@ In relation to
these personal consumer devices the US is like Eamstpean countries witnessing a transition to a
point where smartphones have replaced traditioraile phones as the communication device of
choice in the market. Recent figures have suggedbggdhis trend as in Europe is accelerating with
the rate of smartphones owned in the US estimatbediag 46% of mobile phone owners in 2611

Another driver in the US context isa drive towargilshancing patient empowerment from the
healthcare sectB This has included drives to increase their own @mgsment and responsibility

by some types of patients and individuals themsebh& well as encouragement and support from
healthcare professionals. In terms of the treatraedt management of chronic diseases such moves

®l5ikora, K. (2007), ‘Paying for cancer care- A neilelhma’, Journal of the Royal Society of Mediciivol. 100 No. 4,
pp. 166-169
25ee https://www.cms.gov/NationalHealthExpendDatardoads/tables.pdf
183 Baicker, K. and Skinner, J. S. (201Rjgalthcare Spending Growth and the Future of US Rates NBER Working
Paper, Mass. US
%%0p cit. Healthcare IT News, (2012)
porus, J. B. and Ellis, M. (2009)king America’s Pulse on Mobile Healthcare, Conetsrand Physicians Rate a
Range of Conceptslarris Interactive
%pynzalan, R. (2012), ‘China to Surpass US as thggeBit Market for Smartphones’Brighthand
http://www.brighthand.com/default.asp?newsID=18708&s=china+smartphone+market
17 Nielsen (2011)State of the Media: Mobile Media Report Q3 20Mielsen
1%88ruegel, R. B. (1998), ‘Patient Empowerment: A ttethat matters’Journal of the American Health Information
Management Associatipiol. 68 No. 9, pp. 30-33

Page 76 of 230



MovinglLife
D2.1 State of Play in Mobile Healthcare

are for some commentators critical in addressiegctiallenges faced by the US healthcare system as
a result of increases in their rates of incidéffcédere where chronic diseases are associated with
lifestyle, such as for example where they are duebiesity, medical treatment not only focuses on
cure but also prevention through the encouragemiecihanges in lifestyle behaviour in individuals.
mHealth solutions which can effectively support iuduals in changing behaviours with the
assistance of healthcare professionals is one énpal use of mHealth in the US.

Perhaps the main barrier in the US context is pediadlly also linked to one of the main enablers
and key drivers for mHealth. By this the scale aiz@ of the American healthcare market makes it
one of the most attractive places for mHealth dspels and service providers to operate in but the
issue of high and often rising costs in healthcarea challenge for most operators in bring
technologies and services to market and recupgratists. The proliferation of cheaper smartphones
and continued technological penetration may howbeea key dimension on negating rising costs in
healthcare if mHealth solutions can be successtldloyed.

A further inhibitor to consider for mHealth whichhie not solely an issue for mHealth specificafly i
related to issues of liability, malpractice and idental events which have resulted in a highly
litigious environment for some parts of the Amenidaealthcare sectdf. Costs associated with
malpractice whether malicious or accidental isgmificant issue in the US. Whether mHealth can
play a role in reducing these costs or whetheretiena danger that development and implementation
might be impeded as a result of the issue of ligliémains unclear. As such there is as of yeteab
clarity what the lines of responsibility will be many advanced mHealth settings. For example will
mHealth liability reside with device manufacturesyvice and software providers, medical and care
professionals or with patients themselves. Thisstijoe can be asked in other countries and settings
as well given the fact that mHealth representsith atvay from a care space dominated by places
such as the hospital to one where the care spaseigwhere the individual decides to be.

9.2 India

As the second most populous nation in the worldalaehd its health-care sector is faced with a wide
variety and often quite significant challengestie telivery of car€’. Much of the policy focus in
health care delivery and services in India are $edumore on infectious diseases as opposed to the
chronic diseases. Other concerns for Indian heaéhpolicy have been reductions in infant and
maternal mortality. Further priorities for healthegolicy have arisen as a result of the introauncti

of new technologies, such as the rate of femaletialbs as a result of clinical diagnostic testirrg o
improved ultrasound imagery technoldffy Such uses of health technologies as with devebopsn

in other countries reflect prevailing social comats, attitudes and mores. One aspect to consider
then in relation to mHealth at least in the Indéamtext will be how these technologies will functio
within the wider social contexts and attitudes wittifferent parts of Indian society.

While India has been a leader in terms of the autsng of IT related services for a number of
international and global companies it can also lgued that the technological infrastructure on
which much mHealth services are reliant is notgmes some parts of India. These areas which are
rural, remote and often impoverished are a keyetawfjsome mHealth deployments and indeed have
seen some initiatives but it remains unclear hofectize these developments will be given the
limited capabilities in services which can be pdad on the current technological infrastructure$ an
more importantly devices which are present in tleesad’® As we examine here the most successful
mHealth deployments in India thus far have reliadlevices which are limited in capabilities. Thss i

1%90p. Cit. Porus and Ellis (2009)
Mello, M., Chandra, A., Gawande A. and Studdert(ZD10), ‘National Costs of the Medical LiabilitySem’,Health
Affairs, September Vol. 29 No. 9
Ramani, K. V. and Mavanlankar, D. (2006), ‘Healflstem in India: Opportunities and Challenges foplavement’,
Journal of Health Organisation and Managemevol. 20 Iss. 6, pp. 560-572
"Raj, A. (2011), ‘Sex-selected abortion in Indiehe LancetVol. 378 Iss. 9798, pp. 1217-1218
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not to deny that these developments have delivexedumber of significant benefits and
improvements in healthcare where they have beetoykgh However in considering the broader
range of possible services and applications whidtealth solutions can provide, but with the
requirement of more sophisticated technologies) the case in India for these types of deployments
remainséggclear as to whether they can functidmeosuccessful in terms of a wide scale deployment
or uptake™.

As a result very different forms and types of miteaeployments are currently being focused on in
India. India also has a number of successful tdolgital and service deployments in eHealth and
telemediciné’®. These while not mHealth solutions do suggest a@blei future for mHealth
developments in the context of how eHealth has lpmroeived as being successful in addressing
some of the challenges facing India’s healthcartosg®. Finally more so than most of the other
countries which have been examined as a part sfetfivironmental scanning is the observation that
India represents a very diverse and disparatef$eta and regional conditions in the country. $be
differences mean in essence it is more difficulstiggest that any one national set of factorshae t
main influences which will need to be consideredniiyiealth deployments. For example the large
disparities in income between different regionsndia and the disparities in investment in healtbca
suggest that uniform conclusions as to the poteiatianHealth are difficult to reach.

A number of inhibitors can be identified in relatito mHealth use, take-up and implementation in
the Indian context. While the large population dib means it is attractive from the perspective of
implementing mHealth in some ways it also bringshwit a number of challenges. The most
prominent of these inhibitors in respect of the yapon of India is the existence of extreme
inequalities in terms of economic conditions foffetient segments of the populatféh Linked to
this is the observation that while there is highgieation of mobile devices in India these devies

for the most part quite simplistic mobile phoneshwimited capabilities in terms of connectivity,
applications and access to services that are aopahne envisageddelivery of mHealth servi¢gs
India is not the only country to have this issughwa similar trend being replicated in other
developing countries. A furtherinhibitor in need adnsideration in the Indian context relates to
issues of privacy, data protection and the secuwffitthe potential networks which will be used and
leveraged by mHealth services, applications andcdsyIndia has taken recent steps to strengthen
data protection regulatory frameworks through thenulgation of a new law. But it is unclear to
what degree individual’'s healthcare records witlally be secure and protected considering the risk
associated with mHealtR. This is a clear issue also for other countrigisinmg mHealth including
those in the EU. The impacts of this on mHealtWwhether providers will be able to ensure that there
is sufficient levels of trust in their systems ometpart of end-users as well as healthcare
professionals.

Like other developing countries one key enablerelation to the technological implementation of
mHealth services and deployments is the fact thdialis in a position to ‘skip’ a generation of
network and connection technologies. By this wemtbat India like other developing countries has
missed to some degree the development of netwdr&sinuctures characterising other developed
countried®. While in some instances this can be seen tortegative situation in relation to mHealth

"Garai, A. (2011),Role of mHealth in rural health in India and oppanities for collaboration ICCP Technology
Foresight Forum, OECD
5 Ganapathy, K. and Ravindra, A. (2009), ‘Telematidn India: The Apollo StoryTelemedicine and eHealtiol. 15
No. 6, pp. 576-585
9bid
"Deogaonkar, M. (200450cio-economic inequality and its effect on healtdalelivery in IndiaElectronic Journal of
Sociology, http://www.sociology.org/content/vol&g&bgaonkar.htmi~
"8Ganapathy K, Ravindra, A. (2008mHealth: A potential tool for healthcare delivery india, http://ehealth-
connection.org/files/conf-materials/mHealth_A%2@pdial%20t00l%20in%20India_0.pdf
SCRID - University of Namur (2005)First Analysis of the Personal Data protection Law India, p. 45.
http://ec.europa.eu/justice/policies/privacy/doesles/final_report_india_en.pdf
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some have consistently argued that this is an enalle to the fact that developing countries are
therefore not faced with the same problems assatiaith adapting legacy systems in order that they
can manage mHealth deployments. As such by movnegtty to newer wireless technologies India
may have less problems in terms of developing acké@metwork infrastructures from the outset in
those regions targeted by mHealth solutions.

Linked to this enabler is the issue of care andioa¢dpaces and their interactions with often large
numbers of individuals who are dispersed or arserewithin remote locations in Indfa As a
result the challenges of attempting to deliver tieare to people in these regions is a challenge
which can be met by mHealth solutions. A furthealdar for mHealth is the identification of the
field within some political sectors, especiallyy@atal levels and within medical and care profesai®n
as an important tool and development for improving quality of healthcare delivery in Indfa
This in recent times has been especially true &ivering healthcare services to those from less
well-off socioeconomic backgrounds and in particdta those who are living in remote, rural and
often difficult areas to reach in terms of the itiadal delivery of healthcare. As with the sitwatiin
other countries, and recognised for example byEtlm®pean Commission the importance of political
support in some instances will be vital for sucfidsaHealth deployment&®

As with other developing countries othertrends lbandentified which can serve to promote or lead
to the success of mHealth deployments, implememtsitand uptakes in the Indian context or inhibit
this. These trends as mentioned in the introdudtahis scanning report and replicated in respéct
the other countries forming the basis of this reaoe common national factors that can be said to
have some potential or possible influence on tleess or failure of the implementation of mHealth
deployments. However a point to consider is thatithpact of these drivers may not be replicated or
repeated in all areas of India given the regionargences and differences in the Indian contetie T
degree to which these national drivers actuallyaotpon the situation of mHealth successes or
failures is beyond the scope of this environmestanning given the complexity of the issues faced
and the complexity of how these issues might belved. In actuality this is true not only of India
but in also considering how mHealth is being usedven indeed how mHealth might be used in the
future in other developing countrfés$

One key trend in this regards is the increasinghecoc prosperity of India as a developing country
and the associated investment in healthcare thakisg place as a restift Linked to the notions
that India does not have to deal with legacy inftegural problems outlined above the same can be
said to be true to some degree in investments ttaggenprovements in healthcare overall within
India. As such, India, like other developing coiggrin skipping a developmental step in overall
healthcare infrastructure (both human and physioaly be able to reap substantial benefits from the
investment it does make in healthcare especiallyniproving the quality of care in rural aré¥s
This can be especially true where training and kbgwveent is concerned. Utilising mHealth and
eHealth generally in sharing best-practice for eantould be seen as one potential major benefit
for India’s healthcare systéfl. While not a completely clean slate it can be adgthat there is
relatively in terms of institutional or structugadoblems that might be an impediment to reformhmn t
system once the political will is there to fund éstment. However a continued shift in transferring

8lGanapathy K, Ravindra, A. (2007), ‘Health careRuorral India: Is Telemedicine the Solutialournal of
eHealth Technology and Applicatioviol. 5 No. 3, pp. 203-207
1820p. Cit. Ganapathy K, Ravindra, A. (2008)
1830p. Cit. Vital Wave Consultation (2009)
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1%Subhasis, R. and Mukherjee, A. (2007), ‘Developmeit framework towards successful implementatidne-o
governance initiatives in health sector in Indlaternational Journal of Health Care Quality Assa® Vol. 20 Iss. 6,
pp.464 - 483
1%singh, K. (2003), ‘Biotelemetry: could technolodicevelopments assists healthcare in rural IndRatal and Remote
Health,Vol. 5 No. 234
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more costs onto end-users in consuming healthcayereduce the possible benefits associated with
increasing prosperity and further investni&ht

Another key driver to consider in the Indian contexthe fact that India’s population camies to
increase. Indeed most observers and studies sutjgdsindia will become the world’s largest
country in terms of population, overtaking Chinametime within the next 50 yeaf8 As such all of

the problems faced by healthcare provision andvesii explored above will continue to increase
along with the size of the population. Also unlikeropean and the US and also Japan which is
analysed next in this report India’s current derapyic profile is predominantly and nearly always
much younger than these countries. As such it &saeable to conclude that in the future the
problems of chronic diseases associated with amgg®pulation will be a considerable burden on
Indian healthcare. One comparison here can be madeChina, which due to the effects of the one
child policy is beginning to face a demographidtdiowards an older population.

A final driver in the Indian context is related ttee desire for the country at some levels in policy
thinking to be seen as a global leader in reseanchinnovation in health sector related fields af w
as in ICT related field€® This is a common trend within Asian countrieskieg to enhance and
transform their respective economies from resousmyice or manufacturing economies into
knowledge economies. As such it can be seen thatatiiHi as well as more generally eHealth
technologies can be seen as one avenue in whig¢h tath invest in research and innovation and
potentially become a global leader in this fieldtethnological developmérit. As of yet however it

is not clear that mHealth services, applications @evices have been identified as one of theses area
in the same for example biotechnology and gendi#ss been identified. However the potential in
mHealth does suggest that in the future or as tdogies in other contexts demonstrate their utility
that the field could likewise be identified andgeted as a key innovation area for India to commit
resources and funding towards.

9.3 Japan

Japan’s health-care sector has like some Europmartrees been faced with the challenges caused by
an ageing population. Japan’s response to thishkeith challenge has been multifaceted and multi-
pronged. The specifics of mHealth research andogapnts can for the most part be situated within
a drive to create a technological dynamic in teahBow health care and social care is provided
This can be clearly seen to be building upon anraoc@ment of technology within the healthcare
sector in Japan, seen and identified in the suesea$ich eHealth deployments have had in the
Japanese healthcare settbreHealth has been a strong feature of recent oewelnts in Japan and
as such mHealth, as a further evolution of mHea#th be said to be in a strong position to be
successfully implemented in the Japanese healtlsyatem.

The funding model for Japanese healthcare is atoiké a comprehensive universal system of
publically financed care through a system of geniesrancé®. Most privately funded healthcare is
done so through a system of insurance, often linkiéd employment or with schemes which are
individually purchased®. Unlike the US the Japanese healthcare sectondtaseen faced with the
same level of politicisation or controversy espkgim times where reform of the care model and

8Berman, P. (2010), ‘The impoverishing effect of Itezare payments in India: New methodology and ifigd’,
Economic and Political Weeklyol. 25 No. 6
¥%hanna, T., and Y. Huang, 2003, “Can India Overt@kina?Foreign Policy July/August
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192 sawa, T. (2011), ‘Leveraging Devices, Data ancc®isry for Smarter Healthcare in Japaféalthcare Informatics
ResearchVol. 17 No. 3
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care space provision has been mooted by differ@rgrgments. One reason for this is that until quite
recently one party has traditionally dominatedghbétical landscape in Japan, this stability in &le
governance of the healthcare sector through theuwsaipolitical parties which have been in power
has meant that there has been an unusual stabititg Japanese context in healthcare pdifcifhis

in tandem has had a direct impact on the statwlfityealthcare provision and different models in the
Japanese context.

A further trend is that while that Japan is a hlgaurbanised society a large part of the country
remains relatively rural. Here though progressiagpahesegovernment policies have ensured that
rural areas benefit from technological advancebdalthcar&”. This fact though is offset by the
observation that there is a clear demographic bptiveen urban and rural Japan in the age prdfile o
the respective regions, with urban areas havingiderable younger people than rural areas where
considerably older persons resitfeAs such there is a relatively uniform dispersidriechnologies

in health-care that for the most part is not maddneother countries. It can be assumed that tills w
continue to be the case as mHealth solutions aueykd in Japan.

Unlike the other two countries examined in thisiesmymental scanning the barriers faced by Japan in
terms of the possible success or failure of widesgprmHealth or eHealth are less significant.This
means there is a much greater potential at leasteidapanese context of the ability for mHealth to
be deployed and implemented successfully in the futare. Two significant barriers can however
be identified in the Japanese environment and gbnidich research and the literature have
considered. The first of these is being faced bheiotountries in that mHealth services in Japan
unlike eHealth have yet to successfully move beypiat and trial projects to clearly large scale
developments. From a technological perspectivecantmercial perspective this has meant that there
a plethora of devices, services and applicationthoui a gold standard existing in terms of the
interoperability of all of these various foris As has been recognised in other countries this is
considerable barrier for wider and further impletagon of mHealth.

The second barrier for Japan in terms of the implaation and deployment relates to general
conservatism of healthcare professionals in J8ahs with our discussion of the state of play ie th
medical context Japan’s healthcare system is unistitally and organizationally quite conservative.
Some doubts can be expressed then in terms ofiginficant changes mHealth can bring to
delivering healthcare as to whether technologidsbei accepted. As noted in the main body of the
report possible resistance to changes in the peaci healthcare by healthcare practitioners is a
significant potential inhibitor. Overcoming this livinvolve gaining the trust of the medical
profession and end-users and demonstrating thditsemlemHealth to all concerned.

A number of enablers for mHealth can be detectatienlapanese environment. Perhaps the clearest
and most obvious one is the level of technologyettgsment and uptake in respect of networking
technologies. This is true in relation to the isfracture as well as the proliferation of personal
consumer devices that could be leveraged to prawidealth services and applications. Japan like its
other Asian powerhouse counterpart in terms of akwechnologies, South Korea, has invested
heavily in broadband and wireless network infratrce in order to fully take advantage of the
promise of the digital age and digital economieduther enabler in relation to the Japanese contex
is linked to the high user acceptance reportedhénJapanese context for the types of devices which
are in most instances are envisaged as the kegeadethirough which many mHealth services and

1%yoshikawa, A., Shirouzu, N. and Holt, M. (1991),0 does Japan do it? Doctors and hospitals in wewsal care
system’,Stanford Law Review/ol. 3 Fall, pp. 111-129
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applications are to be delivered in the futfiteThis acceptance is also related as in the cagieeof
USA of the existence of a large proportion of tapahese population who are both able to afford and
are sufficiently technologically aware in makingeusef the more advanced features offered by
continued technological innovation in devices.

The final enabler we consider here in respect efJdpanese context is like the situation of Inkiéa t
high levels of political and other stakeholder suppvhich exists for ICTs, eHealth and arguably as
they increase in prevalence for mHealth applicati@ervices and the devices through which these
are provided. This support can be both in the fofractual investment in research and innovation
and acceptance for example by the medical profedsyovirtue of the fact that eHealth technologies
and solutions have a proven and demonstrable maobrd in solving problems, reducing costs,
tackling issues and in general have been a suémeasthe standpoint of how care is provided and
delivered. As such in one sense the situationpadas one where there is less resistance to fgesty
of future represented by mHealth for care spacdsare models, and indeed it is arguable thaighis
the case in Japan much more so than even othetogedecountries, including the US and most
European countries.

The overarching driver for mHealth deployments anglementations in the Japanese context are
related to the ageing population and the increagmegalence and epidemiology of chronic diseases
which are evident as a result of this change indémaographic profile of the populatfdh Linked to

this are the problems of increasing costs facekdajthcare as a result and the pressures of delver
healthcare in constrained urban environments withh tpopulations, problems which mHealth
solutions are able to solve. This overarching featof the Japanese context has a number of
interrelated and interdependent factors which carsdid will determine the success or failure of
mHealth applications, services and deploymentsy ®igo bear heavily on the possibly impact of
mHealth on care models and care spaces in the dsgpaontext. As with the US and the EU a key
driver for Japan is the reduction of costs in tealthcare sector. Japan faces significant futusésco
in terms of the care of an elderly population amel impact of this especially considering the rdle o
public financing in the healthcare syst@However it is undeniable that as well as beirdyiger

that this could be a significant barrier to mHealttbt in some much as mHealth may be a valuable
tool in offsetting the costs associated with aniraggopulation but in that sectorial reform of
healthcare provision may have unanticipated impactbusiness models and the economies of scale
that can be seen as being success factors in wale sptake and implementation of mHealth
services, applications and devices.

One other driver is relation to the social contxfapan in terms of employment conditions and the
general configuration of society. What is meantthg is that Japanese levels of stress have been
rising consistently over the last years and has la@eompanied with an increased individualisation
of social spac8’. The notion of a ‘busy’ life is a key aspect toms mHealth services and
applications, in that healthcare can be provideal time and place which reflects the lives of pate
However the negative implication of the deteriaratof these care settings is the observation that
while mHealth can moderate some of the problenespects of a lack of a contact between patient
and healthcare professional currently in termsechhology and applications it is by no means an
adequate or even perfect supplement to face tockaee Against this can be set the observation made
by many within the field of mHealth in that the & by which mHealth can supplement the actual
encounter between the physical patient and theigddysare or healthcare provider is only limited
currently by the technological medium in which akés place. As a result the argument which is
made here is that with continued technological psg there will be a greater ability on the part of

210, Cit. Srivastava (2004)
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mHealth applications, services and devices to letaldully replicate or supplement to an even more
greater degree than is currently possible theseegits to the interactions between physical agents.
Such developments will of course then mean that aitHewill overcome one of the fundamental
issues being faced not only by patients but alsbdafthcare professionals in the Japanese context.

9.4 Conclusion

mHealth is an important evolution of e-health. Hywepresent a fundamental reconfiguration of care
and the provision of medical treatment in termavbere and how this care is provided. Currently

however there a number of challenges to be facesigalth solutions in achieving the same level

of penetration into the delivery of medical andiabcare as eHealth. While inroads are detectable
mHealth it is fair to say is currently in its inlanwhen considered globally. While this scanning

focused on three countries, a brief review of ttexdture dealing with other countries illustratieis

as well. For example in African countries the gesause currently of mHealth has like the situation

in India been focused on leveraging basic mobikepteny technologies and SMS based services in
order to deliver care around such issues as AlD&soa method of increasing maternal and infant
mortality rate&®.

For mHealth of concern is also the fact that thallehges in general which are facing healthcare
systems globally are directly related to the protdebeing faced in terms of development,
implementation and uptake. While the relationshgiween uptake and these challenges can be
positive they can also be negative and represgnifisiant barriers for the success of mHealth. What
is meant by this is that at times the very chakengnd problems which mHealth applications and
services are meant to solve are the greatest sotidiéficulties for them to overcome in respect of
mHealth being considered to be a success. For dgaageing populations and increased rates of
chronic diseases are a key target for mHealth isolsit yet these groups may not be able to make use
of the devices through which mHealth solutionspamvided in an effective way. As such the greatest
challenge facing mHealth are the very challengestware facing healthcare models and care spaces
themselves. If it can be demonstrated that mHesalbiitions whether application services or devices
are able to meet these challenges and produce dénaiole evidence to this fact then the chances of
mHealth becoming widespread and wide scale in tefmusage and clinical uptake can be said to be
dramatically increased.

The final consideration in most cases is the argunoe line of reasoning which suggests that
mHealth is an evolution of eHealth. Some also ssigt@t mHealth is the next step in the process of
reforming healthcare delivery and practice and #sasuch all eHealth will become or will be able to
be delivered through mHealth services, applicatems devices. As such there is a clear correlation
arguably between countries who have successfullyreared wide scale eHealth deployments with
those who will successfully implement and providielegspread mHealth services and applications.
The factors determining the success or failureHéadth deployments are in most cases similar to
those factors which will also determine the sucaasfailure of mHealth services applications and
deployments. These include uptake, financing, n¢vawailability and trust in them on the part of
healthcare professionals and end-users.

Linked to this observation is that those countm@th positive experiences of eHealth are also
environments where ICTs in general have more aabédpy from a wider variety of stakeholders,
including importantly patients and medical and cprefessionals. As such user resistance to the
types of futures for care offered by mHealth deppients may face fewer problems in being
overcome. However as the example of India demaestia lack of familiarity with ICT devices that
may comprise mHealth solutions may not be as greaimpediment as other problems with ICT
encountered in terms of ability to use as a resfullhe digital divide. However this may be offsgt b
the observation that older persons, especiallyettmsgfering from gradually debilitating chronic

20%0p. Cit. Chang L. W., et al, (2011)
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diseases may not be able to use many of the dewigeently being used in leveraging mHealth
applications and services.

As such one perspective which can be suggestdtaisniHealth may lead to a revolution in how
healthcare is provided and as a result lead to be@ng a totally new way of providing healthcare o
doing healthcare. In many ways this eventuality banseen as being heavily dependent on the
eventual or possible success of mHealth deploynaattslly taking place in different settings at the
global, national and local level. This is also ks tstate of play report in general demonstrates an
eventuality which is very unclear given the prewgl conditions and circumstances which
characterise mHealth across different settings sewtors within healthcare practice service and
delivery in different parts of the world.As of yite full effects of these are relatively unknowrd an
also in the majority of cases cannot be measurechalysed in either strictly quantitative termsror
gualitative terms. This is still true despite thesesses which have been reported from some very
high profile pilot and occasional successes whiaiehbeen reported by commercial operators and
which have been championed by some sectors incphati countries. The main body of this
deliverable describes similar circumstances ineespf the state of play in the four areas examined
by the MovingLife project.

One outcome if mHealth does transform healthcatieaslike similar transformations in the banking
sector, the tourism sector and other industri¢sasthe period of transition will be one charaistul

by extreme instability. In other sectors where strahsformations and revolutions have taken place
such change and instability has been accompanidd tive death of prior business models, new
players emerging and old players ceasing to ekistre is a general concern that such instability at
the national and global level in terms of the daiw and practice of healthcare might have
unacceptable human costs. Others may reasonahlg #éingt given the challenges which are faced
that such changes and instability are actually sssry conditions in order to ensure the long term
sustainability and viability of healthcare deliveagd provision in different countries. However ther
is a key concern is considering the global conteximHealth that there is a danger of a two tiered
global dimension to mHealth emerging. On the onedhsuper connected regions might emerge
where networks, devices and infrastructure combmerovide the transformation in healthcare
which some of the visions promoting mHealth comedes. On the other hand other regions may be
left behind and become network wastelands whergitdhls within suffer from not having access to
the networks of the more privileged areas. Howedhes scenario may be just as likely to occur
between different regions within countries as itdsoccur between different countries in different
regions of the world.

Currently this scenario can be seen as being difséte observation that mHealth currently seems to
be following two distinct lines and trajectories whplementation between the developed and
developing world. In the developing world, as ewiced by the situation of India and in other
countries within Africa the focus on mHealth iserfton addressing basic health care challenges
faced in these regions. One reason for this i®bweous fact that the chronic diseases prevaletitan
developed world, which mHealth implementationsasa result targeting are not present to the same
degree as of yet in these regions.Consequentimnthealth applications and services being developed
and used are very different in terms of the targetd focus. As an overall conclusion it can be
suggested that based on the environmental scaoomiycted here of three countries outside of the
EU that the future of mHealth services, applicatiand devices and their uptake and penetration of
the market remains bright. This is true even witinsidering all of the problematic issues and
challenges which they will have to overcome. Thisufe is though by no means a foregone
conclusion. Significant inhibitors exist, yet th&perience of eHealth, which arguably in many
countries encountered the same challenges befbrevatmy market and clinical uptake suggest that
these can be met and eventually overcome.
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10 Annex B - Interviews and Analysis

The MovingLife project as a supplement and complene the work carried out for this deliverable
engaged in conducting interviews with mHealth etger India and Brazil. These interviews were
semi-structured with questions focusing on explpesrpert views on the social, cultural, ethical and
legal dynamics of mHealth applications in both does. In total 5 interviews were conducted in
India and n were conducted in Brazil. The main ifigd from the analysis of these interviews are
presented below.

Interviewees were asked a total of 14 questioress sSemi-structured format, either face to face or by
telephone. Subsequent follow-ups were conductedefoil where required. Participants were
provided with an introduction and overview of theoWhgLife project and the purpose of the
interviews in the context of the deliverable wexplained. Participants were informed of their right
to withdraw from the interview at any time and ayimity was explained and guaranteed in terms of
the analysis and publication of the findings witthirs deliverable.

10.1 India

India represents a significant country in termshef potential implementation and usage of mHealth.
The provision of health-care is faced with a numbérchallenges, as outlined in the previous
environmental scanning annex of the report. From ititerviews it was clear that respondents
identified a number of issues in the context ofidndnd its implementation and use of mHealth
technologies and services. The previous sectiosepted an overview of some of the key trends in
the Indian context that were revealed through deskarch. The interviews provided supplemental
material confirming this and also revealed a nundddindings which were not evident or detected
within the desk research.

Participants from India were recruited on the bas$itheir knowledge, expertise or experience with
mHealth or eHealth initiatives in the country. Theackgrounds included those working in academia,
government, industry as well as those with expegeasf policy or regulatory contexts.

From an analysis of the competed interviews a nurabeecurring topics were identified that were
highlighted and discussed by respondents in theswars to the questions. These are summarized
below.

Healthcare issues

Most respondents noted the problems faced by Indieeducing communicable and infectious
diseases as opposed to the health problems agsbwiah chronic diseases. Some respondents did
suggest however that growing problems associatéd wgher rates of chronic disease incidences
would be a feature of Indian healthcare in the mmedio long term future. As a result most
respondents highlighted that in policy terms ptipimg mHealth was in some circles low on the list
of policy actions. Others noted however that a gngwemphasis on eHealth might have spill over
effects on mHealth solutions being implemented dexkloped.

Respondents suggested though in most instancesirthéte case of infectious diseases and
communicable diseases mHealth solutions might aakey role to play. A theme from responses to
the interviews here for example was the potentiahblealth to improve basic sanitation and basic
levels of care that could lead to reductions iramfmortality. This could be respondents noted the
provision of basic information, remote monitorifgdugh SMS or bring patients into more regular
contact with healthcare professionals, especialipore deprived areas.

Other respondents noted that the ability of mHe#dtlibe an effective tool for knowledge sharing
between healthcare professionals and making satep#tients have the right information could be
highly beneficial in this regards. For example meggents noted that in rural areas the lack of cbrre
and accurate medical data and information was aommahallenge for Indian healthcare
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provision.mHealth was for one respondent one wagadifvering improved healthcare training in a
cost effective manner, if technological solutionsrgvleveraged appropriately.

Other respondents noted that one challenge for ittHsalutions in India was the ability to provide
empirical evidence as to the actual effectivendégbase solutions in improving health outcomes for
patients. Here respondents noted the possibldaesesof healthcare professionals due to this ddick
evidence and the linked problem of generating thiglence in the first place. As such some
respondents suggested that alternative measurewfaniprovements in health outcomes might need
to be developed in tandem with the implementatiolarge scale mHealth deployments.

Gender equality

One interesting finding from the interviews was thggestion and argument made by a number of
respondents about the importance of gender equialipHealth deployments as well as the provision
of mHealth services. Respondents noted and comohéma currently significant gender inequalities
are present in aspects of the Indian health catsy This can range over particular areas of imealt
care, for example dealing with reproductive heaiththe ways in which employment in the health
care sector is structured in India to the mannewlmch health information is communicated to
female patients by male healthcare professionals.

Respondents expressed concerns that mHealth tegje®land services should not increase gender
inequalities and indeed hoped that mHealth coutdesas a mechanism through which inequalities
could be tackled. One respondent noted for exathplemHealth might be an effective tool at raising
the health literacy of women in particular contex@ther respondents noted the importance of
designing mHealth interfaces and services whichewsmgnizant of the cultural attitudes towards
gender in healthcare. For example male voices begegl might be a deterrent to female users,
especially in particular fields of healthcare sashreproductive services.

Regulatory frameworks

As with Europe, illustrated by our report, Indiarrantly lacks an identifiable regulatory framework
which focuses explicitly on mHealth.eHealth inivas have however been relatively successful in
the Indian context. Here again however all respotsdleoted the lack of a distinct regulatory
framework guiding the implementation of either mileaor eHealth services, technologies or
applications.

One concern noted by a number of respondents vedadk of clinical regulatory frameworks which
could adequately deal with some of the implicatitorsmHealth services as they are deployed on a
larger scale. Here respondents commented on th&bpmsmpact of mHealth in changing what is
meant by a care space. Most respondents felt th#tis instance there was a lack of clarity and
understanding at political and policy level as e potential impacts of mHealth solutions in this
respect.

Some respondents also noted that the complexitgxidting regulatory frameworks dealing with

healthcare services and provision represented armhbgllenge for those offering or implementing
mHealth solutions in India. Respondents here pdioig that a lack of clarity in how to operate in
the health care sector could be a major barriespBadents also pointed to the issue that withinesom
clinical settings there could be potential resiseato mHealth, particular where the implementation
of mHealth might be seen as a ‘challenge’ to thistieg ways of providing healthcare in India by

healthcare professionals.

The lack of a uniform way of coding medical andltfedata across India was also cited as a concern
by some respondents. Here the concern was witlatge numbers of Indian people who migrate due
to economic and social necessity. Problems here feeused for respondents on the importance of
continuity in care for these migratory populatiolgith no reliable way of ensuring uniform data
standards or effective methods of sharing this tatdth problems will continue to be a major issue
for these groups. As a result a number of respdedaiggested that mHealth could be instrumental
in addressing this challenge. One respondent arguidtebr by suggesting that in India mHealth could
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supplant and render developments as Electronictid&sdcords as ultimately meaningless and not
worth pursuing.

Healthcare financing and provisioning

As with other countries surveyed within the EU amxternally mHealth in India is impacted on by the
nature of healthcare financing and provision inidndSome respondents also noted particular
challenges which would need to be addressed imthan context. Primarily respondents here noted
the strong disparities between health care sperahagresourcing in different parts of the country
reflecting the often significant economic inequaltpresent in India, between regions and between
groups of individuals.

Rising economic standards in some parts of the tdesnwas also commented on by some
participants in the interviews. Here there was@gsstion that increased awareness amongst patients
was becoming, or could become a driving force iproning the provisioning of care in some
settings. mHealth were for these respondents atiegy then in empowerment amongst certain
groups of individuals vis a vis their relationshifth the healthcare system and the professionals
working within it.

In terms of provisioning most respondents noted importance of training for healthcare
professionals in order to maximise the benefit$ toald be derived from mHealth implementations.
Most respondents arguing this point in the intemgiesuggested that training for healthcare
professionals would be paramount. This was ofteresponses to the questions characterised in two
ways. The first of these was for respondents thermp@al for mHealth services and applications to
improve the quality of healthcare provided in theian context. This could be achieved for these
respondents by developing mHealth services whield ® healthcare providers being exposed to
better modalities in providing care or mechanisnsctv provided knowledge transfer or encouraged
best-practice sharing amongst communities of healéhproviders providing services in India.

Some respondents also noted the challenges agsbuidh the observation that different parts of the
health care sector (i.e. emergency etc) oftentipessessed very different equipment and
technologies. Often respondents noted they availéifferent networks and interoperability between
them was non-existent. For mHealth solutions toceed in this instance uniform standards and
operational procedures were seen as a necessity.

One respondent also noted the shifting parametensw mHealth was impacting on the healthcare
profession in India. Here mHealth was first envexhgs a means of allowing doctors to see patients
more rapidly and in greater numbers. Increasinglyédver the respondent noted mHealth was seen to
be empowering patients, this was already accorttinthe respondent causing difficulties in the
response and attitude amongst healthcare profedsitmwards mHealth.

Other respondents also noted a general resistandgange and new technologies within the Indian
healthcare sector. Respondents suggested thahgraind the raising of awareness would be critical
in addressing and overcoming this particular cingée Other respondents noted that which mobile
phone use has increased (in conjunction with ratesvnership) poor education, poor literacy and
other socio-economic inequalities meant that fans@nd-users a similar problem with using new
technologies was faced.

Economic and research support

A number of respondents highlighted a problematsuie for mHealth in the lack of governmental
support (at local, regional or national level) tleveloping the implementation of mHealth through
supporting research and innovation. Some resposaeted that future government plans might seek
to encourage research and innovation in mHealtbraer to exploit the potential benefits which
would follow on from developments in the field.

As with economic support for the implementationndfiealth similar concerns were also expressed
by respondents over the level of support curremting given to mHealth research within India. Most
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respondents expressed the view that currently nmikeehs not receiving a great deal of attention
within policy areas. These respondents did howewés that eHealth was increasingly been seen as
an important component of reforming healthcarenthid and improving quality of service and quality
of delivery.

Some respondents also noted that financial sugponesearch in mHealth needed to be matched
with support for integrating research effectivaiyol the regulatory frameworks governing healthcare
in India. Here some respondents noted that theécdlfies involved, in say for example running
clinical or other trials in the healthcare sectogant that there were severe impediments in asgessi
the effectiveness of mHealth solutions.

Types of devices available

Some respondents also noted the importance initigrdbout the types of devices mHealth services
and applications would be delivered through in ltighan context. Here one concern expressed was
that those who would benefit most from mHealth, isolated communities with poor socio-
economic backgrounds usually only possessed relgtrestricted mobile technology, in the form of
older type mobile phones. This meant that most attHeservices targeting them were reliant on
SMS or other messaging style applications.

While some respondents saw this as a concern, sotvgoressed a belief that even with this
technological base mHealth services utilising thalable technology sufficiently would be effective
in dealing with some of the challenges facing tealte provision in India. These might be limited
implementations, such as providing information atadon compliance with therapeutic regimens but
respondents pointed out that even these limitedcgs might have major impacts on some diseases
such as diabetes.

Some respondents also noted that one barrier wigelded to be overcome was adapting different
mHealth solutions so that they could be providedoiral languages. Respondents noted that for
mHealth to be successful in rural areas that thosilev be especially important. However some
respondents pointed out that in commercial ternssrthght not be a very viable course of action to
pursue. In solving this issue respondents notedntipertance of securing governmental and policy
support in ensuring that mHealth solutions andreltdyies were available and accessible to as large
a part of the Indian population as possible.

Rural vs. Urban

A crucial aspect to mHealth in India as noted tspomdents was the large divide between healthcare
in rural and urban areas. Most respondents higlgthhihe fact that mHealth could represent a
significant opportunity for healthcare to be impedvin rural areas in India in a variety of ways;rsu

as for example allowing rural patients remote asdesmedical professionals. The key divisions
noted by respondents were the level of care praoyitlee quality of this care, how many patients
doctors needed to see and the educational/econdimgions between patients in rural and urban
areas. Successful utilisation of mHealth to addtksse issues was noted by respondents as one of
the key potential beneficial aspects to mHealtthenIndian context.

Some respondents suggested that the ability of ftiHemlutions to address these challenges
represented one of the most important possibleemehtations of mHealth in India. Respondents
suggested for example that mHealth could representicy direction for India which could allow for

a bypassing of structural inefficiencies in headttecpolicy and provision in India.

While respondents noted the clear benefits that attRleould potentially deliver to rural areas this

was also linked with a number of major challengas laarriers that would need to be overcome. The
first of these related to network infrastructur€®r example the speed by which data could be
transmitted would have a major impact currentlydrat kind and what quality of services could be

delivered to some areas.
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Respondents also noted a preference for healtipcafessionals, and in particular doctors, to work
wherever possible in urban areas. The doctor-pgataio in many rural areas was seen as a major
challenge to delivering quality and effective hiealare in rural areas. While mHealth might alleviat
some of the problems here, in allowing remote acd¢esmedical professionals some respondents
were concerned that mHealth might be seen as acearfar adequately addressing this problem.
Respondents were concerned as a result that mHealtldl only provide for superficial relief where

it was not supported in more investment in the huimé&astructure of healthcare in rural regions of
India.

Literacy

Given the problems in terms of economic inequalitreghlighted by respondents one follow on

concern of key relevance to mHealth which noteddspondents was literacy rates in India. As such
some respondents pointed out that mHealth devicéspplications would need to cognizant of the
inability of people to read textual information. 8@ also pointed out that mHealth could deliver
significant benefits to these people by its abiidynake use of visual forms of information.

However respondents noted that with the limitatiohshe devices through which mHealth services
could be deployed (i.e. older mobile telephony tetbgy) it may not be possible to utilise visual
means of delivering health services due to therictisns imposed by the technological base.
Likewise the chances of those suffering from litgraroblems, associated as it is in India with gein
from poorer and disadvantaged socio-economic backgls of owning and being able to use newer
smartphones are extremely low.

Conclusions

The interviews conducted with experts in mHealtthnalia revealed a number of interesting issues in
comparison with major trends discussed in the rbauty of this report. Overall as with our findings
in relation to the current state of play in mHeattis evident that the situation in India is sianly
comprised of a number of complex and inter-relatedds, drivers and inhibitors.

10.2 Brazil

The project had planned to conduct similar intemgén Brazil, but it was not possible to arrange th
necessary interviews in time for the publicationtbo$ deliverable.
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11 Annex C - Stakeholder Workshops

As part of the work in producing this deliveralie tMovingLife project held two one day workshops
in Brussels with stakeholders involved in mHealthe two workshops addressed regulatory and
clinical issues. Summaries of both workshops aesgnted here.

11.1 Workshop on Regulatory Issues, Brussels

The consultation workshop took place in the contektthe MovingLife project which is a
Coordination and Support Action that will delivemadmaps for technological research,
implementation practice and policy support with then of accelerating the establishment,
acceptance and wide use of mobile eHealth solutibine outcomes of the workshop will contribute
to an analysis of the state of play.

Principal points of interest and recommendations raised during the MovingL ife workshop

Privacy is a complex issue, it represents a rigat is constantly evolving in the light of new
technologies and practices that are being congtamtbvated. This reality will also apply to
mHealth.

It order to aid the adoption of new medical systémsll be essential to foster trust between
the users of the system and its manufactures arcatmps. In order to do this it will be
essential to ensure that sensitive personal dat@ased in a manner in which is required.
Such requirements should be in-built into mHeayi$tesms.

It will be important to clarify issues with regatw ownership of data. At present a concept of
ownership in terms of property rights does not tedspotential ‘right to be forgotten’ that
may be developed in the future might however eatalift in this direction.

A harmonised approach on the codes of ethics tigtitrbe available to potential telehealth
providers might be of utility to the various orgsations that might wish to implement
telehealth solutions in the various Member States.

mHealth services need not be complex in nature. 8&®d services have shown themselves
to be effective in India. Such systems are cheabaacessible to patients that often already
have access to mobile phones and have proved ugeftbls involving chronic illnesses
such as diabetes.

mHealth in the guise of messaging through mobilepteony is also a potential solution to
the problem of harmful behaviours such as smoking

mHealth is and will be regulated by a complex mixregulation, including the Medical
Device Framework, the Data Protection Frameworkahdr product safety directives. Some
of these areas are due for reform. Attention shdaddpaid to the applicability of these
reforms to mHealth.

Standards play an important role in the operatibmegulation, especially in the Medical
Device Framework. The iterative approach of suahd#rds needs to be adapted in order to
take into account the development of aspects imebin mHealth such as software.

Software itself can be classified as a medical @evlhis is something that the producers of
many mobile phone applications appear to be unawhr&eform of the Medical Device
Directive will have to work out methods that willlav adequate regulation of such
innovations. This will include where such softwéentended to be operated in conjunction
with other devices not traditionally considered meabdevices such as mobile phones.

MBANSs, which will be an important mHealth tool ihd future will utilise the EM spectrum

as other non-health related devices do. It williln@ortant to take into account issues of

interference and accessibility. A proposal hasmidgdeen made to the CEPT to harmonise
Page 90 of 230



MovinglLife
D2.1 State of Play in Mobile Healthcare

the use of radio spectrum for MBANSs. This will fiteite a common market and will allow
MBANS to operate with a minimal risk of interferenby and towards other radio devices

11.1.1 Overview of Presentations and Discussions
Jakkoo Aarnio, Project Officer MovingLife, European Commission, DGINF SO
mHealth and EC Policies

Jakkoo Aarnio illustrated the interest of the Ewap Commission in learning more about
stakeholders’ perspectives in mobile health (mHapplications pausing on the perspective of a
growing market sector, the relevant policy hook&l angoing or planned research plans and projects.
Looking at the definition of the mHealth, Mr. Aaonidentified four market categories: clinical
information systems including tools, telemedicinad ahome care, integrate national health
information networks, secondary usage of non-cihgystems. Numerous policy initiatives surround
the development and deployment of mHealth solutidémongst them, the speaker pointed at the
recent European Innovation Partnership on Activd hlealthy Ageing, the Digital Agenda for
Europe (action points 13 and 14), and the eHeattioA Plan.

Highly relevant and politically important is thevigion of the Medical Devices Framework in
particular the classification standard on standaleoftware. Outside the Medical Device Framework,
Mr. Aarnio, briefly recalled the foreseen adoptadithe EC Staff Working Paper on the legal aspects
of Telemedicine (under progress and due for Q3 PQd#ssing in review issues such as the
processing of personal data, right of reimbursenwna cross-border telemedicine act and the
determination of potential liability (in case soimeg goes wrong).

Discussion

The public raised a question concerning the distncbetween personal health systems and
professional health systems. Some companies wh&laaive in the area of wellness,may remain
outside the professional health care system. Tply siggested that more regulated fields, such as
the area of medical devices, could be used in legalated areas. Business extends form more
regulated towards less regulated ones, not the ot round, a participant said.

Paul de Hert, Director Research Group on Human Rights, Director Department of

Interdisciplinary Studies of Law, Research groupvl.&cience, Technology and Society (LSTS),
vuB

The Implications of Article 8 ECHR

Data protection, according to Prof. De Hert, carcteceptualized in essence as a series of prisciple
of ‘good care’ with data. In this sense, data prtad@ is adroitly related to the notion of privadyhe
relationship between privacy and data protectioa been developed by the European Court of
Human Rights which has influenced the understandimgivacy in Member States in the area ofnew
technologies by adopting a broad, evolutive intetgdion of the notions of house’, ‘communications’
and ‘privacy’.

In this way privacy is a living concept that is aebfe of adapting itself in the face oftechnological
changes.The case law on article 8 of the 1950 EamConvention of Human Rights obliges usto
think about data processing in terms of good prastibut also principles. Privacy, it appears from
the case law of the European court of Human Rigktsiot about shielding the individual from
external interferences. It is also about autonams\self-determination, personal decisions.

Prof. de Hert listed some important cases, pausmghe recent jurisprudence of the Court of
Strasbourg on health data. He referred to I. viahkoh (judgment of 17.7.2008), a case involving the
disclosure and inappropriate use of informatioatesl to the health status of a person who worked in
a hospital. The applicant claimed that, as shedcoat gain full access to her data and to the perso
who had accessed it, she could not have appro@eatess to justice and compensation. Discussing
the case under article 8 (private life), the caidted that privacy in health care systems can be
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protected also by ensuring that the system is paesit and responsibility in case of wrongdoings or
in case of mistakes can be demonstrated .

Another important case is that of Armonas v. Lithiaa(judgment of 25.11.2008) concerning
insufficient redress in breach of privacy. The Gaacalled the positive state duty to protect igatr

to data protection in an alert and appropriate Wwagddition, the Court clarified that if compeneat

is awarded then it must be reasonable and suldtantie lesson to be learnt is that there is the
possibility that technology makes errors.

Acceptance of the risks should include respongybillThere might be errors that systems cannot
prevent or foresee. In any case, responsibilitymadhat access to justice is guaranteed and redress
allocated.

Per Johansson, Legal Officer, EDPS
Data Protection and mHealth

Per Johansson discussed potential risks assoeidgttedata processing in mHealth technologies and
potential solutions in the light of MovingLife’'s ad mapping exercise. Moving on from the 1. v.
Finland case, Mr. Johansson emphasized the negabserve confidence and build trust in eHealth
system. Distance, he quipped, can decrease trogingst the challenges the EDPS officer paused on
the security and confidentiality of sensitive hlkaltformation, which has a special status and on
unauthorized access. He acknowledged the flip gidecreased security and trust, which may make
systems hard to use and unfriendly for the usenc@€ming the responsibility for data handlinggsit i
not easy to ‘control’ the data controller, whileistnecessary that someone is ensuring compliance
and, for instance, report data breaches. The datagbion principle of access to data acquires new
dimensions. Convening with professor de Hert thavagy is also about informational self-
determination, Johansson highlighted another fige ©f the coin, wondering whether access is
enough. Sometime people do not want to know, a de¢ in need to be interpreted. Here, a balance
needs to be found.

Specific risks associated with mobile health tedbgies are access by unauthorized persons. Such a
risk is increased in this area by the possibilityhacking mobile networks, wifi networks, or by the
increased chance of leaving or loosing devicesase a mobile is lost, who is responsible for the
data, the patient, the health care provider, theice provider? How is the chain of responsibility
construed?

Per Johansson suggests a more active approaathtotegy. Privacy by design settings ought to be
taken into consideration in the planning and inithplementation phase.

This would contribute to enhance trust in mobilaltieservices.
Discussion

It is asked whether there is any legislation deteimy who is the owner of the data in the chain of
processing. Prof. de Hert explains that there ipmperty on data. The issue is about control, not
about property. The reason is that property istmolate right that would hamper the principle efefr
circulation. Health data therefore cannot be ownBukere is no ownership on medical files. A
participant adds that while patients can delet@,ddbctors are obliged to store data, as well as
hospitals which have the property of the media wheata is stored. Per Johansson stresses the
importance of responsibility in the chain of datogessing. He emphasizes the importance of
protection in view of building trust. The ongoingview of the Data Protection Directive wants to
clarify the responsibility by creating co-resporigyp The problem of the ownership of data is
repeated focusing on the problem that medical si@finot identify the owner of data, which has a
direct bearing on the question of whether theyrearive and treat data.

Attention should also be paid to location data,chiare becoming increasingly accurate and make it
increasingly easy to identify people. The importaon€ guidelines is underlined by a participant. For
others, trust is impaired when there are scandalich data are massively stolen.
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For another participant the duty of medical secrexykey. Doctors must be able to trust the
infrastructure, but it is also important that pateecan rely on doctor’s duty of secrecy. Anoth@np
raised was that, although data security is impartem® much complexity might be a risk for the
system. The principles of technology agnosticisnd amodular software need to be considered.
However, at the moment cooperation is lacking. Tghlights the important role of standards. It is
replied that the development of standards is véfigalt given that there are many different de\sce

Frederic Lievens, | nternational Coordinator, | SfTeH

Ethical Implications - A Code of Practice for Teldealth Services

Mr. Frederic Lievens reported on the TELESCOPHatite which works on developing a code of
practice for telehealth services, in the form ofdglines for the provision and operation of teldtiea
services, and quality benchmarks for systems. TELXBBE carried out a literature overview with a
focus on ethics looking at different areas but meg on personal health systems.

Telehealth’s importance is bound to grow. Howewhbrs implies a change in the doctorpatient
relationship that is not there yet. ICT needs toobge more integrated in health care services.elf th
existing programs and guidelines are not adequatmare they need to be reconsidered. There are
some guidelines on ethics in telemedicine developied alia by the World Medical Association and
the Nuffield Council on Bioethics. These are redate the safeguarding of private information,
autonomy of individuals and require to do no haffBLESCOPE in particular questions the moral
and ethical considerations that a code of prastcrild include. In general, it should contain arcle
mission statement, addressing key ethical prinsigled providing accurate information. Ongoing
consultation with stakeholders is currently covegrissues of informed choice, personal data, dignity
and humanity.

The TELESCOPE paper on ethics and good practiceTilehealth services is available for
consultation at

www.telehealthcode.eu/images/stories/telehea/@iféhics%20_good_practice_v3 29
_july _2011.pdf
Discussion

The audience was interested in possible follow-opsthis initiative. A question was asked
concerning the validation of code of conduct. Theaker explained that care’ organizations, and
telehelath services have an important role to playalidation at national level. Another question
concerned the way to get approval form the ethicemittee approval for mHealth projects, notably
in the area of mental health since it is oftenidift to get approval. The idea behind TELESCOPE
and codes of conduct is to provide a set of guidsliavailable to a critical mass of stakeholders
rather than focusing on a single case as an ettocainittee does.

This provoked a question about the current appdicain practice of this code of conduct. It was

replied that though there are not many procuredices, there is growing development of

technologies in the area of diabetes and cardiol@scliseases. There are at least thirty mobile
applications which are available and are regulatethe US. Another participant pointed out that
usually telehealth applications are not integrateflen they are used occasionally. In the UK, by
contrast, telecare services, social alarms, etcbedaccredited’ by the health service.

Sophia Salenius, Managing Director, RegPoint
Effects of mHealth

Sophia Salenius explained that REGPOINT ‘s actiigtyo connect doctor and patientusing mobile
technology, exchanging data on disease such astdglkand providinginformation on insulin doses
and blood pressure through a system of notificattooctors.Miss Salenius illustrated the effeéts o
Regpoint deployment reporting data gathered inse@g®ns in India. In India, there are thousands of
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people with diabetes. The problemis that often theg in remote areas. Regpoint uses mobile
phones and text messages tosend instructions.

Data gathered shows that many patients were naicylarly concerned with privacy, while they
found instant messaging (sms) coaching helpful, ifgtance because it increases their glucose
testing. Physicians reportedly think that the sysi®orks well. The system increases compliance
with drug treatment, and give them valuable supfarrtheir decisions. The system works through a
monthly subscription fee Patients can contact tietat when they want. Doctors enter the data, e.g.,
scheduling of medication regime, and the systenomaatically sends data out. In-data sent by
patients are notified and go directly to the ddstasffice, where they can be treated by an
administrator.

Since they work on a prepaid subscription, thegpdis consent to transmission is given one time at
the time the contract is formed. The deploymenthefsystem of Regpoint requires a short training
session of half a day. The business models wodkgrding to Ms Salenius, as long as text messages
are used. With more sophisticated and diverse tdobres, return of investments may be harder.
Sophia Salenius points out that patients’ profdeastain extremely valuable data. The ownership of
data is unclear in this case as well.

Elinaz Mahdavy, European Affairs and Strategic Partnerships Manager , Orange Healthcare

mHealth Solutions: From Dream to Reality

Ms Mahdavy provides a breakdown of eHealth seryifresn a business modelperspective. Services
based on exchange of information between profealpmas business to business models, are in a
quite advanced stage of deployment. Currently, fass models of health management services
involving sending information are under discussiorObstacles are created by the reluctance of
patients to pay for services that are provided @dis&@ance. Reimbursement models are therefore very
important.

In the area of prevention and wellness, the relevaarket is the consumer market. Information
exchange takes place between normal patientsfritierabling better communication and storage of
data in secure places. It is a market with manygra but the activities performed are not a
replacement for medical acts, performed by a dodts Mahdavy looked at the use of mHealth
applicatiosn worldwide. MHealth in the rich worlghe suggested, is driven by the imperative of
cutting costs and by increasing societal acceptandeuse of mobiles. MHealth in poorer or so called
developing countries is mainly boasted by the neeckceive access to primary care. MHealth in
Africa is popular. In Mali is used to monitor thenditions of mothers of newly born babies monitor
via sms; in Kenya, the technology is part of hatirgiving advice. There is interest in sophistidate
applications. At the moment simple sms are usedurope, mHealth applications should maybe
have a clearer focus, viz. on the management @nehidiseases through tele-assessment and remote
monitoring.

Sameer Pujari, Technical Officer, WHO Tobacco Free | nitiative

Non-Communicable Diseases (NCDs) and mHealth

Sameer Pujari presented the WHO Tobacco FreetindiePresenting a survey on noncommunicable
diseases (NCDs) he highlighted the high mortaldtes which can be decreased with very low

financial incentives. Tobacco use provokes as naany million deaths per year: A number which is

expected to increase to over 8 million by 2030. sThHabacco is a major concern. The use of mobile
phones in tobacco prevention offers a sustainaldebss model for governments, as it is a low cost
solution.

Currently, there are many pilot projects. Only viaw operate on a large scale. More cooperation at
international level is necessary to pursue thedia ‘tobacco free world’. Cooperation of the WHO
and the European Commission is suggested to irgpgtement projects on smoke cessation.
Discussion
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The project officer and many participants welcohmeitlea of more cooperation. The WHO initiative
IS seen as a successful example.

Short general discussion

There is some criticism on the practice of ethmsmittees which concerns the difficulties to foeese
their requirements. There should be more infornmagimvided in advance. The committee could be
involved at an earlier stage. The discussion opgmy rights is resumed. It is framed as an altiis
value.

Nicole Denjoy, Secretary General, COCIR
The Medical Devices Directives and mHealth

Established in 1959, COCIR is a trade union ofedéht big companies operating in the field of
mHealth, medical imagining, and cloud computing.@R is active internationally, at the level of

OECD on health policy issues, and also in Chingetioer with the European Commission. Nicole
Denjoy reviewed the challenges to health care proni These are for example NCDs, life extension,
population ageing, increasing demand for qualitiifef costly chronic disease management etc.

Modern technologies are developing fast and theeerieed to be opportunistic about the best way to
explore areas such as diagnostics, biotech andhwesoand bioengineering, fields in which COCIR
is actively interested. At regulatory level, thegress made on the framework on the Medical Device
Directives since 2008 can be considered as minir@ale important area is the problem of
interoperability. Moreover, rules on procurementd areimbursement are very important for
deployment. The difficulty of regulating these ndeachnologies seems to be reflected in the
definitional hurdle. There is a need for more cstesicy. It is also important to focus on issues of
inclusion: social acceptance, increased accesgased efficiency. It is also a matter of equaliity,
particular in so called developing countries whaibile phone plays an important role.

The speaker continued by expressing her view orotigging revision of the MDD. Probably, the
Commission will present two proposals for new ragjohs, defining the responsibility of Member
States and in particular the powers of supervisionational agencies on standalone software safety
and performance, and borderline apps. The regwylatontext on mHealth lacks harmonized
standards and presumptions of conformity rulesedalg what is a medical software? There are
differences in Europe and there is a need for beléssification. In 2009 the Commission created a
group to help different stakeholders to set mo@alito qualify softwares. Last week, (January 2012)
a European guidance document was approved and ibevpublished soon. COCIR wishes that the
new regulation is simple and integrated, contaimogedundancy. Better coherence and uniformity
across member states is needed.

Other areas that are important to consider are:
- Data protection and privacy. (There is a COCIR fomsipaper on these issues.)
« Interoperability cooperation with the US on stamidar
- Remind manufactures obligations: intended useefl#vice is key
« Monitoring the post market should be a multi statéér responsibility

The review of the MDD is key, but no panacea. THeMcovers safety, but there are also important
security privacy and communication networks aspectonsider.

Discussion

It was asked what the position of COIR is regardwiBANs. The answer was that thepicture is
complex. Industry would like to have modular softevéo attach pieces ofmedical software, such as
middleware infrastructures that can be intercoretectvithsensors.Modularity of software is
important. The however raises the question on howldn this.Developments within the European
Commission have to be done in conjunction.Furtheemthe industry must consider the needs of
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doctors. Take the example of ECGsperformed viapgnan the smart phone. The doctor does not
know whether he can relyon measurements takenibyd#vice. Should he trust the application or
send the patientto hospital to perform an ECG?

Mariana Madureira, Health Products Directorate, INFARMED
Medical Devices Directives. Patient Safety in mitteal

Ms Madureira presents the perspective of the régnglaon mobile health technologies. In her view,
m-Health and Telemedicine pose new challenges fBDMegulation, as example, referred the
telemonitoring service involving implantable desceommunicating externally. There is room for
improvement in six areas:

1. Security in data transmission: example pacensakacked. Security is not covered by the
directive but this could be improved

2. Compatibility/interoperability of hardware anaftsvare: e.g., software modularity is
working in hospitals. Need for harmonized standardslated to interoperability =
compatibility definition is very generic.

3. Training (Physicians/Patients): more involvemehtclinicians and patients in mobile
technologies. Alert messages, for instance, rétatesk situations. Medical Device Directives
requires that the manufacturer, in order to putlpots on the market,should mitigate risks.
Thus, training is very important,. Guidelines slibbke set up (e.g. healthcare professionals,
industry)

4. Classification rules: specific rules for stamuted softwares.
5. Manufacturers rules: more guidelines to pronhatitn compatibility and interoperability.

6. Maintenance: need for ensuring interoperability,particular for complex systems in
hospitals, software modularity-devices. This specgquirement is not covered by MDDs

Mariana Madureira draws the attention to Annex tioéctive 93/42/EC, which defines the essential
requirements of medical device safety and perfoomarand which include ‘Construction and
environmental properties; Requirements for medieaices connected to or equipped with an energy
source; Information supplied by the manufacturer’.

Discussion

From a regulatory perspective, besides the moaetodn, the key with regard to medical devices is
the intended use. There is a subtle line betweeahaaeand non medical device. But this is not teft
the freedom of the manufacturer to decide. If ther@ny doubt whether a device is used for medical
purposes, we look whether clinical data that suipiherintended purpose are collected.

The US FTA document of 2011 defines a medical dew@le should compare the US and the EU
definitions. A participant said that the idea wasthink about medical device that tackles chronic
diseases. There is a political importance in tHandien.

Andy Vaughan, Healthcare Sector Raparteur, CEN

Regulation of Medical Devices

Mr Vaughan's presentation started from the defmnitof medical devices contained in EU directive
93/42/EEC as amended. Medical devices are many, faoge machines operating within hospitals,
to worn plasters and wearable patches. How aree tesgices regulated? The MDD framework is
formed of three directives on Active Implantable viges, Medical Devices, and In-Vitro
Diagnostics. These directives mandate compliantie ‘assential requirements’ (ERS).

All Devices must meet applicable ERs irrespectivetheir risk class. However, the higher the
device’s risk the more attention it gets from auities. The scale of the risk is determined by a
decision tree (placed in Annex IX of the Directime Medical Device). There are four Risk Classes:
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Low - 1, lla, llb, 1ll — High. All medical devicefave to meet the essential requirements. However,
the interest of the authorities increases withrigie

The reason why we regulate Medical Devices is edlaih essence, to the awareness of a basic fact:
patients, as such, are vulnerable. They therefeeel by default high levels of protection! In ortier
guarantee safety, the essential requirements lmalve tomplied with. Harmonized standards offer a
presumption of conformity: If you meet the Harmadzstandard you are presumed to meet the
relevant ‘Essential Requirements’. Standards pewdnufacturers with all necessary guidelines and
technical criteria on processes, limits, tolerangakies, colours, shapes, sizes and much moree The
are about 280 standards which get modified confiiyjudtandards make the life of manufacturers
easier. They are, however, voluntary not mandatdhe legal requirement is to meet the ERs;
standards provide a convenient path to compliamtg ét any rate, manufacturers will need to be
able to demonstrate that all applicable ERs anegoeiet (ER checkilist).

There are two institutional bodies on medical desicA competent authority responsible for each
country, and the notified bodies, which are eq@mako the test house. They are those who test the
devices. There are eighty in in the EU today. kctisa C of the Official Journal of the EU (OJEU),
from time to time, the list of harmonized standaisibrought up to date. The information provided
there in includes information about the standardemwvit was introduced, the standard that the new
one replaces and the date of replacement, thewdaace the presumption of conformity of the old
standard expired. Annex Z of the MDD links esseéméquirements of the directive to standards. The
CE mark is a highly defined symbol which expressefeclaration of conformity of the device. It
needs to specify which of the three MDD directiieeapplied. For the lay user, the way to see under
which directive covers the device, is to read th&ructions. (The recently released ‘MedDeVv’ on
‘stand alone’ medical device software [a MedDevofficial EU Commission guidance and is
publicly available] can be found here:

http://ec.europa.eu/health/medical-devices/docusigmidelines/index_en.htm)
The main EU medical device page is here: httpelegopa.eu/health/medicaldevices/index_en.htm
Discussion

A participant asks whether the CE mark guaranteksbility of performance. The speaker explains

that a guarantee of performance is given by regutatompliance. However, efficacy has always

been banned from MDD. Efficacy can be measuredharrmpaceuticals, not for medical devices.

Much depends on who uses the device and thelewpErience he or she has. Efficacy looks at how
the device behaves on the market.This would giweang message and would not add anything to
the safety of the devices and to the patient. Mggothe intended purpose is still crucial notion.

Medical device producers are facing certain rigks.we want to have smart phones in the medical
device directives? It is difficult to say.

Dario Pirovano, Consultant Requlatory Affair, Eucomed

Are health apps medical devices?

Dario Pirovano focuses on the question of whetlealth apps are medical devices according to the
current EU law. Written in 1997, the speakers stdhite MDD has shown to be fit for many technical
developments, but the use of apps was clearlycdiffito imagine those days. One of the areas in
need of clarification is the field of applicationsow to determine that an application is a medical
device? There are in fact many apps that work aficqakedevice. Recital 6 of Directive 2007/47/EC
on medical devices (which is an amended versicdhef993/42.EEC Directive), defines the scope of
application of A Medical Device stating that 'itnecessary to clarify that software in its own tjgh
when specifically intended by the manufacturer ¢oused for one or more of the medical purposes
set out in the definition of a medical device, isnadical device. Stand alone software for general
purposes when used in a healthcare setting is matckcal device.’
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So, apps could be considered to be medical desgioes there is not such a thing as a product which
fits the definition of medical device, but in rdglit is not. Therefore, if they are placed on tid
market, they shall comply with the medical devidesctive ‘placing on the market’ means ‘the first
making available in return for payment or free béige of a device other than a device intended for
clinical investigation, with a view to distributicand/or use on the Community market, regardless of
whether it is new or fully refurbished’ (article2)f of Directive 93/42/EEC)

But who places on the EU market apps? The origiealgner or the App store? Who shall in other
terms ensure the conformity of the app to the dtire2 And, more important, how can the
Authorities perform market surveillance and, if deg, take preventive measures? Whoever is
responsible for the placing on the market of appsansidered to be the manufacturer and has
specific requirements to comply with. In order teagantee safety, information needs to be published
and risks must be minimized. The skills or abifitief the intended user should, according to the
Directive, be considered as well. The Other issizg a smart phone be categorized as a medical
device? The only document is a guidance documertaceed in a Commission report, the MEDDEV
2. 1/2 — April 1994. The report clarifies the ddéion of medical device, specifying whether
multipurpose products can be considered medicabbrArticle 1.1 (g) states that

‘Products with a multiple purpose which may be usedasionally in a medical environment are
normally not medical devices, unless a specific in@dntended purpose is assigned to them.” This
means that only in the event that Apple, for exanmpecifically indicates that IPhones are
accessories to the apps, then they shall be CEemh@dcording to the medical devices directive

Thomas Weber, European Communication Office
CEPT ECC Activities on Spectrum Needs for Wirdiésdical Applications

Mr Weber explains that there are dedicated fregesnfor medical applications (active medical

implants) in a range of 401-406 Mhz frequency. Ehase regulated byRecommendation 70-03
(Annex 12) and by EC Decision 2006/771/EC (or its dpdate respectively). A permanent mandate
to the CEPT for updating the technical annex ofEg€ision 2006/771/EC exists (currently, the 5th
update is an ongoing action).However, there is amtexclusive frequency for wireless medical

applications: there is no radio service statugyassi to them in Europe.

Currently, technology in the 401 MHz to 406 MHz Hais utilised in cardiac devices such as
pacemakers that control the rhythm of heart cohtias. The same frequencies can be used for
monitoring a the patient's home. In addition todtaer Rhythm applications, these frequencies can be
used for 1) Neurological stimulator implants (Dd&@in Stimulation (DBS) is an example of this
type of implant, with devices having periods ofatelely high duty cycle operation) 2) Data
collection systems (Portable devices for recordiagnostic data sent from an implant)3) Body-worn
sensor(s) communicating to an implanted devicettiertreatment of neurological disorders (these
systems may require continuous or near continuelesmetry operation) 4) Medical systems to
diagnose and treat a wide variety of medical cammt (diabetes, gastrointestinal disorders,
neurological conditions) that utilise implanted sers and peripheral devices. These systems will
have a range of operating scenarios with widelyingrduty cycles. Other medical implant devices
that deliver drugs to the patient and devices #tahulate nerves to control pain are under
development and exploit new sensor technology.

Mr Weber furthermore elaborates on the articulabbmadio spectrum decision making, based on a
memorandum of understanding between the EC and.BEHB3 can make frequencies utilisation
proposals. After an internal ETSI consultation, pheposal is to the CEPT/ECC which makes studies
on the proposal. Based on these studies, an EGialeenay result at the radio spectrum committee
(RSCOM). The task of CEPT is to assess the needeforfrequency identification and the minimum
requirements for spectrum compatibility with otmadio services and applications in the same and
adjacent frequencies. The assessment involvesestuoin existing services to avoid harmful
interferences.
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Recently, for the first time, the status for metliapplications in the radio world has been under
discussion. The status does not affect all medapglications, but only implants and body worn
sensors operated in the 401-406 MHz frequency r@hgse were given protection from short range
wireless applications. At this time, CEPT's compdity studies on MBANs are ongoing. It is
important to stress that there will not be an esigiel band for MBANs only. Frequency bands are
never exclusive. The reason is that spectrum ignfioiite; scarcity of spectrum must be taken into
account. However, it is understood that applicaioeed high reliability. Therefore, they need a
robust communication frequency. It is expected thatthe end of March, there will be a new
document that will set a direction for future speot regulation in MBANs. Mr Weber invited the
medical community to actively participate in thesgcussions.

A database containing frequency allocation, infdaemopean countries, searchable by application, is
available at www.efis.dk .Mr Weber clarified thatplants or medical devices receiving information
cannot be easily hacked. He thinks hacking medieaices is very unlikely given the application
scenario and protection measures build in in sumhcds. Implant devices having a receiver are
operated usually in a hospital or at the doctolax@. Implant devices or implants have very limited
battery power; they must be activated only whes iteeded, and work only when you need to use
them. Implant devices providing wirelessly onlytstatelemetry data do not have a receiver. The
information on the application scenario of variauseless implant devices was reported by ETSI to
the CEPT by means of ETSI system reference docwraemd is also depicted in the related ECC
study reports as well as requirements on the devicédarmonised European Standards created by
ETSI which are under the R&TTE Directive.

11.2 Workshop on Clinical Issues, Brussels,
Background
On December 5th 2011 the MovingLife project gatde?@ experts from all around Europe.

The experts represented both public and privatarozgtions that work with mHealth innovation (see
participant list at the end of the document). Therkshop was a part of the MovingLife project
which is a Coordination and Support Action fundgdtiie European Commission. The project will
deliver roadmaps for technological research, impletation practice and policy support with the aim
of accelerating the establishment, acceptance ail@ wse of mHealth solutions. Healthcare
Innovation Centre, Capital Region of Denmark orgadiand facilitated the workshop.

The workshop was a part of the initial research reftetate-of-play in mHealth is being identified.
The state-of-play is divided into 3 aspects of nmitteap-take:

« Technology and applications
« Socio-economic and policy frameworks
- Medical uptake

The workshop was focusing on Medical uptake. Rodhe workshop, Healthcare Innovation Centre
send out a discussion paper where the scope ofvidnkshop was laid out and the theoretical
framework was presented. Reading this workshop sammequires having read the discussion
paper. The Agenda of the workshop was:

Time Topic Presenters

9.30-10.00 | Registration

10.00-10.30 Introduction Healthcare Innovation
Introduction (Participant introduction, the project | Centre consultants:
partners) Innovationconsultants Mr.
About the EC mHealth initiatives, Mr. Jaakko ArnidMads Stampe Frederiksen
Delimitation (definitions mHealth, Clinical (Msc.) and Dr. Bent Grubb
Guidelines) Laursen (MD.)
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Axis of mHealth (Mobility, Man/machine,
Citizen/Clinician)

10.30-11.00 Inspiration case 1 Mr. Jesper Thestrup, In-Jet
The REACTION project, EU project.
www.reaction-project.eu

11.00-11.30 Inspiration case 2 Mr. Paul Lukowitz,

The MONARCA project. EU project, University of Passau, GE
telemonitoring psychiatric patientswith a mobile
phone. http://www.monarca-project.eu/

11.30-12.00 Discussion on the mHealth innovation process: How
do we getfrom prototype to clinical guideline?

12.00-13.00 Lunch and networking

13.00-14.15 Workshop part 1
Trends and state of play identification

14.15-14.25 Sum up from part 1

14.25-15.50 Workshop part 2

Identification of barriers for mHealth uptake in
clinical practice

Identification of initiatives and roadmaps for
addressing

barriers for clinical uptake

15.50-16.00 Workshop sum up

Inspiration cases

In order to set the scene and introduce concredenpbes of interresting mHealth solutions, we had
invited two representatives from promising mHeaitbjects funded by the European Commission.

MONARCA project presented by Mr. Paul Lukowicz, University of Passau, GE

In order to achieve a higher degree of objectigityquantitative data in psychiatric monitoring and
thereby overcoming the bias in current self repgrtior assessment of bipolar condition, using a
smartphone has proven highly advantageous. The MRODH project seeks to examine different
solutions for solving this challenge with objectivedicators of psychological and psychiatric
conditions. There is a range of different posdiksi when using a mobile phone; GPS tracking,
recording of sounds and noise through the micropha&tc. which can allow assessment of the
condition of the owner of the device without compising the privacy of the person in question.

The new opportunities for objective recording ofegb parameters are promising as a new
“Psychiatric X-ray” in the future. One encountergdhjor challenge for implementing mHealth
solutions is the immaturity of the administrativegulatory and legislative system, which is to deci
whether new products should be defined as medmatd applications or not. One such postponed
the project by 6 months, but despite this delag, dhly difference was which formulas should be
completed, not whether the project could continueat. Very innovative use of existing technology
in the mobile phone - no hardware has been adaéekekting solutions to ethical and anonymity
issues by only recording one 10th of a second sacbhnd of communication to analyse voice of
owner, which does not permit understanding of threversation in question.

REACTION project presented by Mr. Jesper Thestrup, In-JeT, DK

Inside hospitals several studies have found ingefit glyceamic control both in medical
departments and in intensive care units (ICUs). Vison of the project is to make closed loop
glyceamic control both inside and outside hospitAl€entral issue is the attempt to develop an e-
patch with a minimally invasive sensor for continadlood sugar measurement. This e-patch will
communicate with either Electronic Health Recor#iigg in hospital or mobile device (smart phone)
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outside hospital through the REACTION platform. pital staff in non-endocrinologic departments
will receive decision support for handling the diib condition of patient and time from measuring
to intervention will be shorter.

Outside hospital REACTION platform will receive dafrom e-patch and owner-input concerning
food intake and physical activity through the u$enobile user devices.Caremodels of today differ
substantially from caremodels needed for an infaknaetively participating patient and this needs
thorough revision.

11.2.1 Theoretical Framework of Understanding mHealth
Dimensions

In the discussion paper we have presented diffesd@tant dimensions that can be used to analyze
the complexity of mHealth use. The dimensions wagproved as relevant and as such accepted in
the debate.

In- and out-hospital

The definition of mHealth as geographically norefixsolutions was thoroughly debated, thus also
with implications for the dimension about “the hbahre space”. The proposal from the organisers
was to exclude in-hospital mobility from the defion of mHealth as this is still confined to the
buildings of the hospital and thus can be consitlexevery local extension of hospital eHealth
solutions. This was not the general opinion of therkshop participants. It was therefore
reformulated into a clarification. Mobile device#hin a hospital setting ismHealth, but clarificati
can be made from the dimensions of mhealth, tleattmtext is a hospital setting. Arguing in favour
of this distinction Torben Mogensen and Paul Lukowiamong others pointed out that the non-
hospital setting holds the larger potential for remutions with higher impact. This care spacéés t
most challenging and difficult to handle, since ffaient or citizen is no longer in conditions or
environments closely controlled by healthcare msitEnals.

The radical innovation challenges lies in empowgtime patients to think (and take action on) their
own health through mHealth solutions. This is wheatient empowerment comes in to play and
projects like Mobiguide are interesting. Seen frarhealthcare economy perspective, hospitalisation
IS very expensive and citizens with chronic cowoditi constitute a large part of healthcare expenses.
Therefore moving these out of the hospital with ¢batinued ability to monitor the progression of
their health situation is a high priority. The freusuccess of effective and safe Healthcare pavisi
lies in mastering this non-hospital healthcare spatich is why it is the scope of the medical ypta
analysis (medical state-of-play) and the workshop.

Indicators of mHealth medical uptake

Furthermore the indicators of dissemination andumigt will be used in order to measure the
Medical uptake of mHealth solutions.

Dissemination

Few comments on this although approval was noimgensus.

Maturity
Possible stage gates of an mHealth innovation psoce

In general there was positive feed-back to theviddal stage gates in the maturitydimension. Broad
approval from the medical world is in general suggplthrough scientific examination or clinical
trials. But such differ between nations without d&fly consensus. A mapping of processes, possibly
with a generic EU-wide process and national demmticould be a useful tool for developers and
providers of mHealth solutions.
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Evaluating the changes in the standard of caredvioellan indicator for the need for clinical trials
scientific evidence studies. One have to analysectinsequences for the care space and the care
pathways in order to decide what type of examimai® appropriate. This said, the participants
agreed that scientific examinations and clinicahlér as we know them from development of
pharmaceuticals are not necessarily suitable &tinig mHealth solutions. If mHealth solutions are t
be examined scientifically in terms of illnessestma complexity in indicators and causal relatians
exceeding large trial would be needed. If examametiand the like are demanded from the medical
world every time a new mHealth solution is inventegl will never implement anything. But doctors
also want to have fun, so there is hope! Forexamntpke introduction of laparoscopic surgery was
never backed by results showing more quality in ghecedure - it was just fun! ... and showed
economically feasible as well.

Concerning the rigid definitions and legislation magédical vs. non-medical equipment an analogy
was made to buying medicine. Some medication isqgoiteed and some is over-the counter. This
difference is based upon several characteristich@fdrug and the use. The same could apply to
medical apps. Products on the private market withaoy healthcare authority review or qualification
process can be called “borderline products” (i.edital apps for the consumer market). Keeping in
mind which patient segments to support is importerdm a hospital perspective 80% of the budget
is spent on chronically ill patients, many of whane elderly (>70 years old). This compared to the
development in the health app consumer market, twhg&c more oriented towards lifestyle
management and a younger segment. These segmesdsveey different care needs and are
depending to a different degree upon healthcarfegsmnals. This has implications as to the extent
to which scientific examination is necessary. A toorum exists between the needs of patients
lacking resources and needing care, and more $&ti&iging patients having a need of care more
oriented towards lifestyle. Across this continuunhe t responsibility of the healthcare
system/professionals changes. In order to graspctmplexity, development of clear definitions will
be of paramount importance. As for solutions likee te-patch, they must be robust and the
patient/citizen must be willing to wear them. Theatch and other solutions like it must be very
comfortable to wear and need no other attention danging at specified intervals. If the solutisn
inconvenient, it will be rejected by users/conswner

Furthermore evaluation of any given solution mastude other indicators than those provided by fx.
clinical trials. If clinical trials do not prove gndifference or improvement between traditional
treatment and the mHealth solution, the last malyb& favoured owing to an improvement of the
entire process, total expense of treatment or matsatisfaction. A Healthcare Technology
Assessment might be a better tool for mHealth teldgy assessment,thus examining the medical,
economic, social and ethical implications of théueadiffusion and use of a medical technology in
health care. The demand for scientific evidence@andinical trials can present a great barrier to
SMVs discouraging engagement in mHealth innovatjmmojects. Large companies without
experience with such processes might find thisradsefor entering the healthcare market. It stands
to reason that the higher risk for the patient eoning a solution, the more evidence is needed in
support of the solution for acceptance and dissatioin. Therefore other possibilities to go to marke
should exist. For example the system could supp®st procedures where the solution is introduced
slowly in the healthcare space/practice and thdéowed by a intensive monitoring scheme. This
could allow smaller, stepwise or incremental tri@sall populations test a mHealth app early, but
since all data is electronic and easily accessetramsferred,results will quickly and easily be
gathered. We need to impose a cultural change ahke & “leap of faith” in order to move towards
more implementing.

A possible indicator of less risky mHealth solusooould be the role the tacit knowledge of the
healthcare professional. Is the tacit knowledge, ibwight be easier to introduce a digital sulost

(fx a smartphone app). Concerning the clinical glingts these could act as an indicator for mHealth
medical uptake. But it is not always relevant tovedep guidelines for mHealth solutions. Also
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guidelines differ from region to region and fromuatry to country. Thus clinical guidelines are aot
very good indicator for measuring medical uptake.

Trends; Drivers and inhibitors

A list of important trends was presented from tleewalssion paper. The trends were broadly accepted,
but some important nuances to the trends weregubimit, which is found below.

Drivers
Patient education

Patient empowerment through mHealth solutions cde&tl to more work for the professional
interpreting information and statistics for theipat. Therefore the “small things” should be taken
care of by algoritms etc in the smartphone. Thugepiaeducation is an important part (ref. diabetes
app article) of the patient empowerment trend.

Inhibitors
Privacy

The systems that are developed today define whatislgrivate and which are not - it should be the
other way around. The user should define it andlie to remove stored data themselves.

Systemic conditions

One can distinguish between trends and systemiditbmms. Systemic conditions are not subject to
change as fast as are trends. Nevertheless soanestitig systemic conditions were discussed at the
workshop since they have a large influence on na¢digtake of mHealth solutions.

Inertia of healthcare organisations

Healthcare organizations are typically large orgatons with a very complex dynamic. The deep
specialisation and the scientific research backieyy initiatives and programmes leaves any “quick-
fixes” unwelcome. This culture can act as a bainbibitor when it comes to try out new mHealth

solutions now and in the future. This calls foresafinovation environments where healthcare
providers together with vendors, technology expeits can develop and test new solutions together.

Reactionary nature of reimbursement system

The reimbursement system does not have the agiitghange with the speed of new mHealth
solutions (or other types of healthcare technolégythat sake). For example in Denmark the
reimbursement system is a barrier for introducieterhedicine solutions because a telephone
conversation with a patient is honoured less thaphgsical meeting at the hospital. Thus the
reimbursement system is not providing motivationtfospitals to introduce new innovative ways of
treating the patients.

The diversity of healthcare systems in the EU (egfadmmercial perspective)

Potentially either inhibitor or driver or bit of tho
The Doctors organizations

If mHealth is seen as too great a transferral @f@yoor loss of authority antagonism can arise
If mHealth is seen as easing tasks and supplyihgte information support may be achieved.
Possible EC/EU initiatives in support of mHealtfplementation

A more flexible approval system

There must be initiatives towards an approval syst@thout current sharp medical/nonmedical
divides. As it is today and what is presented kg BDA with the 510K proposal the innovation
process for mHealth solutions will be slow and veogtly. There needs to be developed new and
more flexible approval procedures that takes iadoount how the solution/product is to be used in
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the clinical context. New classification systemsildobe used (“clinically intensive”, “borderline”,
“over-the-counter” products or the like would befus).

Solutions that have low tolerance in e.g. patiafety and a high degree of clinical intervention
should go through more scientific scrutiny and eligical trials, whereas other more service oeent
solutions could be allowed smaller and fasterdneith increased monitoring after implementation.

Information about required approval processesfiemint EU countries

Information about the innovation process in the ¢éuntries (and how they differ) and information
about national reimbursement systems and possibledavergence initiatives (vendor/commercial
perspective).
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12 Annex D - State of Play/Technical Supplement

12.1 Investigated R&D Projects

Table 4 - Overview R&D Projects

Source Link Country Description
CHRONIOUS http://www.chronious.eu/ Coordinator; | February 2008-January 2012: CHRONIOUS primary gedo define a European framework for a gengric
EU FP7 Project TESAN SpA - |health status monitoring platform schema addresgiegple with chronic health conditions. This wilk|b
Italy achieved by developing an intelligent, ubiquitousl adaptive chronic disease platform to be usedbdii

patients and healthcare professionals. Solutioh bveilapplied to the chronic diseases of Chronict@bgve
Pulmonary Disease (COPD) and Chronic Kidney Dis¢@g®) and Renal Insufficiency.

HeartCycle
EU FP7 Project

www.heartcycle.eu

Coordinator:
Philips Research
Labs - Germany

HeartCycle will provide a closed-loop disease managnt solution being able to serve both Heart FaifblF)
patients and Coronary Heart Disease (CHD) patientsiding possible co-morbidities hypertensiorahditeq
and arrhythmias. This will be achieved by multigraetric monitoring and analysis of vital signs arter
measurements.

Perform
EU FP7 Project

www.perform-project.eu

Coordinator:
Siemens S.A. -
Spain

A soPhisticatEd multi-paRametric system FOR thetinaous effective assessment and Monitoring of m
status in Parkinson’s disease and other neurodegfemediseases progression and optimizing patigpislity
of life. PERFORM project will develop an innovatiaed reliable tool that can remotely and wirelessbnitor,
evaluate and model the motor status of neurodegtwnerdisease patients, keeping track of their pagitin
schedules to provide medical advice aimed at slgwlisease.

oto

DIAdvisor
EU FP7 Project

http://www.diadvisor.eu/

Coordinator: Nova
Nordisk A/S -
Denmark

The DIAdvisor™ is a large-scale integrating projéét) aiming at the development of a predictiondshiol
which uses past and easily available informatioogtimise the therapy of type | and developed typkabetes
The DIAdvisor™ is not dependent on specific sensahnologies and can be adapted to technologies
standard strip sensing, minimally-invasive contimiglucose sensors and emerging non-invasive method

lik

Metabo
EU FP7 Project

http://www.metabo-eu.org/

Coordinator:
Medtronic - Spain

METABO is an EU-funded European ICT project carrged within the 7th Framework Program devoted )
study and support of metabolic management in désbfelr both, patients and specialists. METABO fesusn
the improvement of diabetes disease managemenbbidmg patients and medical doctors with a tedbgizal
platform to help them handle and analyze all infation related to diabetes treatment, integratingvith
patients’ lifestyle data.

Reaction
EU FP7 Project

http://www.reaction-
project.eu/news.php

Coordinator: Atos
- Spain

The aim of the REACTION project is to develop ategrated ICT platform that supports improved loegn|
management of diabetes based on wearable, consiraload glucose monitoring sensors and automateseg:ai
loop delivery of insulin. The REACTION platform wipresent an interoperable peer-to-peer communpic
platform based on Service Oriented ArchitectureA)Sosing cloud-enabling midddleware. It will featua

At

Model Driven Application Development environmensed on extensive use of dynamic ontologies.
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WISERBAN

http://www.wiserban.eu/

Coordinator:
CSEM -
Switzerland

capabilities by using miniature, unobtrusive, Idifigtime sensor nodes. WiserBAN will deliver inndive
wearable and implantable radio microsystems whidhemable concrete exploitation perspectives ihraad
range of industrial segments such as healthcasanbdical, wellness, and lifestyle.

WiserBAN concerns Wireless Body Area Networks (WBAMNnd is about improving personal send

ng

Wear-a-BAN
Project

http://www.wearaban.eu/

RTD Talos Ltd -
Cyprus

(WBAN) technologies for enabling unobtrusive huntanmachine interfaces (HMI) into SME-driven mar
segments of smart fabrics / interactive textiles=I{$, robotics for augmented reality assistance
rehabilitation, and natural interfacing devices\imteo gaming.

The proposed research will generate high societdlraarket impact for the European SMEs, and widllde)
major technological breakthroughs in the areasltod low-power radio system-on-chips (SoC) andeotite-
oriented system-in-package (SiP) platforms for atinie wearable antennas, wireless and sensoral@strand
digital signal processing.

The objective of Wear-a-BAN is to investigate arelmbnstrate ultra low-power wireless body-area-ngtwo

ket
and

Myotel.eu

http://www.myotel.eu/

Coordinator:
Roessingh
Research and
Development - Th
Netherlands

teletreatment service (MyoTel) that enables subjedth neck shoulder complaints to receive pers:
adjusted remotely supervised treatment during theily activities. The focus is on subjects withrilwoelated
ccomplaints (occupational health care) and patieftts a chronic whiplash (rehabilitation care).

The MyoTel project investigates the feasibility tie deployment of a prototype myofeedback bﬁsed

Mobihealth

http://www.mobihealth.org/

Coordinator:
Ericsson GmbH -
Germany

MobiHealth aims at introducing new mobile value eddervices in the area of health, based on 2.33a@
technologies. This will be done with the integratiof sensors and actuators to a Wireless Body Negavork.
These sensors and actuators will continuously meaand transmit vital constants along with audio/an
video to health service providers and brokers, ovijmg on one side the life of patients and alloworg the
other side the introduction of new value addedisesvin the areas of health promotion and disesseeption,
disease diagnostic, remote assistance, para-tesliices, physical state monitoring (sports) aneheslinical
research. Furthermore, the MobiHealth BAN systerh svipport the fast and reliable application of ctef
assistance in cases of accidents, by allowing énarmpedics to send reliable vital constants dateedisas audid
and video from the accident site.

MEDIC: Medical
Embedded
Devices for

Individualized
Care

http://www.ascent.ucla.edu/ré

earch/medic/index.htm

s University of
California Los
Angeles (UCLA)
USA

We present a general architecture for a wearaligosesystem that can be customized to an individaaént’s
needs. We also report an evaluation of this newitcure through development and application chnable
systems based on commercial technology and inegyraith an embedded inference engine develope
general purpose wearable medical diagnostics. §ystem has been developed based on a standardaid
digital assistant (PDA) and wireless sensor nodgsipped with commercially available Bluetooth ra|
components, permitting real-time streaming of Higimdwidth data from various physiological and crntal
Sensors.

| for
JEY0)
Hio
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Table 5 - Other investigated R&D Projects
Source Link Country Description
AALIANCE http://www.aaliance.eu/public/ | VDI/VDE Innovation | The focus of the AALIANCE project is on Ambient Asted Living (AAL) solutions based on advancged
+ Technik GmbH | ICT technologies for the areas of ageing at wogeirag at home and ageing in the society. This des$u
Germany AAL for health, rehabilitation and care. The prdjeelivered a R&D roadmap for AAL with a separgate
AAL Strategic Research Agenda indicating mid- toggerm perspectives.
PERSONA VODAFONE PERSONA, which builds on results of four earlier PBtbjects, aims at advancing the paradigm of
OMNITEL N.V., Ambient Intelligence through the harmonisation ahBient Assisted Living (AAL) technologies and
Italy concepts for the development of sustainable andrgdble solutions for the social inclusion and
independent living of Senior Citizen, integratedancommon semantic framework. It will develop a
scalable open standard technological platform titdbaubroad range of AAL Services, to demonstrate
and test the concept in real life implementati@ssessing their social impact and establishingnibial
business strategy for future deployment of the pseg technologies and services.
CAPSIL http://www.capsil.org/ Spaulding The CAPSIL Coordinating Support Action (CSA) teasraistrategic international coalition of University
Rehabilitation and Industrial partners that already have extensdams developing hardware/software/knowledge
Hospital Corp solutions to independent living based on user requents. All partners of CAPSIL are already members
us of regional and national centres on aging engagele process of helping to establish public poéiogd
international standards. This support action isatmch initiatives, coordinated and disseminatedaby
series of workshops in the US, EU, and Japan (teroypar for two years), with the goal to develgp a
detailed CAPSIL Roadmap for EU research to achéffertive and sustainable solutions to indepengdent
living based on an in-depth analysis of indepentleimg requirements and the ICT scenarios develape
or under development in the EU, as well as the kiSJapan (societies where the aging of the populati
are currently on par or exceeding the challengas whll be found within the EU) and support aging
research by proposing procedures to incorporatef dlese diverse solutions into WiKi entries (CAP$
WIKi).
MyHeart http://www.hitech- Philips Research LabsThe MyHeart mission is to empower citizen to figardio-vascular diseases by preventive lifestylg|an
(FP6) projects.com/euprojects/myheart/e Aachen (Germany) | early diagnosis. The starting point is to gain klemlge on a citizen's actual health status. To gas

n/objectives.html

info continuous monitoring of vital signs is mamgt The approach is therefore to integrate system
solutions into functional clothes with integratexktile sensors. The combination of functional h
and integrated electronics and process them on;hedydefine as intelligent biomedical clothes. The
processing consists of making diagnoses, detedtegds and react on it. Together with feedback
devices, able to interact with the user as welWwih professional services, the MyHeart system is
formed. This system is suitable for supportingzeitis to fight major CVD risk factors and help tmi

heart attack, other acute events by personalizettlines and giving feedback. It provides the neal

motivation the new life styles. MyHeart will demdrage technical solutions.
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Source Link Country Description
eSENSE (FP6 http://www.ict- Commissariata | SENSEI (Integrating the Physical with the Digitab¥M of the Network of the Future) is an Integrated

and SENSEI sensei.org/index.php I'énergie atomique —| Project in the EU'SSeventh Framework Programmein the ICT (nformation and Communicatign
LETI - France Technologies Thematic Priority of Challenge 1: Pervasive amdusted Network and Servigce
Infrastructures: ICT-2007.1.1: The Network of theure.
CodeBlue | http://fiji.eecs.harvard.edu/CodeBBI Harvard Sensor | The project is exploring applications of wirelesnsor network technology to a range of medical

(US)

ue

Networks Lab

applications, including pre-hospital and in-hodpémergency care, disaster response, and strolenpat
rehabilitation. Recent advances in embedded compuystems have led to the emergence of wir¢less
sensor networks, consisting of small, battery-p@detmotes” with limited computation and ragio

communication capabilities. Sensor networks perdaita gathering and computation to be deeply
embedded in the physical environment. This tectgylws the potential to impact the delivery andigtu
of resuscitative care by allowing vital signs to datomatically collected and fully integrated irte
patient care record and used for real-time triag@relation with hospital records, and long-term
observation.

WOCKETS
(US)

http://web.mit.edu/wockets

MIT / Standford

The goal of this open source prbjiscto create software and hardware that permitsraatic, 24/71
physical activity and context detection on commoabile phones. We are doing this by iteratively
designing and testing Wockets -- miniature, lowtdeadware devices that will measure human mqtion
using accelerometers. Wockets will send data toilephones that are processed by software running o
the phone to automatically detect type, duratiathiatensity of physical activity.

12.2 Investigated Commercial/Industrial Solutions

Table 6 - Overview commercial solutions

Source Link Country Description
eHit Health http://www.e-health- eHit - Finland The Finish company eHIT, backed ki, has developed a patient sensor and smareghased monitorinf
Gateway insider.com/news/item.cfm?1D=3 system to deliver round-the-clock vital signs meament, which uses Bluetooth to connect patient@®nto

127;
http://www.slideshare.net/3GDRJe
hit-ltd-health-gateway

the smart phone. The solution utilises eHIT's He&@ateway; a tool that transfers and analyses fuata
diverse sensor devices via both a mobile platfonchwaireless GSM/GPRS networks.
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LifeSync Wireless
ECG System

http://www.lifesynccorp.com/pro

ucts/wireless-system.html

dLifeSync - Florida
(USA)

The LifeSync® System is the first wireless elecamoiiogram (ECG) data communications system apatsj
for use in high acuity settings (FOR HOSPITAL CARE) is comprised of our LeadWear® Disposg
product and electronic equipment, including a patieansceiver (“PT”) and a monitor transceiver "yl
The disposable LeadWear® product is applied totiemtzs torso with standard ECG electrodes. ThepRiGs
into the LeadWear® product and is conveniently wiorran armband or placed in a patient’s hospitalig
pocket. The PT transmits ECG and respiration ttathe MT. The MT is connected to lead wires thisd
attached to virtually any patient monitor currentigtalled in the hospital. The MT will receive thignal from
the PT up to thirty feet or more away. In 2003 tlifeSync System was cleared by the FDA and cordy
with the FCC Part 15 regulations for RF devices THeSync System began selling to US Hospitalslarch
2004.

ri
ble

O

e

HealthFrontier's
ecgAnwhere or
ecg@home
products

http://www.healthfrontier.com/in
ex.html

1 HealthFrontier -
NJ, USA

HealthFrontier™ develops and markets Web and Wisetemote health monitoring devices and techno
along with data warehousing/mining services foliquas, physicians, healthcare institutions, phaeuntcals
and other health professionals. HealthFrontier'sn®e Health Monitoring Server, (RHMS) provides 183
with the ability to store and track vital signs liing; ECG, blood pressure, heart rate, blood agecang
spirometry readings over the Internet, in a totakgure connection through regular and wirelessections
HealthFrontier's RHMS is available for institutidrieployment, for hospitals, and other providers.

logy

er

Ericsson Mobile
Health Solution

http://www.ericsson.com/hr/ict_qo Ericsson Nikola

lutions/e-health/emh/index.shtml Tesla - Croatia

Ericsson Mobile Health (EMH) is a Patient Remote niifiaring System indicated for measuring med
parameters of adult and pediatric patients. EMlitended for performing patient measurements witdnd
out of a hospital area. It is intended for remolteak ups of out-patients with long-term stable roal
conditions by out-patient executed measurementsndied out-patient categories are adult and péstiatith
a weight of> 10 kg. Ericsson Mobile Health is certified in amtance with European Union’s Medical Dev
Directive (MDD) as a Medical Device of Class lla

cal

ce
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Table 7 - Other investigated commercial solutionsra industrial associations

Source Link Country Description
The GSM Association (GSMA) is an association of ifloperators and related companies
devoted to supporting the standardizing, deploynasdt promotion of the GSM mobile telephgne
GSMA http://www.gsma.com/mobile-health UK system. A specific unit deals with mHealth issued & particular defying a general referepce
architecture for mHealth applications, as well esnmting standardization and interoperability| of
mobile devices.
CONTINUA concentrates on the interoperability of alte and fithess devices and the
) . . . communication with application hosting devices onte (later also mobile) and services on|the
CONTINUA http://www.continuaalliance.org/index.html us Internet, using existing standards like IEEE 11878 harmonized with NCCLS/CLSI, HL7, CEN,
TC251, ISO TC215, and IHE.
LifeWatch . . : L .
Company - _ The _L|feStar ACT qffers br(_)ad functionality witrsihigh-performance multi-channel Ambulat_mry
LifeStar ACT http://www.lifewatch.com/AboutACT us Cardiac T_elemetry in one simple-to-use system. AG& system offers up to 30-days of real-time
Product ECG monitoring.
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12.3 BAN and WBAN

12.3.1 Enviromental scanning

The following parameters have been adopted to aedlye selected source with respect to BAN or
WBAN technologies:

Data communication connectianse. the type of connectivity adopted (e.g. wass or
wired).

Type of devices involvede. the description of the device and its nat{sensor, mobile,
smartphone).

Mobile facilities of the devicese. whether mobile capabilities are embeddedatrinto the
devices.

Degree of intelligence of the devicas. availability of data processing and/or asaly
functionalities locally at the BAN site (possiblaluves: high, medium, low).

Position of thelevices: i.e. stationary / portable / wearable / implateatevices.
Scope of the devicesature of the measured data.

Interaction level of the devicese. the level to which a signal results in atuaton, which
can take the following values: passive - no intéoa¢ the signal does not result in an
actuation; semi-active - the signal results onlailimited actuation (e.g., alerting); active -
the signal results in a full actuation.

Communication flowmono- or bi-directional. In the former case, thevice can only send
the information and cannot handle receiving adésit whereas in the latter case can send
information and data gathered, and receive feedfmdke patient.

Note any comment related to use of standards, conmeegef devices, specific innovative
technologies adopted.

Results are reported in the following Table 8.
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BAN/WBAN
Type Source Data Communicatior] Degree of Interaction | Communication Note
- Type of Device Mobile Facilities intelligence Position Scope level Flow
multiple: vital signs,
CHRONIOUS ) nonorganic, Partially . physical acitivity, ) A
R&D EU FP7 Project wireless BAN biological Sensor Embedding high wearable context awareness, active (SP) bi-directional
social parameters
Physiological signals will bg
measured using textile apd
wearable sensors, based |ol
My-Heart and other EU
projects outcome and
experience. The  Work
. . multiple: vital signs, Package .W'” also provide
HeartCycle . nonorganic, Partially . . L L R new sensing technology for
R&D : wireless BAN . ) ? high wearable physical acitivity, semi-active bi-directional )
EU FP7 Project biological Sensor Embedding very important parametefs
context awareness
such as blood pressute,
oximetry, non-contadt
electrocardiogram and
mechanic  heart  function,
advanced artefact removdl,
pulmonary arterial pressufe
(PAP).
. . multiple: vital signs,
Perform . nonorganic Partially . portable/weard . L R T
R&D . wireless BAN . ) ' ? high physical acitivity, semi-active bi-directional
EU FP7 Project biological Sensor Embedding ble context awareness
DIAdvisor . nonorganic, Partially . . L . . L -
R&D EU FP7 Project wireless BAN biological Sensor Embedding high wearable single: vital signs active (SP) ediional
multiple: vital signs,
Metabo . nonorganic, Partially . portable/weard  physical acitivity, passive/sem -
R&D EU FP7 Project wireless BAN biological Sensor Embedding high ble context awareness, -active bi-directional

social parameters
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o7 e See
[¢]

-0

The REACTION platform
can execute various clinicpl
applications for monitorin
L . of vital signs, contex
multiple: vital signs, awareness, feed-back to f
Reaction CGM Sensor Embedded in context awareness, oint of ca’re intearative ris
R&D . wireless BAN (Impedance and IR| electronic plasters high wearable feed-back to the pointf semi-active bi-directional | ' 9 )
EU FP7 Project assessment, event and algrm
spectroscopy) (ePatch) of care, event & alarm handling as  well a
handling integration with clinical an
organisational workflows an
external Health Informatio
System.
Wireless Ban and Partially wearble/impla . - (some) bi-
R&D WISERBAN Radio Embedding ntable multiple semi-active directional
Embedded system-
on-chip (radio,
R&D Wear-a-BAN Radio chip Sensor part micro-processor,
Project generic sensor
interface, tuneablsg
antenna interface
BAN dry surface
electromyography Partiall
R&D Myotel.eu Wireless BAN SEMG electrodes Y high wearable multiple semi-activg bi-directiona|
; . Embedding
incoporated in a
garment
Wired BAN through
R&D Mobihealth Front E_nd device tha _ nonorganic, Partlally high wearable multiple semi-active bi-directionall
provides power biological Sensor Embedding
supply
MEDIC: Medical bioqggiggglég]é%’sor
R&D Embed_d_ed Dgwces Wireless Ban (ECG, acceleromete Partlally high wearable multiple semi-activg b-directional
for Individualized Embedding
Care guroscope boards, §
knee angle sensors
Com 1| eHit Health Gateway Wireless BAN _honorganic, Partlally high wearable/portg multiple semi-active bi-directional
biological Sensor Embedding ble
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nonorganic,
LifeSync Wireless - biological Sensor . multiple: ECG, . P
Com 2 ECG System Wired BAN (LeadWear Not Embedded high wearable respiration passive bi-directional
Disposable)
HealthFrontier's Lead (I) or Lead (II)
Com 3 ecgAnwhere or BAN nonorganic biologica Embedded high multiple: active bi-direatib
ecg@home productg Sensor
multiple: The system
monitors vital signs
. . L . . such as ECG, EMG
Ericsson Mobile nonorganic biologica Partially . wearable/portd ’ T
Com 4 - BAN ) high (electromyography), bi-directional
?
Health Solution sensor Embedding ~ oxygen saturation,
respiration, activity ang
temperature.
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12.3.2 Connectivity

The term “intra-BAN communications” refers to radiommunications of about 2 meters around the
human body, which can be further sub-categorized as

« (@) communications between body sensors, and
« (b) communications between body sensors and thalgerPS

Due to the direct relationship with body sensord BANSs, the design of intra-BAN communications
is critical. To avoid the challenges of wirelesshyerconnecting sensors and a PS, some existing
schemes utilize cables to directly connect multggenmercially available sensors with a PS (i.e., a
PDA), as shown in Figure 8 below (a).

Tier-2 ! Tier2

| |
| | [+ |
i Network o ..._....__._,1 -.J:_____.m \,\ i Metwork
Wired c/* i Wirslss Link_, 1L Wireless Link Tl
/ e . //J -
: Podrt - . I T——-—}— o :
(a) (b) (e)
o | Tier2 | Tier2
| Network }' | Network
| A |
o Bas
| |
/ | / |
| |
| |

(d) (e)
O Bodysensor @ Central processor W Personal server B Access point

Figure 8 - Connecting multiple commercially availatte sensors with a PS

Alternatively, some solutions stipulate that seagdirectly communicate with APs without a PS, as

shown in (b). Compared with the previous two apphes, (c) represents the typical architecture of
utilizing a star topology, whereby multiple senstmsvard body signals to a PS that in turn forwards

the processed physiological data to an access. gomdlly, (d) and (e) present an advancement to a
two level BAN. In the first level, multiple wiredrowireless sensors connected to a single central
processor in order to reduce the amount of raw, datd save energy. After data fusion, the size of
data that needs to be transmitted from the ceph@tessor to a PS is reduced. However, these
solutions involve more challenges, such as advamegsor data processing by considering the
specific biomedical communications characteristics.

The functionality of extra BAN communication is itterconnect BANs with various networks that
are easy to access in daily life, such as therietaand cellular networks. We divide the paradigins
extra-BAN communications into two categories: isfracture-based architecture (left) and ad hoc-
based architecture (right).

Figure 9 - Extra-BAN communications
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Most BAN applications use infrastructure-based,reeAN communications that assumes an
environment with limited space, e.g., a waitingmom hospital, home and office, etc. Compared to
its ad-hoc networks counterpart, infrastructureeldasetworks offer the advantage of centralized
management and security control. In the ad hocdhaszhitecture, multiple APs are deployed to help
the body sensors transmit information within medaenters. Thus, the service coverage is larger
than in the infrastructure-based architecture, lifathg users to move around in a building,
playground, or in an emergency rescue spot. Whieecbverage of a BAN is limited to about two
meters, this way of interconnection extends théesydo approximately one-hundred meters, which
suits both in a short-term setup, and in a longitsetup (e.g., at home). Two categories of nodes
exist in this architecture setup, i.e., sensor&toctunodes in or around a human body, and router
nodes around a BAN, both of which have the samie teardware to facilitate multi-hop routing.

12.3.3 Relevant Examples of Wearable, Implantable and Portable Solutions

The systems reported in the table below providemgias of integrated, closed systems. In these
cases, the sensor farm is predefined, and new isecaonot be added without major changes to the
system.

Table 9 - Examples of wearable, implantable and pdéable solutions

Product Organization Description
LifeShirt VivoMetrics | A machine washable shirt with embedded sensord,ife€hirt Recorder, arn
http://www.lifeshirt.com/ integrated PDA, and the VivolLogic analysis andrépgr software. The

system continuously measures more than 30 parasnefteardiopulmonary
function as a patient goes about their daily ati¢isi After processing th
data, the system integrates subjective patienttifipmn an on-board digita
diary. Results can be viewed as full-disclosurghhiesolution waveforms g
as summarized reports. To measure respiratoryitmctensors are wove
into the shirt around the patient’s chest and aletom single channel EC
measures heart rate, and a three-axis acceleronmeetends patient postur
and activity level. Optional peripheral devices swa blood pressure, blog
oxygen saturation, EEG, EOG, periodic leg movemerye body
temperature, skin temperature, and end tidal C@2angh.

o O U5 = —

Cardiac Vest Signalife Featuring dry ECG electrodes embeddedthim cloth fabric. Wireless
http://www.signalife.com transmission of the measured ECG signals to the @flthe incorporation
of sophisticated artifact elimination algorithmdoal capturing of data in
very harsh environments, such as might be founthdwtrenuous outdoor
training. The Cardiac Vest provides ambulatori é2d ECG monitoring an
is driven by the Fidelity1l00 system that compress®s reduces noise prior
to amplifying the ECG signal, eliminating the ndedfilter the signal afte
amplif ication. The system requires a laptop whbee data are transmitted
and be visualized.

)

LifeVest LifeCore LifeVest incorporates a sensor and anadoty the def ibrillator, providing
http://www.lifecor.com/ an example of active automatic response to meassigubls. Unlike
implantable cardioverter defibrillators (ICD), théfeVest is worn outside
the body rather than implanted in the chest. Thésiak continuously
monitors the patient’'s heart with dry, non-adhessemsing electrodes 1
detect life-threatening abnormal heart rhythma life-threatening rhythm i
detected, the device alerts the patient prior tiveleng a shock, and thu
allows a conscious patient to disarm the shocthdfpatient is unconsciou
the device releases a gel over the therapy elexsradd delivers an electricp
shock to restore normal rhythm.

[«]

2

A different approach is taken by other companias rmost of the current research projects, with the
development of an open system, based on wireledy Boea Networks (WBAN).A representative
example of a system based on a BAN is the Ericsstfobile Health
(http://www.ericsson.com/solutions/enterprise/prddimhealth_solutions.shtml) solution.

Users are equipped with sensors interconnectedr n@AN, and managed by a PDA or mobile
telephone. The collected data are transmitted ootisly via a wireless UMTS or GPRS service to a
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medical centre or directly to medical professionakhere they can be monitored. Content-

management functions enable immediate analysisdi¥idual body data and personalised patient

feedback in real time using alarms and remindéng system monitors vital signs such as ECG,

EMG (electromyography), oxygen saturation, resmratactivity and temperature. In the case of

patients whose medical condition is deterioratimgidly, the data centre can send an SMS alarm or
provide the patient with f irst-level medical suppo

The EMH system also provides a patient diary fonate entry of questionnaire responses and diary
entries (entered by the patient on a computer smartphone), and patient Messaging , a dialogue
made simple between the caregiver and the caretdkentent-management functions enable
immediate analysis of individual body data and peadised patient feedback in real time using
alarms and reminders. The system monitors vitahssiguch as ECG, EMG (electromyography),
oxygen saturation, respiration, activity and terap@e. The sensors themselves are standard sensors
available on the market, with EMH offering the mttennection, aggregation and transport means.

A new generation of sensors, on a single chip,gnatitng sensor control, signal processing and
wireless transmission, at an extremely low cosssy allowing it to be a disposable sensor system
Two examples of this technology are reported below:

Table 10 - Sensors integrating sensor control, sighprocessing and wireless transmission

Product Organization Description
STATPATCH System Telzuit It is a mobile cardiac monitoring technojagffering an entirely
http://www.telzuit.com/ wireless 12-lead EKG with 24-hour near real-timenitaring.

It is an 1-piece, easy-to-attach, and wear patdhizing
Bluetooth technology to transmit cardiac data toTeeo
smartphone. The smartphone transmits this data ¢engral
independent diagnostic testing facility where ipiscessed angd
read by trained technicians. Medical practices ehmost
instantly retrieve patients’ reports from a dedicatHIPAA
(Health Insurance Portability and Accountabilitytpcompliant

assets/html/frmSet_about.htm

Web site.
Sensium platform Toumaz It is designed to work with a range of bedyn physical andg
http://www.toumaz.com/ bio-chemical sensors. Sensium is an ultra low posersor
healthcare/index.htm interface and transceiver platform for a wide rangg

applications in healthcare and lifestyle managemniem device
includes a reconfigurable sensor interface, digifiaick with
8051 processor and an RF transceiver block. An him-c
program and data memory permits local processingigfals.
This capability can significantly reduce the amouat
transmitted data. Together with an external seriberSensium
provides ultra low power monitoring of ECG, tempara,
blood glucose and oxygen levels. It can also iatarfto 3 axig
accelerometers, pressure sensors and includes persiore
sensor on a chip. One or more Sensium enablechdfasters|
continuously monitor key physiological parametenstioe body
and report to a base station Sensium plugged inBRDA or
Smartphone, from where they can be further filtedcessed
or transmitted live to the medical center. Sensiandesigned
for purely Body Area Networking (BAN) that is, tremitting to
a distance of no more than 1.5 to 2 meters.

All the above systems implement non intrusive madieonitoring. However, slowly gaining ground
are implantable in vivo monitoring devices. Impkie sensors can be either placed under the skin,
or at special locations in the body, like the moutiplace of a tooth, or in the knee. Direct phgkic
contact with the body allows the sensors to measitie higher accuracy physiological values, like
blood flow, glucose level and even detect infecion
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A first example is IntelliDrug from Saliwell (httdwww.saliwell.com). Intellidrug is a tiny
drugdispensing system that goes into a person’simowith the ultimate goal of getting the parts
small enough to f it into a replacement tooth pdiaicethe back of the mouth, like a molar. By plagin
the device in the mouth, the drug can be deliveliegttly into the bloodstream through the lining of
the cheek and around the mouth, a surface thatrisup enough to absorb the medicine. Saliva,
meanwhile, mixes with the drug and carries it #® lihing more consistently than just swallowing a
pill every few hours. IntelliDrug also has a comnuation port that enables the user to control the
device via remote control with the hope of evenyulahking it with a cellular phone or to a nearby
hospital or care center.

A more general approach is the Labon-a-Chip (LO@)cept. LOC is a term for devices that

integrate (multiple) laboratory functions on a $nghip of only a few millimeters to a few square

centimeters in size that are capable of handlingemely small fluid volumes (down to less than

pico-liters). LOC applications and other currenhss® research directions are many, ranging from
environmental pollution monitoring, food qualitydafinally medical analysis. LOC for medical tests

are mainly used today for laboratory analysis. pbossibilities offered by implantable LOC devices

are many, ranging from real-time bacteria detectmwirus and cancer detection, to blood sample
preparation and DNA extraction. Current researchceontrates on mastering the different sensing
materials that range from optical to bio-electriaad micro-needle devices, investigating their long
term effects when implanted in the body, theirtwaliion, and many other considerations.

12.4 PAN
12.4.1 Environmental Scanning

The following parameters have been adopted to sedlye selected source with respect to PAN
technologies:

« Network protocal i.e. the type of network(ZigBee, Bluetooth, néald radios, and even
simplified WiFi) adoptedto link the BAN to other\dees and/or networks.

- Target Node or Network.e. where the data collected in the BAN arewidgid (devices,
home facilities, gateway, external repositories\WiAN, etc.).

- Radio spectrumif a specific radio spectrum has been allocated.

+ Note any comment related to use of standards, conmeegef devices, specific innovative
technologies adopted.

Results are reported in the following Table 11.
Table 11 - PAN findings

PAN
Type Source Note
Network/Protocol Target Node/Network Radio Spectrum
CHRONIOUS .
R&D EU FP7 Projec No Deliverables
Home gateway node which shal Communication standardl:
HeartCvcle collect all info, based on a computer based on IEEE 802.15.4
R&D yCle Bluetooth (ISM-2.34 band) with storage and processing for specific HeartCycle
EU FP7 Projec . . .
capacity required for the data electronics; Bluetooth fo
analysis, powered by mains. commercial devices
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R&D Perform Bluetooth, ZigBee, Ultra | 1. Multi Sensor Monitors 2. Basg
EU FP7 Projec Wide Band, all considered Unit
DIAdvisor .
R&D EU FP7 Projec No Deliverables
Metabo .
R&D EU FP7 Project No Deliverables
REACTION Application Hosting
Reaction Bluetooth or Zigbee using the Device (AHD) - can run on cell .
R&D EU FP7 Project IEEE 11073 standard phones or computers - for this 2.4 GHzin the ISM
project - a Laptop
2.4 Ghz radio
R&D WISERBAN component - Ulta-
miniature radio SiP
Wear-a-BAN 868MH2z/915 MHz
R&D . .
Project radio
R&D Myotel.eu Bluetooth PDA (Mobile Base unit)
Mobile Base Unit (MBU) -
Examples of MBUs include a
cellphone supporting Java or a
R&D Mobihealth Bluetooth Personal Digital Assistant (PDA)
with a General Packet Radio System
(GPRS) extension. i.e. a customized
iPAQ H3870
MEDIC:
Medical
R&D Emt_)edded Bluetooth Nokia N770 P_DA with open
Devices for software interface
Individualized
Care
Com1 eHit Health Bluetooth Mobile Device - Smartphone
Gateway
LifeSync . .
Com 2 | Wireless ECG Bluetooth from the Pe}tlent Transqelver to the
Monitor Transceiver
System
HealthFrontier's
ecgAnwhere or] Bluetooth, internet, or Fax FM - 1900 Hz
Com 3 (100Hz/mV)
ecg@home modem. WINCPTS tibl
products ecg@home can record an store ap compatiolg
ECG tracing using Patented built-in
electrodes. Data can be transmitted
to the following:
Ericsson PDA or Mobile telephone (or a
Com 4 | Mobile Health Bluetooth provided automated communicatipn
Solution device)
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12.4.2 Passive Fall Detection

A range of passive fall detection devises are basednd an mHealth platform and utilize a variety
of sensors, including motion and pressure sensaselerometers, and gyroscopes to monitor
location, position, immobility, speed of motion,dadistance covered. Passive sensor technologies
automatically detect falls and promptly alert tipprapriate parties. Different types of sensorstoan
used to detect movement, including motion sensdfixed to the walls of users’ homes,
accelerometers and gyroscopes attached to theousambedded in mobile devices, and pressure
sensors in the floorboards underneath carpet. Algos are utilized to set thresholds for alert
notification tailored to each older adult by monitg patterns of movement and behavior. For
example, a data pattern can assist with detectmmgany tract infections through frequency of
bathroom visits at night or throughout the day.Stechnology also can signal that individuals may
need to move to a higher acuity setting or thaty teeould consider using mobility assistive
technologies if patterns change and mobility begmsleteriorate. System dashboards integrate
individual and multiple user data in an easyto-rtmniformat. Dashboards can stratify alert
notifications based on severity, which can be paldrly valuable for assisted or independent living
communities that monitor several people at once dhility to access these dashboards via mobile
devices, greatly increases healthcare workers, ljaemd caregivers’ ability to access the data
anywhere.

Examples:

« More recently, smartphone applications, such asrdid® iFall, have emerged for fall
detection. The Android phone contains a tri-ax@ederometer, which is used to monitor the
user’s location and position. While older adultsstoarry the device at all times, several
variables — threshold-based algorithms; user in&iiom on height, weight, and level of
activity; and unique user phone movements — arentakto account when evaluating
whether a fall occurred.37 If a potential fall orguiFall sends a notification to the user. If
there is no response from the user, the systenssetekt message to pre-specified contacts.
Upon response from the contact, iFall automatictliyps on the user’'s speakerphone and
contacts medical help if needed.

- Another recently developed passive fall detectemhihology called Wellcore, is a device that
contains an accelerometer, a base station, is pthe older adult providing coverage 24/7,
and provides an online dashboard to view movematat &maller than an ipod, the device is
worn by the older adult and can be clipped to thkthing or placed in a pocket. The device
automatically uploads movement data and steps tiaken online dashboard. Movement data
can be viewed by day, month, or over 90 days. Margntrends are assessed, whereby if
data begins to move outside of a normal activityge these areas are highlighted on the
password protected dashboard. If an older adudt, filde system alerts Wellcore’s Emergency
Call Center who then contacts the older adult lakmg through the base unit to assess the
situation. If necessary, the Call Center will cahtamergency services to send help to the
older adult in their home. The device also contaim&mergency response button that can be
pushed by the older adult if needed. Wellcore plawides fall detection services outside of
the home when paired with Wellcore compatible patbnes. When the system detects a fall,
emergency services are able to access the celeh@PS and send help to the location of
the older adult. The system also alerts caregieetise event as well.
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Fall Active or Description Examples
Detection Passive
Systems

Alarm with Active Personal Emergency Response Philips Lifeline,
fixed or systems require older adults to MedicalAlarm.com),
portable activate a call button, which can MobileHelp,
receiver and either be stationary in a room or ActiveCare
transmitter portable worn by the user. Some

devices activate third party audio

communication with the patient to

address the situation and can contact

the appropriate parties for further

assistance.
Location and Passive Sensors, like accelerometers and Myhalo, Wellcore,
position gyroscopes, are connected to the Android Application
sensors with user and detect user's location and iFall, Speedy, Philips
algorithms position in relation to the ground. Lifeline with

Preset algorithms determine if AutoAlert, AFrame

movement is out of the scope of Digital

activities of daily living and is

considered a fall. Software alerts

third party or caregiver to potential

fall.
Motion Passive Motion sensor units are placed WellAWARE Systems,
Sensors and around the user’s house or Healthsense,
pressure apartment on the walls or on the BeClose, GE's
sensors with ground. Sensors continuously track | QuietCare,
algorithms user's motion. Preset algorithms GrandCare Systems

determine whether user has fallen by

analyzing immobility where users

remain still in one area for longer

than the allotted time. Software

alerts third party or caregiver to

potential fall.

12.5 WAN

12.5.1 Environmental Scanning

The following parameters have been adopted to aedlye selected source with respect to WAN
technologies:

« Network/Protocal i.e. the type of network(GSM, GPRS, 3G, 4G, WiMartnternet) or
protocol adoptedto link the BAN/PAN to a remote ead device.

- Target Node or Devica.e. where the data collected in the BAN/PAN dedivered (mobile
devices, repositories, healthcare systems, etc.).

- Data Format SMS, eMail, message, any health standard (e.d, HE)
« Radio spectrumif a the specific radio spectrum has been alkxtat

- Note any comment related to use of standards, conmeegef devices, specific innovative
technologies adopted.

Results are reported in the following Table 12.
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Table 12 - Beyond PAN findings

WAN
Type Source Note
Network/Protocol Target Node/Device Data Format Radio Spectrun
CHRONIOUS .
R&D EU FP7 Projec No Deliverables
HeartCycle
R&D EU FP7 Projec NO WAN
Perform - transmitted ffom Multi HL7 and
R&D EU FP7 Projec WiFi (802.11) Sensor Monltqr to the| Perform software - HL CEN/TC251
Base Unit
DIAdvisor
R&D EU FP7 No Deliverables
Project
Metabo .
R&D EU FP7 Projec No Deliverables
Computer or handheld
R&D Reaction Internet - IP Connection or interfaces with IEEE 11073-
EU FP7 Projec WiFi REACTION AHD by IP 10417 standarg
Communication
R&D WISERBAN No
R&D Wear—a_a—BAN No
Project
to the MyoTel Service
Centre, Back End
R&D Myotel.eu UMTS/GPRS system then through
Internet to the
healthcare PC (Medicd|
Display)
MBU initiates (long
distance) wireless data
. wireless + wired transfers to transmit the
R&D Mobihealth (GPRS / UMTS + Internet) collected
data to healthcare
center(s)
MEDIC:
Medical
Embedded - FROM PDA Nokia Device Server sensor
R&D Devices for WLAN (WIF)/GPRS N770 PDA driver is used
Individualized
Care
Applications can be
configured to send infg
eHit Health Gateway: as SMS. dExpﬁr(til_lprort
eHit Health From smartphone supported with differen
Com1 Gatewa GSM/GPRS/3G mobile platform to measurement device
Y Serverp latform manufacturer software
p ) formats. Output report
(PC, printers, email,
MMS, etc)
LifeSync
Com 2 Wireless ECG
System
HealthFrontier's
ecgAnwhere o
Com 3 ecg@home
products
Ericsson The daﬁfoe;:et;;ansmltted
Com 4 Mobile Health UMTS or GPRS (2G, 3G) L )
Solution Communication Devicq

to Back End system
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12.6 End Users Devices
12.6.1 Environmental Scanning

The following parameters have been adopted to aedhe selected source with respect to end users

technologies:

* Type i.e. the type of device adopted(Mobile, Smartghdrablet, other, .).

» Software i.e. the kind of end-user application (visualiaat of data, alerting, patient record
management, appointement management, etc.)

» Target Useri.e. doctors, patients, etc.

» Used technologiesBlueTooth, Wireless LAN, 2G, 3G, 4G network an&Qcommunications
capabilities, as well as the type of platform (M®oft, Apple, Android).

* Note any comment related to use of standards, conmeeg®f devices, specific innovative
technologies adopted.

Results are reported in the following Table 13.

Table 13 - End Users Devices Findings

End User Device

Type Source Note
Type Software Target User | Used technologies|
CHRONIOUS .
R&D EU FP7 Project No Deliverable
HeartCycle .
R&D EU FP7 Project Not available
1. Multi Sensor Monitor rocelgts?r:f%C(ZtliDe"ﬁta record Bluetooth, or
Perform 2.Computer/Processor(Locgl P gipa . ' Continua ag
R&D . TN mgt, with Doctors Zigbee and IP -
EU FP7 Project Base Unit) with Perform L - : .| guidelines
authentication/authorizatioh Connection or WiFi
Software h
required
DIAdvisor .
R&D EU FP7 Project No Deliverable
Metabo .
R&D EU FP7 Project No Deliverable
Reaction Reaction Application Patient and
R&D EU FP7 Project Laptop Hosting Device software Doctors
R&D WISERBAN
R&D Wear—a—BAN
Project
R&D Myotel.eu
R&D Mobihealth Doctors
MEDIC: Medical
R&D Embedded Deviceg Centralized Server Doctors WiFi

for Individualized
Care

eHit Health Gateway
eHit Health Software. Supported

Com1 Smartphone Platforms: Series40, Serigs  doctors Bluetooth, GSM,

Gateway 60 end & 3rd, Series 80 GPRS, 3G
2nd; Windows Mobile
LifeSync Wireless
Com 2 ECG System
HealthFrontier's
Com 3 ecgAnwhere or
ecg@home
products
Automated Communicatio
Device Certified with EMH
Ericsson Mobile solution - Medical device visualization of data,
Com 4 Class lla. Sends data to 4 ' Doctors Bluetooth, 2G, 33

Health Solution notification system

back end system, accessiing
data for review by web-
based applications
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12.7 Applications

Below is a list of mHealth applications and solntdhat are either at the trial stage, currenttivac
and available or in development as identified ireort in 2011 by Universityof Cambridg®. The

list is by no means exhaustive and only applicatiohinterest to MovingLife are actually mentioned
here. We have not defined the level of interestetgvance as this environmental scan is aimed at
getting a broad, rather than deep, insight into dheent state of play in relation mobile health
applications. Their relevance will be investigatedher in the forthcoming work on gap analysis.

12.7.1 Chronic Disease Management

Tracking mental health of teenagers. mobile electronic diary for mental health tracking (Australia,
trial)

At the Murdoch Children’s Research Institute in &aka, mobile phones have been used to track the
mood of children and young people aged 14-24 wiémtal health problems. The program uses an
electronic diary that allows youths to report arda@ange of daily experiences including mood, stres
levels, coping strategies, alcohol and cannabis esercise, eating patterns and general lifestyle
factors. Responses are sent to a website inteviagzh evaluates and assesses each patient’'s mental
well-being and produces an individual report fax ttoctor to help them determine what treatment is
required.

http://www.mcri.edu.au/pages/research/news/201@Bile-phones-track-teens-mental-health-in-
Albury-Wodonga.asp

SIMsystem smart incontinence detection pants. monitoring and alert for incontinence in elderly
patients (Australia, active)

It is estimated that 80% of Australian Aged Careiliigz residents are incontinent and that the
government spends AUD1.5bn on managing this eaah Jeials suggest that SIMsystem can save
up to AUDZ2k in the labour costs associated wittommence management per bed, per annum. The
manufacturers also say that more accurate assesshaontinence events leads to improved
management of incontinence sufferers and therefopeoved quality of life for residents of Aged
Care facilities.

http://www.mhealthupdate.com?p=889

Cardiocom pulse oximeter for home teleheath: pulse oximeter for remote testing, integrated with
telehealth communication platform (Many countries, active)

Minneapolis based Cardiocom, a designer and matwéa®f telehealth communication devices and
vital sign peripherals including blood pressureays and weight scales, has added a pulse oximeter
offering to its telehealth platform, designed fgeun the home telehealth environment.

www.mhealthafrica.com/?p=29

Medtronic M-Link cellular accessory for implanted cardiac devices: monitoring of cardiac devices
remotely, and alert when problems are encountered (Many countries, active)

The M-Link cellular accessory simplifies the conti@t to the CareLink Network, securely

connecting any CareLink patient monitor, allowingtipnts to transmit data from their implanted
device to the clinic through the secure networkd aroviding a simple and convenient means of
staying connected whether at home, work or trawgllglobally. The device also transmits
notifications when any programmable alert conddicere met. The M-Link accessory allows
clinicians to remotely monitor more patients impxhwith devices, and to view transmitted data
through a secure website, meaning they can revneviunctionality of a patient’s device in real-time

2®University of Cambridge (2011), Mobile communicasiofor medical care: A study of current and
future healthcare and health promotion applicatod their use in China and elsewhere. Mobile

Communications for Medical Care - Final report, hNg011.
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http://www.medtronic.com/carelink/

Bayer Didget: blood glucose monitoring system for children, linked to computer games (United
Kingdom and Europe, active)

Blood glucose monitoring system which rewards c¢hkiidfor consistent testing with fun games they
can play online or through Nintendo DS. The CONTOURod glucose meter plugs into the
Nintendo DS which motivates children to test. Nargge also available on phones to help with
testing and monitoring.

http://www.bayerdidget.co.uk/

Diabetes self-management trial: diabetes self-management through telehealth (United Kingdom,
active)

GPRS-based system developed to assist in the selfgement of patients with Type 1 diabetes.
Uses direct data download from blood glucose maghiith immediate wireless transmission of the
readings to a central server. Clinical staff cantbontact the patient by SMS or by telephoneefeh

is cause for concern.

http://www.primarycare.ox.ac.uk/research/vasculaséarch/Telehealth

DIMA Dietary Intake Monitoring Application: mobile health application for dietary insight for a
chronically I, low-literacy diabetic population (USA, active)

Personal digital assistant to assist dialysis ptito accurately monitor their fluid and sodiurtake.
Leads to more accurate results as patients areshamnt on their memory to record levels. Patients
are given immediate feedback on their fluid andiwodintake and researchers gain information
about compliance.

http://www.cs.indiana.edu/surg/Projects/DIMA SURGgB/DIMA.html

Congestive heart failure disease management trial: management tool for CHF sufferers (USA,
active)

Collaboration between New Jersey based healthcareder Meridian Health and developer of
remote health monitoring technology MedApps, tdiateé a chronic disease management pilot
targeted at sufferers of Congestive Heart Fail@ER). The aim of the programme is to monitor
participants on a near real-time basis with a vitewmproving patient outcomes and decreasing
readmissions to hospital within 30 days.

http://www.telecareaware.com/index.php?meridianthesedapps-telehealth.html

MAHI Maobile Access to Health Information: management tool for glucose for diabetic sufferers
(USA, in development)

Each time a diabetic patient uses a glucose mie¢eor she receives a phone call to gather data on
why they are using it, using a java-enabled cetinghconnected to the glucose meter via Bluetooth.
Individuals record several messages per day. Daimdlly collected include pictures of food,
pictures of confusing food labels, voice notes wgjpecific problems.

http://www.texting4health.org/slides/sabadosh%206218T4H%2002%2029%2008.pdf

EntraMyGlucoHealth: wireless upload of blood test for diabetes patients on Nokia and other
smartphones (Worldwide, active)

App making it possible for users to wirelessly @udlood test results to the MyGlucoHealth portal,
so that results can be reviewed and evaluated ubmdnandset, data can be charted, and weight,
exercise and nutritional information can be entefldte app also makes it possible to notify family,
physicians and carers via automated SMS and teesehders for when readings exceed previously
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defined thresholds. Users can use the app for tapaemmunications with their doctor and to order
replacement test strips for their glucose meter.

http://www.entrahealthsystems.com/news/ MyGlucobhedbiabetes App_Available.html

12.7.2 Self-management and Medical Adherence

Mobile Direct Observation Treatment (MDOT): using video-enabled mobile phones to monitor
medication adherence (Kenya, pilot)

Pilot study on the effectiveness of mobile videa@ad phones in meeting the requirements for
monitoring medication adherence by tuberculosisieptd. (The World Health Organization
recommends directly observed treatment of tubestsijoatients to monitor medication adherence, as
non-compliance with the medication protocol cardléa the more dangerous Multidrug Resistant
TB). The study also examined the reactions of pigdnts to text and video health messages sent via
the mobile phone.

http://www.prohealthservicezone.com/Customisati@wi/IT and Communications in Healthcare/
Communications equipment/Mobile video-
enabled_phones_help_to_monitor_medication_adherehcEB_patients.asp

Weltel: patient-centred text messaging supporting antiretroviral medication adherence (Kenya,
trial)

HIV-positive patients are sent weekly text messagesiring about their well-being; where patients
respond that they have a problem, a healthworkks back to assist them. Weltel also provides
health-related information to the public, desigrtedfacilitate behaviour change; is able to track
diseases in an area or population; supports rehatiz collection; gives long-distance support to
health workers; and facilitate logistics of movimeglth related products.

http://lwww.weltel.org/

Vidanet: education strategies and advice for people living with HIV/AIDS (Mexico, active)

Vidanet gives people living with HIV the ability tegister to receive messages to help improve their
adherence to their specific treatment, with the aingenerating changes in attitude towards self-
healthcare, health risk prevention, and adheremspécific prescribed treatments.

http://www.voxiva.com/content/case studies/VidaN#iF.

Diabediario: diabetes self management tool for treatment advice and medication adherence
(Mexico, active)

Any diabetic person with a TelCel mobile phone gamticipate in the programme, which uses
telecoms to generate changes in attitude towamsls prevention and adherence to prescribed
treatments. Diabediario supplements rather thalacep doctor’s visits or medicines. This system
empowers the patient to take control of their lelit taking steps to control their diabetes.

http://www.voxiva.com/content/case studies/Diabgilfs

Proteus Smart Pills UK trial: remindersfor patients who might otherwise forget to take medication
(United Kingdom, trial)

The Royal Berkshire and Imperial College healthdausts will be conducting a clinical trial using
“smart pills” developed by US company Proteus Bidioal. The system was originally tested in the
USA. Subjects are given versions of their reguitalblockers and diuretic pills that include a $mal
microchip. The pill sends signals to a patch woyntlie patients, which then sends them a text
message if they forget to take their prescriptibris hoped that it will lead to increased efficbyn
and better patient care by improving patient coamme (which is typically poor) and reducing
hospital readmissions.

http://www.mhealthupdate.com/?p=1322
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WelIDoc Chronic IlIness Management/Patient Coach: disease management tool for chronic illness
to increase medication adherence (USA, active)

WellDoc provides a modular platform for the managamof chronic illnesses, capable of being
configured to support a number of applicationsudolg medication adherence and multi-disease
management. Their Patient Coach system conveysagodnal and contextualised data as a means of
encouraging patients into better self-managemeshaalthier lifestyles. The solution can be applied
to diabetes, cardiovascular illnesses, mental Ineatid general wellness. Outcomes from clinical
trials of diabetes suggest that the platform cawhbck savings of up to USD50bn for the US
healthcare system.

http://www.welldocinc.com/
MedAppsHealthPAL: chronic disease monitor for the home (USA, active)

Telehealth app to deliver connectivity to electoohiealth records, promote patient wellness and
reduce healthcare costs by improving patient campk. Collects, stores and reports health
information.Can connect to pulse oximeters, glucosters, blood pressure monitors or scales to
report back to healthcare professionals. Healtmiddile phone collects and transmits readings from
off the shelf medical devices.

http://www.medapps.net/
Web-based mobile support for Tobacco Quitline (USA, pilot)

The Washington DC Tobacco Quitline is currently afoahy its system to take real time smoking
cessation data and close the loop using feedbaichimve adherence; also adding web interface to
integrate with telephone quitline.

http://smoking-quit.info/local-partners-study-mabgupport-for-dc-tobacco-quitline

12.7.3 Managing Secondary Prevention

MiQuit: feasibility trial of smoking cessation intervention for pregnant smokers United Kingdom
(trial)

Trial of an SMS-based system for delivering pertisad encouragement and support to pregnant
smokers who want to stop smoking. The trial progtidedividualised written and text-message

support to pregnant smokers, with the primary afrassessing the feasibility and acceptability of a
computer-tailored smoking cessation interventiontfiss group. The study showed the system was
capable of delivering valuable messages to indalglutand practical to implement.

http://www.medschl.cam.ac.uk/gppcru/index.php?optomm content&view=article&id=312:miquit
&catid=12:project-
profiles&ltemid=59;http://www.researchkm.nihr.ac/2@10Event/Posters/MiQuit%20summary.pdf

iIPLATO patient messaging: smoking cessation text messages and campaigning (United Kingdom,
pilot)

The IPLATO Patient Care Messaging system is crdditgh reducing missed appointments in
several London boroughs by 26%-40%. In terms ofthgmomotion, the service is to be used as part
of the NHS’s Smoke Free campaign, communicat-ingendirectly than TV advertisements and
posters by targeting a patient’s mobile phone, twisdoy and large a personal device. Using searches
on the GP system a text message is sent out askiether a patient smokes; replies are simply ‘yes’
or ‘no’, and follow up messages are sent to alls¢havho replied ‘yes’. From here, advice and
information is much more focussed and thereford efficient as it is directed solely at those to
whom it is of value. As well as providing suppoot those wishing to improve their health, the
application also has benefits for whole systencigfficy.
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http://www.iplato.net/uncateqorized/greenwich-patiebenefit-from-text-messages-from-their-
aps.html

iQuit: iPhone smoking cessation app (Worldwide, active)

Free iPhone app providing smoking cessation rositir@n which users can choose. Integrates with
Facebook so that friends can encourage the uséopasmoking.

http://itunes.apple.com/us/app/iquit/id294206243<8nt

Nokia Data Gathering Project: disease surveillance (monitoring of dengue fever through mapping
of reports of outbreaks via mobile) (Brazl, active)

Project designed to help contain the spread ofddregue virus, using customised questionnaires
distributed to field health agents’ mobile phonklealth data and GPS location information are
integrated to enable immediate analysis and ideatibn of areas with high infection levels. Feeds
into larger monitoring of dengue fever outbreaks

http://www.nokia.com/corporate-responsibility/sdgiaokia-data-gathering/english/health

12.7.4 Off the shelf Apps for Smartphones

All in all, there are numerous different healthecaelated apps for smart phones directed towards
management of chronic diseases. We have here dimiteselves to off-the-shelf Apps, some with
more innovative functions than others, which argdted at the chronic patients rather than at the
medical professionals. In other words, Apps fof-selnagement at home or on the road rather than
apps that can be integrated in clinical workflows.

In 2011, 124 million users (mobile users who dowdied a Smartphone mHealth application at least
once) downloaded mHealth Smartphone application$ fanecasts predict that the number of
mHealth application users will reach 247 milliomigis a near doubling compared to 2647.

At a first glance, the majority of apps for chroriisease management do not automatically
communicate with or exchange data with medical ggsibnals or medical systems/records. The
patient him/herself is responsible for keepingaghkrrecord which he/she can then show to the GP or
other medical professional. Some of the apps beltbaw the user to transfer the data to graphs,
charts and/or databases which thus provides thewitie a better overview of developments, and
which can be demonstrated to the GP during corigaitathus not offering automatic connection or
transfer to the medical professionals. The onlysajat appear to offer a direct connection with the
healthcare professional are HealthPAL™, the MyGHealth Diabetes application and theiBGStar
Blood Glucose Meter (see below). However, concertire latter, a closer read of the features shows
that data must be either emailed manually or pdinte

The number of different, and yet strikingly simjlaealth related apps is high. In fact, accordomgn
article on www.fiercemobilehealthcare.cdhere are about 17,000 health related apps and 74%
require paymerft’® The article also quotes a study from the Germatyais firm reseach2guidance
(http://www.research2guidance.com/) which forestwd by 2015 there will be 1.4 billion people
with smartphone worldwide and 500 million will bsilig mobile health applications. The same study
also predicts that diabetes is most likely to lbgated by mobile medical software and devices.

A report by MobiHealthNews published in Novemberl@0shows that Apple is in the forefront
when it comes to health-related apps; 7,136 healtted apps are offered by the Apple Apps Store
compared to 1,296 by Google Android and 338 by la&ecry2°° However, the same study also
reported that only very few chronic condition mas@agnt apps actually make it to Apple’s Top 1000

20%http://www.research2guidance.com/us-1.3-billion-tharket-for-mhealth-applications-in-2012/
208http://www.fiercemobiIehealthcare.com/story/500ml-\mise-smartphone-health-apps-worIdwide-
2015/2010-11-16

20Nttp://mobihealthnews.com/9778/top-ten-chronic-dtod-management-apps/
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Apps and only 10 such apps made it within the T&p @isted below). This is despite that more than
200 new apps for chronic disease management wareHad between February and September
2010. More than 53% of these were related to desbeianagement, and hypertension apps for blood
pressure tracking and management made up the biggmsp. This supports reseach2guidance’s
prediction that apps for diabetes management kebylio be in the lead.

The ten apps below were the chronic condition mamemt apps with the highest ranking in Apple’s
Top 1000 for Health & Fitness along with their am@ rankings. Only those highlighted will be
described briefly below as they provide a bit mtivan simple mobile access to information (e.g.
articles, blogs, recipes):

77. GoMeals developed by Sanofi Aventis

164. GlucoseBuddy developed by oneAppOneCause

193. Allergy Alert developed by SDI Health

232. Livestrong developed by Demand Media

323. WaveSense Diabetes Manager developed by Agamat
331. Diabetes Log developed by Distal Thoughts

432. Diabetes Companion developed by dLife

441. Diabetes Health Mobile developed by Diabetealtd

471. hCG Diet app developed by CodeQ

537. BloodPressure+PulseGrapherLite developed lohadl Heinz

Table 14 - Top Apple’s chronic condition managemenrapps

Name Link Notes Features
GoMeals is three applications in one to give yoal |th
tools and information for succeeding at healthy
eating and improving blood sugar levels.
App developed by Sanofi® Search the nutrition _inf(_)rmation database—
http://www.gom | Aventis (free). Available for powered by - CalorieKing™—for 40,000
GoMeals : : ; N : everyday foods and more than 20,000 restaurant
eals.com/ iPhone®, iPod touch®, iPad™ :
and Android™ devices. menu items .

e Track the nutritional values for the foods you eat
each meal

e Find a nearby restaurant and browse their
menu—more than 175,000 locations included

Graphs, a logbook, alc calculator, reminders jand

doctor printout. The latest version GB 3.6.5 feasyr

the following new functionalities:

* Integration w/ CalorieTrack, a full featured
calorie/nutrition & exercise app to make logging
food and activities much easier. (over 100,000+
food items, 200+ exercise activities and the

GlucoseBud | http:/fwww.gluc App developed _ by abi!it_;; to create custom items for food apd
d osebuddy.com/ one_AppOneCal_Jse. Available ~ activity) o .
y y for iPhone and iPod Touch. | ¢ Graph Food & Activity against your BG values!

e Multi-Device sync is now much faster upon
start-up thanks to asynchronous threading.

» Fixed bug with email validation

» Fixed bug with log filtering that might show
only 1 day's worth of log if All is selected

» Small efficiency tweaks

» Removal of Testing In Pairs

http://www.wav | Developed byl The WaveSense App combines the latest in user
WaveSense esense.info/indel Agamatrix.Available for interface design, diabetes data management, and
Diabetes x.php?mact=Ne | iPhone and iPod Touch. mobile technology to (_enable people with d|a_1bete3 to
Manager ws,cntnt01,detai better manage their disease. The app provides users
[,0&cntntOlartic | The WaveSense App is thewith a number of cutting edge features including:
leid=17&cntnt0 | first of its kind to be|l ¢ Easy-to-use data entry
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Name

Link

Notes

Features

Ireturnid=34

developed by a blood glucase

meter manufacturer that |s.
now available on the iTunes®.
App Store (www.itunes.com
by Apple, Inc. (AAPL). The ,
app is available for download,
at no charge. The company,
says their app, in development
and testing for over a year,
lays the foundation for a serig¢s
of products to come that will

take advantage of the iPhone
and other mobile technology
platforms to assist people with
diabetes in the management|of
their disease.

Dynamic graphing of glucose data
Automatic mealtime tagging of results

Integrated food intake, activity, and medication

data management

Insulin dosage management
Statistical analysis of glucose results
Integrated emailing of results
On-screen help menus
User-personalizable settings

Diabetes
Companion

http://www.dlife
.com/dlife_medi
a/mobile

Developed by dLife.Available
for iPhone.

Diabetes Companion for iOS
is packed with Q&As and

video on virtually any subjegt Track blood glucose levels, find diabetes frien
involving Diabetes that you recipes, watch videos from dLifeTV, and get exp
can imagine, a food search ahdnswers to your diabetes questions.
recipe database, as well as a

robust area for tracking things
that can be viewed using |a
myriad of reports which can
be emailed to anyone.

hCG Diet
app

http://www.hcg
dietapp.com/

Developed by CodeQ.Availbe
for iPhone, iPad and Android

The hCG Diet App 4.3 is a
super-tool that conveniently
and creatively simplifies your
protocol into one application).
The app doubles as a health
and wellness tool, whereas
you can log your physicg
activity, meal planning, bod
stats and important journal®
notes.

Ability to plan each day's meals. Phase
Proteins and Veggies, including vegetar
options

All meal/food options are diet specific. (i.e.
Phase 2 you are only given options for appro
food items. Makes it simple and fast.

The app will automatically create a shopping
for you when you plan your daily\weekly meal
Extensive and easy to read\find food datab
that shows you what you can eat when in ¢
phase. It is updated live at least once a week.
Food database is divided into 8 easy seg
options
View lunch and dinner Menu all on one screer
Easy Meal planning check off noted by g
push-pin icons
Ability to add a steak day or an apple day if y
plateau or gain weight.

Vegetarian protein options suggested by
Simeon

dly
ert

2
an

in
ved

ist

D.
ase
ach

arch

ur
ou

Dr.

11 different types of text alert options you can

select that are sent to your phone.

Easy and fast to check-off when you have
completed a step (i.e. taking your hCG or water

every day)

rite

Journal Notes section, where you can log/w
entries for each day of the diet. You can tr
when you followed the protocol or "cheated"

whether you lost or gained weight as a result.

ck
nd

Exercise log. We recommend keeping track| of
your stretching time and walking time\distance
to see your progression from phase 1-4 and life.
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Name

Link

Notes

Features

Automatic weight graph is created when vy
enter your weight each day. We suggest
create a routine every morning.

Automatic body measurement graph is cres
when you log in your measurements. Remem
the book is pounds and inches. (Now you
easily keep track of both).

Easy view of daily status Home screen. Moni
everything at once right when you open the ap

ou
you

ted
ber
can

tor
P.

Developed by Michael Heinz.

Available for iPad.

An invaluable Medical App

record and store your blood pressure and p
readings several times a day - add your d
personalized notes

ulse
wn

+ edit and delete entries
for anyone who wants tp, easy user interface
maintain a comprehensive . i
. » allows you to enter data from previous dates;
htto://WWW.ClUix record of their plood pressure, let h usi i teri dat
p: .q and pulse readings. Take caré e s.you search using specific criteria (e.g. date
BloodPressu ey.com/app/216 of your health and buy it etc);
85055/bloodpre « keep detailed records using specific criteria| to
re+PulseGral ssure-pulse- today! Up-to-date values you ) ;
pherLite . can retrieve months later. This ~ 9enerate daily a_md monthl_y gr?‘phs_ like t.h. pse
grapher-lite- ; ; d commonly used in the medical field: in additipn
ipad-version uniqgue Medical App allows o hically displavi | d dav’ |
you to see a chart of your graphically displaying a selected day's values,
pulse and blood pressute a mpnthly view is aIso.a_va|IabIe: as well as
readings on any day in any viewing a chart of your minimum, maximum and
month, as well as generating a average blood pressure and pulse values for a
chart from a filtered list, that ~ Selected month
can help you to detect any’ normal values in report and pdf
irregularities quickly. * upgrade to full version
Finally, other apps for chronic disease manageinehide:
Table 15 - Other apps for chronic disease managemen
Name Link Description
EntraMyGlucoHeal| http://www.en | App making it possible for users to wirelessly wuoblood test results to the
th: wireless upload| trahealthsyste | MyGlucoHealth portal, so that results can be reei@vand evaluated using the
of blood test for ms.com/news/| handset, data can be charted, and weight, exexng@utritional information can
diabetes patients onMyGlucoHealt| be entered. The app also makes it possible toyriatrhily, physicians and carefs
Nokia and other h_Diabetes_A| via automated SMS and to set reminders for whedimga exceed previously
smartphones pp_Available. | defined thresholds. Users can use the app for tap-@@mmunications with their
(Worldwide) html doctor and to order replacement test strips far tilacose meter.
Telehealth app to deliver connectivity to electmoiiealth records, promote
patient wellness and reduce healthcare costs byownmy patient compliance.
MedAppsHealthPA htto: Collects, stores and reports health information.Cannect to pulse oximeters,
. N ttp://www.m ;
L: chronic disease edapps.netfind glucose meters, blood pressure monitors or scaleegort back to healthcare
monitor for the ex html' professionals.HealthPAL™ is a small, portable dewtid device for collecting
home (US) ' and transmitting health readings from compatiblediced monitors to a user’s
electronic health record (EHR). Health Pal mobiteme collects and transmits
readings from off the shelf medical devices.
“The iBGStar® Blood Glucose Meteris the first aasile blood glucose meter
that seamlessly connects to the iPhone® and iPach® allowing you to view
and analyse accurate, reliable information in ‘risale’. Using the technology
built into your iPhone® or iPod touch®, you can rghthis information with you
iBGStar® Blood http://www.bg hgalthcare professiqnal while on-the-go, to help ymake better-informed
Glucose Meter star.com/web/i| diabetes-related decisions together. “ Featuresifgrothers):
bgstar e Your iBGStar® will automatically sync data each ¢int is connected to an
iPhone or iPod touch and the iBGStar® Diabetes Man&pp is launched.
e The iBGStar® Diabetes Manager App helps you keagktof blood glucose,
carbs intake and insulin dose, with even more tmedo manage your
diabetes in “real time” and on-the-go.
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Name Link Description
e The discreet and stylish design means the iBGStar®stay attached to your
iPhone or iPod touch so you can carry around csgedevice.
 The iBGStar® Diabetes Manager App allows you touinpour data with
specific notes for personalised information to hgdn and your healthcarne
professional analyse patterns and variations to emaletter-informed
diabetes-related decisions.
* Your individual data can be printed or emailed hare with your healthcarg
professional for greater flexibility in managingwaliabetes together.
Asthma Tracker is designed to help all the asthaiepts in tracking their
asthma level.
http://appworl | *  Now, use this application to quickly track, logntml| you asthma.
d.blackberry.c| ¢ View asthma diary, graph and medication used.
Asthma Tracker om/webstore/c| * Maintain the log so that you can control your asthm
ontent/7619 e Share the report with your doctor.
* The graph shows the normal asthma levels & yowellev
http://www.ed
elmandigital.c | Diabetes management depends on keeping the bddgd plucose levels as
om/2010/07/2 | close to normal as possible. Strategies includpgrdiet, exercise and
OnTrack Diabetes O_/h_ealth- medicfations? including insulin for those v_vith typdisease. On'l_'rac_k Diabetes for
; digital-check- | Android devices enables users to track lifestytedies and medications as well as
(Android, Free) .
up-apps-for- | blood pressure, weight and blood glucose levelsr&Jsan then export data as
managing- graphs and reports in a variety of formats to aforwiewing in the database
chronic- software of their choice.
disease/

Blood Pressure
Tracker

http://www.so
undtells.com/
BloodPressure

/index.html

o

Blood Pressure Tracker for Windows Mobile helpsrsiseanage regular blog
pressure readings and export data for use in détabases.
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12.7.5 Companies that Offer mHealth Applications

Just as the number of mHealth applications consinagrow, so too is the number of companies that
offer mHealth applications and solutions. Moreovitiere is a trend to focus and acknowledge
companies that offer innovative mobile health agilon. Thus, for example, the
HIMSS?*(Healthcare Information and Management Systems)tWenFair recently selected 13
emerging mobile health companies the opportunityrésent their mobile products to investdrsit

is not possibly here to list, nor evaluate, all doenpanies that offer mobile health applications bu
only to give a teaser of the kind of companies tifr mobile health applications for chronic
diseases that exist — and that we will undoubtsdé/more of in the future.

iHealth Lab, Inc. (US) http://www.ihealth99.com/

iHealth Lab, Inc. offers innovative, mobile persbhealthcare products that make it simple and easy
to test, track, graph and securely share healthrrirdtion. The iHealth Blood Pressure Dock is the
first personal health management tool for iPod hou®hone and iPad. iHealth Lab continues
innovating with its iHealth Scale, which measureacks and securely shares weight change over
time. Plans to develop a suite of personal healéhdavices and applications designed for use with
the Apple iIOS mobile platform are under way.

iHealth Lab, Inc. offers two products:

« Blood Pressure Dock:First ever blood pressure monitoring system fodifmuch, iPhone,
and iPad.iHealth turns your iPhone into a powdsfabd pressure monitor. It includes a diary
for tracking BP measurements taken by the iHeaPhdBck...It also empowers you to see
the changes and reasons behind them using simalgsantools: interactive graph, statistics,
smart World Health Organization (WHO) classificaspand an FAQ.

- Digital Scale: The iHealth Digital Scale works with the iHealtligidal Scale app, free at the
App Store. Easily record daily weight measurememtsyour mobile device with wireless
Bluetooth connection, even when you're on the gop and personalized graph tools help
manage and track your progress over time, evetaggt goals using the Milestone feature.
The iHealth Digital Scale app makes it easy to oig@your personal data and securely share
it by email with healthcare providers. And the iHledigital Scale supports multiple users
on multiple mobile devices so family members caarsh

Cellnovo(UK) http://www.cellnovo.com/Default.aspx

Cellnovo is a mobile medical device company basetlondon, UK. The company was built by a
seasoned group of veterans from both the medioat@leand mobile communications industries.
Together, they have developed a mobile health systesigned to reduce burden and provide more
insight to people with diabetes, their healthcagants and familie. The number of people with
diabetes is estimated to double in the next twgatys, placing a tremendous strain on all healéhcar
systems throughout the world. The Cellnovo mobisddtes management system is transformational
in that it provides real-time access to patienadatd the opportunity to streamline and improve car
while at the same time reduce costs.

Cellnovo offers three products, all of which aré tgebe approved for use:

2I%IMSS is a cause-based, not-for-profit organizaterclusively focused on providing global
leadership for the optimal use of information tedbgy (IT) and management systems for the
betterment of healthcare.Founded 51 years ago, BIM#d its related organizations are
headquartered in Chicago with additional officethi@ United States, Europe and Asia.
“http://mhealthsummitinsider.com/content/himss-vesiair-spotlights-emerging-mhealth-
companies

*12The company website does not give any informatinrthe type of approval, who the approval

authority is or when approval is expected.
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« Cellnovo Pump: We set out to build the smallest, smartest andemeély accurate insulin
patch pump. Mission accomplished. Being one ofsthallest pumps available, assures that it
can be worn discreetly. Smartest in the way itksaall of your insulin, BG, Activity and
Food and you no longer need to keep a journal.efxty accurate, the unique Cellnovo
pumping technology plans to set a new standardgulin pump accuracy.

+ Cellnovo Handset: Cables and Downloading days are over. Cellnovarslbet data moves
seamlessly from the handset to a Cellnovo Onlingosw healthcare team can see all of your
data regardless of where you are in the world. Rarean also receive text messages to their
mobile phones alerting them to changes to theldshinformation.

+ Cellnovo Online: The Cellnovo system is a symphony of connectedcde(pump, mobile
handset and website) that streamline the manageofafiabetes. The system ensures that
key data is available in real-time to Healthcarefgssionals and parents of children.
Cellnovo Online utilizes the highest level of datcurity and adheres to all national and
international data privacy standards.

In February 2012, Cellnovo announced both the lauot the world’s only mobile-connected
diabetes management system, and the start of thestausability trial ever to investigate insulin
pump technology for patients with type 1 diabeTdse trial will also be the first in which all clical
data is captured remotely, in real-time; usingrtiabile data connectivity of the Cellnovo system.The
Cellnovo usability trial will be conducted in tehtbe leading diabetes centers across the UK ahd wi
involve 100 patients, both adults and childf&h.

Practice Fusion (US) http://www.practicefusion.com/

Practice Fusion addresses the complexities andatriteeds of today's healthcare environment by
providing a free, web-based Electronic Health Ré¢&HR) application to physicians.

Practice Fusion is the fastest growing Electronealth Record community in the US. Founded in

2005, we’'re rapidly expanding and adding new usever 100,000 physicians and practice managers
in 50 states currently use Practice Fusion’s EbeotrHealth Record. Although Practice Fusion is a

young company, we are led by a well-establishednted healthcare and technology veterans.

Practice Fusion is directed by a group of invesém@ medical practitioners who believe in the power
of Electronic Health Records. Our investors incléded of Angels and Felicis Ventures.

Practice Fusion stands out in a marketplace doeudnhly complicated, expensive and inefficient
EHR services. Our user-friendly EHR can be activatdess than five minutes, with no downtime or
extensive training; eliminating the difficult comgeon process that has become an industry-standard.

Yes! Practice Fusion's Electronic Medical Recorgtay is 100% free. Always been free and will
always be free. Unlike other EMR providers, there @o hidden charges, consultant fees, software
costs or support subscriptions. Licensing, hostiragning and support services are all included.

Our unique ad-supported model allows us to delwerld-class EHR technology absolutely free.

Advertising within the EMR solution is non-intrusivcompletely private and never pops-up. Only a
single ad is ever displayed on the screen at a tfoa can always switch to an ad-free version for
$100 a month per practitioner without disruptinguycaccount. Your practice always retains

ownership of its data, and you can export it attamy if needed.

Practice Fusion's EHR (Electronic Health Record} daveloped from the real workflows of office-
based physicians. Our free, web-based EHR systefullysfeatured enabling you to effectively
manage your practice. Use our system to schedudg@pointment, complete a medical chart during a
visit, send a prescription with our e-prescribiegtluire and bill for your practice. Our EHR is seyea
to use, you can sign up and start charting immelgiat

?3Cellnovo news release 9 February 2012,

http://www.cellnovo.com/imagesl/trial/CellnovoClimiLaunch.pdf
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Practice Fusion's EHR have several features andtiéus including: Medical Charting, e-
Prescribing, Laboratory Integration, Schedulingtigtda Management, Medical Billing, Medical
Documents and Secure Messaging.

AgaMaitrix, Inc. (US and Canada) http://www.wavesense.info/company

AgaMatrix develops and manufactures a line of deb@roducts designed to improve the quality of

diabetes care. The company’s products feature WS a new technology that personalizes each
test to provide world class accuracy. It detectd emrrects for many errors caused by differences in
blood samples and environmental conditions. Zeiok®f, the WaveSense diabetes data

management system, was designed to simplify dataldad. WaveSense and Zero-Click consist of

six FDA-cleared products and are protected by @@ @iimore than 160 patents worldwide.

+ KeyNote, KeyNote Pro & Presto have similar featunetuding:

o 14, 30, and 90 day averages and graphs are awailabl

o Hypo and hyperglycemic warning alarms provide femttbto let you know if your
blood glucose results are dangerously low or high.

0 User-settable reminder alarms to help remind ydedo

o Download your results via the convenient USB cotinacand view your numbers in
easy to understand reports.

o Tired of testing on your fingers? The KeyNote, Key®& Pro & Presto makes it
possible to test on your palms or forearms.

0 Mealtime tagging

Pre/Post mealtime averages
Daily Digest™

7 User-settable alarms
Zero-Click™ software

1,865 test memory

12.7.6 RTD Projects FPé and FP7

An environmental scanning of FP6 and FP7 projdwsfocus either indirectly or directly on mobile
health applications for the four selected applarai 1) Chronic disease management, 2) Access to
personal health information, 3) Self-management amedical adherence, and 4) Secondary
prevention show that there are very few projecéd fhcus omrmobile applications and solutions. In
fact, we didn’t find any projects that focus on rielapplications for secondary prevention.

O OO0 O0Oo

Of the four applications, chronic disease managémehe most common. Access to personal health
information and Self-management and medical infereshould perhaps not be seen as entirely
separated from chronic disease management, bu@r rashelements that can support chronic disease
management or stand alone in which case the pasigiaiced in the centre as the main end-user and
driver.

Moreover, we found only one FP6 project that isyandirectly relevant for our purposes here as it
focuses on the need to integrate the roadmapseomtbbile and wireless sector with those of the
health, transport and the environment sectors.

In summary, the majority of the projects focus te development of service platforms and/or
frameworks that will be able to support chronicedise management using mobile devices. The
development of these platforms is indeed importéort the future deployment of mHealth
applications. These platforms will provide procegspower, storage, security, access control and
other services that are of use to a wide range obile health applications, among others.
Applications which reside completely on the mobpaone, or which simply access public
information over the mobile network, have no needduch services; but more complex services,
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including those that back-haul sensor informatiendomputationally intense processing, do require
them.

The projects focus on various different chronicdibans, however, diabetes figures slightly more.
The chronic conditions mentioned are:

« Diabetes

« Chronic Respiratory Diseases

« Chronic Obstructive Pulmonary Disease
« Chronic Kidney Disease

« Cardiovascular Diseases

+ Renal Insufficiency

+ Stroke
- Dementia
« HIV

All FP7 projects, except one, are still on-goingickhalso suggest that while projects focused on
developing mobile health applications are stilekative novelty it is also likely that we will sesany
more projects in the future.

The table below includes a brief description offepiject projects listed.
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FP7 Chronic disease management projects

Project Website Time frame Coordinator Description
CHRONIOUS - http://www.chronious| Feb 2008- TESAN S.P.A CHRONIOUS addresses a smart wearaka¢fopin, based on multi-parametric sensor data
An Open, .eu January 2012 processing, for monitoring people suffering fromrattic diseases in long-stay setting. It|is
Ubiquitous and constantly monitoring their activity using audiosebvation methods and activity sensors while at
Adaptive Chronic the same time tracking their medical conditionwital signs sensors. Any trait of abnormal health
Disease status and possible alerting incidents are detdtdHRONIOUS Intelligence.
Management The system generates alerts in case of invalid ecaédiata or if current activity and behaviour lay
Platform for COPD outside the well- established activity patterns almtomotion behaviour. Furthermorg,
and Renal CHRONIOUS objective is to face Europe’s challenge delivering quality healthcare to all its
Insufficiency citizens by offering a ubiquitous and more persisedl care solution that addresses the user needs,
personal data security, confidentiality and privaéynformation and all that at an affordable cagst.
Our proposed solution will be applied to the cheodiseases of Chronic Obstructive Pulmongry
Disease (COPD) and Chronic Kidney Disease (CKD)Reral Insufficiency.
CHRONIOUS implements a system architecture tharsf€ontinuous monitoring easily adaptaple
to any chronic disease management programme.
RICHARD - http://www.richardpr | Sept 2010- Regione Chronic diseases represent for healthcare systeensdaviest cost burden. Aside from the social
Regional ICT oject.eu/ August 2013 | Toscana costs in terms of suffering, they account for 708nropean average of public healthcare systems
based Clusters for in the EU. A plethora of ICT based applicationséndeen developed in the last years, allowing to
Healthcare tackle at least partially problems related to djecgpathologies. However, even advanged
Applications and experiences have had limited impact, mostly foausin pilot applications entailing little or no
R&D Integration change on the whole healthcare system. The RICHARDect arises from the need to make
healthcare systems more efficient while managirfgctfely their costs. ICT can be a major
change agent in this process, but only if systeasjmects are duly taken into account, such as the
interrelation of ICT with organisational and nomttiaological components of healthcare systems.
To do so, a significant shift is necessary to ewoftom an application based model, tg a
comprehensive and sustainable chronic care matlely lto be adapted to the broadest possjble
range of chronic conditions.
The RICHARD project will therefore focus its anadf/son the pathologies-specific IC|T
applications being implemented in leading Europesgions and elaborate a Joint Action Plan
oriented to the integration of those technologmsthe deployment of sustainable chronic care
models for European regions. This will require @rsg coordination of research resources and
innovation stakeholders (clearly identified in first phase of the project) to design new research
paths and innovation models.
The Joint Action Plan will also be inspired by adiwen-long term vision that looks at e-health
services into a perspective of economic growth tfar regions along the principles of open
competition for better and pan-European healthsargices. In this respect the project plans to

build upon strategic initiatives already undertakethin each participating region.

Page 137 of 230



Movinglife
D2.1 State of Play in Mobile Healthcare

FP7 Chronic disease management projects

Project Website Time frame Coordinator Description
MOBIGUIDE — www.mobiguide- October 2011-| University of MobiGuide (MG) will develop a patient guidance systthat integrates hospital and monitoring
Guiding Patients | project.eu (under Sept 1015 Haifa data into a Personal Health Record (PHR) accesbipleatients and care providers and provide
Anytime construction) personalized secure clinical-guideline-based guidaalso outside clinical environments. MG's
Everywhere ubiquity will be achieved by having a Decision SapgBSystem (DSS) at the back end, and on|the
front end by utilizing Body Area Network (BAN) teablogy and developing a coordinated light-
weight DSS that can operate independently. Pergatiah will be achieved by considering
patient preferences and context. Retrospective aladysis will be used to assess compliance jand
to indicate care pathways shown to be beneficiatéotain patient context.
MG will be validated on pre-selected clinical domgiwith intensive vs. sparse monitoring [to
demonstrate the generality of the design and a$sessonality, feasibility, and impact.
MG addresses EU priorities: increasing patienttgafebiquitous secure access to health care,
patient empowerment, developing a common platf@nhé&althcare services, and competitiveness
of Europe.
The time is right for MG in view of Europe's vasttarest in national PHRs and patient
empowerment. MG will leverage this momentum to taea solution that goes beyond local
proprietary and stand-alone EMR, DSS, and BAN.
EMPOWER — Not available at this | Feb 2012- Salzburg EMPOWER will develop a modular and standard-basstieR® Empowerment Framework whi¢ch
Support of Patient | time January 2015 | Research facilitates the self-management of diabetes patidmised on PHRs and on context-aware,
Empowerment by Forschungsgesel personalised services. EMPOWER focuses the researdhdevelopment efforts on a patiept-
an intelligent self- Ischaft M.B.H. | centric perspective that also involves healthcatdegsionals. EMPOWER provides knowledge-

management
pathway for
patients

based Self-Management Pathways for diabetes patemd this includes (1) services for

information sources (EHR/PHR, diabetes guidelingatterns of daily living) for a shar
knowledge model. The Self-Management Pathwaysiti@eilthe specification of recommendati
that allow specifying individual goals for the pati. Based on these goals, relevant informa
and their preferences patients can specify thaividual diabetes-specific actions. The S
Management Pathways are an iterative process whereuted actions and reported pattern
daily life can be evaluated.

Recommendations, goals and actions can be updatediviely according to current needs

preferences.

Finally, the services in EMPOWER will embrace setitarnteroperability based on heal
standards e.g. HL7 and IHE profiles. A pilot apalion in Turkey (hosted by the Ministry
Health) and one in Germany (hosted by a networ&®$) will demonstrate that EMPOWER ¢
interoperate with other health applications.
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FP7 Chronic disease management projects

Project Website Time frame Coordinator Description

LTE-HEALTH - Not available at this | (TBD — Kingston One of the key advances in recent healthcare témgmonnovations has been in the emerg|ng

Long-Term e- time accepted University mobile and network technologies for disease managénaspecially chronic diseases and diabgtes

Health Evolution 2011) Higher in particular. The sharp increase of obesity linkeith Type-1 diabetes in children and young

for Improving Education population is becoming alarming in the UK and thedpean countries in general. Most of current

Diabetic Social and Corporation projects and research studies that address sekigearent of diabetes and obesity focus on|the

Behavioural functionality, technological and mobility issuest mot on behavioural changes and acceptability

Change challenges of these systems. To date, there isudly shat addresses these major challenges| and

Management issues relating to the patients' adaptability (efsly the younger population) with their health
carers toward their self-diabetes management usingrgent ICT technologies. This problem is
more acute in diabetic and obese patients thatol@ahere to their medications and in need of
emotional support to maintain a more effective tigabehaviour (e.g. diet, exercise, medicatjon
compliance, etc.).
This project will aim to research, design and deped new and innovative platform and tools
using a combination of long-term evolution wireleasshnologies linked with interactive robotic
coaching technologies and intelligent decision supmachines. Novel prediction and decision
support algorithms based on reality health datangircontext awareness and artificial intelligence
will be developed. These algorithms will then bediso process the information collected from the
patients, via their in-home and mobile devices, pralide the necessary adaptable changes of the
behavioural and medications preferences for theemtat according to their individual needs.|A
prototype system which incorporates all these emgrtechnologies will be developed and |its
performance will be evaluated with the collaborgtmedical NHS partners in the UK and other
European collaborating institutes.

BRAVEHEALTH | http://infocom.uniro | March 2010 - | Labor, Italy The Bravehealth Project, otherwise Wwnoas 'Patient Centric Approach for an Integrated,

- Patient Centric mal.it/crat/index.php| December Adaptive, Context Aware Remote Diagnosis and Manmege of Cardiovascular Diseases (CVD)',

Approach for an ?option=com_content 2014 proposes a patient-centric vision to CVD managenagwt treatment, providing people alreddy

Integrated, &task=view&id=32& diagnosed as subjects at risk with a sound soldtipeontinuous and remote monitoring and real

Adaptive, Context | Iltemid=49 time prevention of malignant events.

Aware Remote The Central Supervision Unit will provide the uséth the following functionalities:

Diagnosis and Real time communications: in case of pathologigalifigs, or simply to suggest specific drugsg to

Management of the patient, or to suggest a necessary action;

Cardiovascular Location aware information, exploiting the posiiiogn capabilities of a Global Positioning System

Diseases

(GPS);
Mobile virtual community for education and support.
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FP7 Chronic disease management projects

Project Website Time frame Coordinator Description

COMMODITY12 | http://www.commodi | October 2011 | German In COMMODITY12 we will build a multi-layered multparametric infrastructure for continuous
- tyl2.eu/ - September | Research Center monitoring of diabetes type 1 and 2. The COMMODIRYsystem will exploit multi-parametric
COntinuous Multi- 2014 for Artificial data to provide healthcare workers and patientsh wiinical indicators for the treatment of
parametric and Intelligence, diabetes type 1 and 2. COMMODITY12 will focus oretimteraction between diabetes and
Multi-layered Germany cardiovascular diseases. We propose a four-laydagfibrm structured as follows:

analysis Of » Body Area Network Layer (BAN): this layer will emgyl sensors from the BodyTel PHS
DlabetesTYpe 1 & and additional Bluetooth sensors to monitor théepatphysiological signals. This layer
2 will perform multi-parametric aggregation of data the Smart Hub layer.

 The Smart Hub Layer (SHL): the BodyTel PHS at tliger receives aggregated data
from the BAN and applies machine learning to clgdsie signals and provide indications

about abnormalities in the curves. SHL will comnoaté with DRR over the cell-phone
network.
 The Data Representation And Retrieval Layer (DRRis layer, based on the Portavjta
PHS to manage EHR, interfaces to the SHL and esilesxisting medical data to perform
information retrieval and produce structured infation for the agents at the AlL.

» The Artificial Intelligence Layer (AIL): this layeuses the DRR layer to retrieye
structured background knowledge of the patienirftelligent agents applying diagnostic
reasoning to the patient's condition.

The system will be validated with diabetes (typantl 2) with a pilot in the form of a trial. The
project outcome will aim to curb diabetes hospstaiion costs and to curb the percentage of
diabetic patients experiencing cardiovascular carapibns. The main focus of our platform fin
Challenge 5.1 b) will be on "correlating the mylérametric data with established biomedical
knowledge to derive clinically relevant indicatars"
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Project Website Time frame Coordinator Description
NEPHRON+ - http://www.nephronp| April 2010- EXODUS S.A., | NEPHRON+ will provide a major leap forward in Rer@hre. It aims at a next generatig
ICT-enabled lus.eu/Default.aspx?l| March 2014 | Greece integrated solution for personalized treatment amghagement of patients with chronic renal
Wearable Artificial | ang=1 failure. It presents an ideal solution for continsadialysis outside the hospital offering befter
Kidney and blood clearance, while patients can stay mobile astove in social and economic life. It relies pn

Personal Renal
Care System

an ICT-enabled wearable artificial kidney for ordigdlood purification. This blood treatment can

be adjusted to personal parameters and can be elgnmuntrolled by clinical specialists. TH

system allows for real-time, continuous, multi-paedric (tele) monitoring of both the patient and

the device via innovative sensors.
A. Socio-Medical aspects - Advances by NEPHRON+

*Next generation, continuous, multi-parametridf seonitoring and self alarming, continuouis

monitoring and treatment outside the hospitalhatgoint of need.
*NEPHRON+ Clinical Practice: renal patients trela¢rhselves with a small, wearable kidn
device, eliminating the need for personnel andlgdastrastructure.

eContinuous treatment (24h/d, 7d/week) rather thermittent treatment (3h/d, 3d/week).

*Filtration and adsorption are used to replacendydfunction instead of dialysis. Conventional

treatment requires many liters of dialysis fluid pession, which implies that the patient canno
mobile during treatment. Our novel approach thibesrkites the patient.
*Miniaturization of all components so that the idevis readily wearable

B. Technological components

*Electrochemical sensors with bio-selective nammstired coatings to detect potassium (K+), u
phosphate, overall salt and pH.

*Sensors will be integrated on a collective elathimical sensing platform controlled by
electronic board.

*Ultra low power Wireless Body Sensor Network (WBShéing an Ultra Low Power (ULP
wireless technology with special protocol stackupper layers for a secure and transparent
communication.

sInformation Fusion addressing energy efficiency.

*Progressively degrading Storage model.

*The NEPHRON+ WAKD Real-Time Operating System

*Next generation renal applications

*New and improved Renal Care Practice

e

ey

I be
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Project Website Time frame Coordinator Description
DECIPHER — Website not yet February 2012| BAXI The overarching objective of the DECIPHER Projextta enable secure cross-border mobile
Distributed available — January PARTNERSHI | access to existing patient healthcare portals wtdch individually supported by nationgl
European 2015 P LIMITED, (governmental) bodies. DECIPHER will deploy Pre-coencial Procurement (PCP) to create s
Community UNITED change innovations in mobile patient ICTs. Usingcerbnic patient records as the key enabling
Individual Patient KINGDOM technology, this joint PCP will create technologg-iservice transformation in cross-border mobile
Healthcare healthcare, delivering significant benefits to gats and healthcare organisations. The Consorfium

Electronic Record

consists of three leading commissioning authoriti€SHS (Finland), ESTAV Centro (ltaly), and
TicSalut (Spain/Catalonia). A single, joint PCPiatt will be issued. Suppliers will be challenged
to build on outputs from epSOS, CALLIOPE, and LODR2d advances in mobile technology.
Experts from Greece, France, Finland, UK, Swede&hleriand will provide support. DECIPHE
will generate a portfolio of interoperable applioas, deployed on a pan-European platform. This
resource will improve existing healthcare servides supporting mobility of patients and
healthcare providers. From anywhere in the EU teepiawill be able to use a secure mobile device
safely to gain 24/7 access to their prescriptioi,damergency data, examination results and qther
health information. To take this opportunity fordathe Consortium has put in place a well-
defined Programme Plan. When implemented, the wiin1) mobilise the Consortium partner
2) engage citizens, healthcare professionals, rshaktry; 3) leverage currently unconnected assets
to create new and transformational innovationsgdljver step-change improvements to public
services; and, 5) contribute to job and wealthtawaan Europe. A detailed Dissemination Plan is
in place to ensure key stakeholders (e.g. induBt@R policy and commissioning authorities)
informed and encouraged to engage with DECIPHER.
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Project Website Time frame Coordinator Description

HIVIND - The http://hivind.eu/ November KAROLINSKA | India is a nation of contrasts. The economy is mading, but the culture is traditional. Different

antiretroviral roll 2008 — April INSTITUTET, provinces experience the HIV epidemic differenttyen in high-prevalence areas, the epidemic

out for HIV in 2014 Sweden reflects diverse social, cultural, religious, & ek practices. This proposal focuses on 2 High

India - prevalence provinces. As the antiretroviral (ARTdgram is scaled up, adherence is a key issue

strengthening that needs to be addressed (as it is a key detanmiof resistance, which has public health

capacity to promote consequences).

adherence and

patient follow-up in With limited affordable second-line regimens & raged laboratory monitoring in low-income

the context settings, optimal adherence to first-line regimsnasssential. The study is a randomized contralled
trial of an approach using a contextually relevemé¢rvention (mobile telephones) to influence
ART adherence in 600 ART naive, HIV+ Indian patealigible for ART, in Karnataka and Tamil
Nadu. The conventional existing approach (as imttenal guidelines) will be compared with an

intervention in which the patient is provided adfrere support using a mobile telephone interface.

The study besides assessing the effect of intéorenin adherence, will also provide data on
proportion of Indian patients failing first line AR A study of factors associated with adherer
hitherto unstudied in India will be done.

In addition the incidence and manifestations of apmistic infections, immune reconstitutig

the
ce,

n

syndrome & adverse drug events will be describelte Tise of validated low-cost tests that

optimize monitoring, are necessary here. Viral lsachrely used to monitor treatment because
expensive. Instead falling CD4 counts are useds Tikually occurs months/years after virologi
failure (increasing load); patients could have awglated enough resistant mutations in this ti
to render other drugs useless. Using an affordialalé test (evaluated in this study) will allo
earlier detection of failure in this setting, tthes/ing public health implications.

it is
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Project Website Time frame Coordinator Description
GOCARB - Not available September UNIVERSITAE | Patients with diabetes must be taught how to aehiglycaemic control by monitoring thel
Type 1 Diabetes 2011 - T BERN, glucose levels properly. They are medicated withegi exogenous insulin or other drugs and
Self-Management August 2015 | SWITZERLAN | encouraged to improve their diet and physical &gtiAlthough studies have shown that plann
and Carbohydrate D meals and counting carbohydrates is of great imapog for diabetic patients, even well trained

Counting: A
Computer Vision
based Approach

diabetic patients find it difficult to estimate bahydrates precisely.

The aim of the project is the design, developmendtevaluation of a system which will permit t

ne

automatic, near real-time recognition of the défartypes of foods on a plate and the estimation of
their content of carbohydrates. The system wilbhsed on the advanced analysis of colour images

and will be composed of i) an Advanced Image Prsings(AlP) module, including a camera for
image capture, ii) a Carbohydrate Estimator (CE) i@ha Data Base (DB). The AIP module will

incorporate the entire image processing tools égusition, pre-processing, segmentation, fea
detection, feature representation and selectiath ctassification. The CE will estimate the volu
and the weight of the food, while the DB will comtaa list of nutrients, along with th

ure
ne
e

corresponding grams of carbohydrates. In a typisal scenario, the diabetic will take a picturg of

the incoming meal with the mobile phone camera.sTihiage will be processed in order
estimate a set of characteristic features desgiliie type of nutrition and the correspond
grams of carbohydrate. In addition to dietary assest, this information will be used to optimi
the calculation of the bolus insulin dose.

The ultimate objective is to have an applicationning on a portable device which can be use

to

ng
se

din

everyday life to support the diabetic patient dgricarbohydrate counting and insulin dase

estimation in a precise, easy and flexible manner.
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Project Website Time frame Coordinator Description
eMobility CA: http://www.emobility | Jan 2008 Ericsson GmbH| The strategic objective of the eMpbiCA project is to facilitate the emergence ot@mmon
Mobility -ca.eu/index.html June 2010 understanding, between the European sector aetading to agreed road-maps and contributin

Coordination
Action

the global competitiveness of the European telecomications sector on the following ke
challenges:
« the need to integrate the road-maps of the molnite vaireless sector with those of t
health, transport and the environment sectors
» the need to extend the eMobility Strategic ReseAgdmda to cover new technologies

» the need to support the definition of a Europearspgective on the Future Interne

positioning these views in the international cofitex
e and the need to build the opportunities to usec8iral Funds to develop leading ed
markets in Europe, promoting the take-up of thed®aautput of collaborative projects.
The approach is based on the voluntary contribatiohFP7, national, and COST Programn
projects and of eMobility members, to the productaf a series of recommendations, repo
road-maps and events by the eMobility CA.
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12.7.7 mHealth Applications in the Developing World

In this chapter we focus on mHealth applicationjguts in the Developing world. In report on
mHealth “mHealth for Development: The OpportunifyMobile Technology for Healthcare in the
Developing World” by the United Nations Foundatiand The Vodafone Foundation (2009), the
potential of mHealth for health services and infation is analysed using a number of case studies as
illustrations. The report shows that mHealth agtlans are used in a variety of ways to improve
healthcare delivery and to meet the unique heakhclallenges that these countries face, including
providing healthcare in the most remote and repoor environments.

The report concludes that the main challenge andisie for fully exploiting the potential of
mHealth application is the establishment of a matlikeholder collaboration on a global level.
Governments, multilateral organizations, NGOs dmprivate sector must all work together. There
are still many informational and logistical gapshe mHealth eco-systems that need to be addressed
“from basic market research to best practices; fpmiicy engagement and standards advocacy; to
support scalable implementations of mHealth piwtggrams through public-private partnerships.”

The report describes 51 mHealth projects that attithe of publication were either operating or
planned for implementation in the near future.Ha table below, the mHealth Applications projects
that are most relevant to MovingLife project areganted. In the developing world many mHealth
projects focus on public health education and mgigiublic health awareness. Although the clinical
focus has traditionally been on communicable desearonic diseases are now increasingly
becoming a target clinical area as well.
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Project Website Country Sponsoring Organisation and Partners Description
Chinese Aged Diabeti¢ http://www.cadapr | China Microsoft Research, researchers from|S€hinese medical centers are developing a smartgbased self-management
Assistant (CADA) oject.com/ Louis University, Old Dominion and support system for elderly diabetics in Chitee project will use
University, Beijing Medical University | smartphones to send elderly diabetics recommendatiod guidelines related
and Peking University First Hospital to physical activity, glucose and blood pressuraitooing, weight
measurement, and diet. Patients will be trainezhter and send data on
glucose levels, and doctors will be able to traatigmt data and graphically
display data for patients.
MediNetHealthcare http://research.micr Trinidad and Microsoft Research and University of theA mobile phone-based healthcare management systaémhealthcare
Management System | osoft.com/enus/un Tobago West Indies management system, ‘MediNet,” will target diabetad cardiovascular disease.
[redmond/about/co The system is designed to relay information frorigpé monitoring devices to
llaboration/awards a central server via a cellular network. The systeamalso send suggestions
cellphone- directly to patients via SMS message or pre-reabxaécemail.
healthcare_awards.
aspx#EAD
Mobile Phones for http://www.lboro.a | India and the | The UK — India Education and Researchin 2005, engineers at Loughborough University dawedl a mobile phone
Health Monitoring c.uk/service/public| United Initiative (UKIERI), Loughborough health monitoring system to monitor diabetes amewtliseases. The system
ity/newsreleases/2| Kingdom University, Indian Institute of allows doctors to use mobile phone networks to toonip to four key medical
007/09_health_mo Technology, All India Institute of signals (electrocardiogram heart signal, bloodsaness levels of blood glucose,
nitor.html Medical Sciences, Aligarh Muslim and oxygen saturation levels) from patients whoosréhe move.
University and London’s Kingston
University
Access to Personal Health Information
Project Website Country Sponsoring Organisation and Partners Description

HIV Confidant

http://www.dimagi

.com/content/hiv-
confidant.html

South Africa

Dimagi, Inc. (privately held software
company)

In places where HIV-positive status remains a sigeaiccessful outreach
efforts must address people’s privacy and confidétyt concerns. The HIV
Confidant project aims to encourage HIV/AIDS tegthy ensuring secure
distribution of test results through the use ofdtad computers and standarg
encryption techniques. Dimagi, a US-based softwarspany, implemented th
HIV Confidant project in 2003 at the Africa Cenfog Health and Population
Studies in South Africa. In the pilot, 45,000 aduwitere tested for HIV, and
results were shared with participants through arsePDA-based system.
People who were tested were provided with a uniueode, and results were
given only to those who provided the code.

The HIV Confidant system runs on Palm m500 and ldpridg Visor PDAs,
but can be adapted for non-Palm devices for grélatability and extended
reach.

D
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Project

Website

Country

Sponsoring Organisation and Partners

Description

The Dokoza
System

http://www.change
makers.net/node/1
014

South Africa

Dokoza, State Information Technology
Agency (SITA), Centre for Public
Service Innovation (CPSI), Centre for
Scientific and Industrial Research

(CSIR) and the Meraka Institute, with theelies on SIM cards that can be used across nesywattkich interact with a

cooperation of South Africa’s National
Department of Health

Integrating mobile data collection solutions withiséing health information
systems is essential to advancing patient care Dbk@za system in South
Africa seeks to meet this need. It is an SMS-baselile system designed to
fast-track and improve critical services to HIV/And TB patients. Dokoza

more complex back-end system that integrates wistieg hospital

information systems. The integration with existinfyastructure offers the
possibility of dramatic improvements to existingipat health information
records, and in the 2004 pilot, both doctors artgepts found the system to be

user-friendly. Challenges encountered during tha piclude the duplication of

data entry in instances where paper-based systesasiya existed, and staff
shortages that hampered information collection peshe promise of this
technology, little new data exists on its impaatsithe end of the pilot.

Integrated
Healthcare
Information
Service Through
MobileTelephony
(IHISM)

http://research.mict

osoft.com/enus/col
laboration/papers/k

otswana.pdf

Botswana

Microsoft Research Digital Inclusion
Program and the University of Botswar

In those developing countries boasting near-saturatf mobile phones, the
gootential benefits of mHealth strategies are tleatgrst. Microsoft and the

University of Botswana are taking advantage of neotalephony’s broad reach

in the country to develop an Integrated Health¢ai@mation Service
(IHISM). The system serves both health workerstaedgeneral public. It uses
a mobile phone-based software application to alieaith workers to capture,
store, process, transmit, and access patient recbhis results in lower costs
and greater efficiency by eliminating redundancgt eeducing the amount of
time devoted to data input. The public can alsno tarlHISM for information:
individuals pose frequently asked questions abdu{AIDS via SMS
messages and receive a reply straight to theirlmpbones. The project
partners have identified several challenges, inofutbcalization and
customization for illiterate users, but overalllfé®t the system has the
potential to become a valuable tool and take oressed scope.

The Cell-Life
Project

http://update.cell-
life.org/accolades/

Commonwealth%?2, Cell-Life Aftercare health workers monitor patients whom thisyt at home. Workers
OHealth%20Minist use data-enabled mobile phones to record informatmut the patients’
ers%20Handbook medical status, medication adherence, and othevaet factors. The data are
%20- then transmitted via SMS to the central Cell-Litgabase, where care manag
%20June%202008. use a web based system to access and monitor inggratient information.
pdf

South Africa

The University of Cape Town, the Cap

Peninsula University of Technology and approaches to home care with their ‘Aftercare’ paog In this program,

eCell-Life, a social enterprise based in South Adriis developing innovative

ers
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Project

Website

Country

Sponsoring Organisation and Partners

Description

Project Masiluleke

http://newsvote.bb

c.co.uk/2/hi/techno

loqy/7688268.stm

South Africa

Pop!Tech Accelerator, Praekelt
Foundation, iTeach, frog design, MTN,
Nokia Siemens Networks, National
AIDS Helpline, National Geographic
Society, Ghetto Ruff Records, Children
of South African Legacies, Aricent and
frog design

Incubated by the Pop!Tech Accelerator, Project Mksdie is designed to
harness the power of mobile technology as a highast) low-cost tool in the
fight against HIV/AIDS. Under the guidance of ateimational,
multidisciplinary team, the project provides a swf interventions targeting th
entire HIV/AIDS care continuum by promoting testitigegatment
connection/adherence and, ultimately, improved sgte testing via an
innovative home HIV test kit supported by mobileinseling. Project
Masiluleke is currently sending one million textseages per day throughout
South Africa that encourage people to be testedraated for HIV/AIDS. By
capitalizing on the ubiquity of mobile devices wee the most resource

constrained areas, this project has the potestia@uolutionize the public health

response to HIV/AIDS in South Africa and other pant the globe. The model
is designed for scale and replication and can bdifired to address a variety o
public health and social challenges. Messages attemvin local languages,
and are used to direct recipients to the NationBISAHelpline. Once patients
have called, representatives of the hotline proinftermation about testing
services and locations.

Colecta-PALM

http://colectapalm.
org/

Peru

The University of Washington, the
Peruvian University of Cayetano Hered
and two Peruvian health clinics (Via
Libre and Impacta)

Colecta-PALM, an open source, secure web-basedcafiph that delivers
isspanish-language surveys via audio on PDAs, wagrsto ensure patient
buy-in. A pilot test of this technology was condzetivith HIV/AIDS patients
in Peru. The patients used PDAs to enter and subfaitmation regarding thei

ART adherence and behaviors that could potentie#lg to additional HIV
transmission. Patients’ medicine compliance andbieins were assessed and
different types of feedback were provided dependimghe user’s risk profile.

Virtual Health Pet

http://developers
un.com/champions

/nardon.html

Brazil

VIDATIS and the Atech Foundation

Virtual H#aPet has taken advantage of the popularity ®fJdpanese
Tamagotchi virtual pets to improve medication caamte and patient health i
Brazil. The virtual health pet, a J2ME software laggtion running on the
patient’'s mobile phone and linked to an electrdr@alth records system,
interacts with the patient to remind them to takeirt medications on time and
to monitor their overall health. Alerts are sent mucaregivers or emergency
services if the patient does not respond to it's peéssages in a timely manne
Because the software is linked to an electronidtheacords system, the
Virtual Health Pet is able to both collect patidata and to provide the patient
with near real-time information from their medi¢t@hm. The Virtual Health Pe
won a Special Jury Award at Simagine 2006, b itricertain whether the

[¢)

—

application is currently being deployed in thediel
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Project Website Country Sponsoring Organisation and Partners Description
Learning About http://blog.whoisw | Nigeria The UK charity OneWorld, ActionAid | mHealth programs that take a holistic approachutdip health challenges ofte
Living ho.de/stories/3187 International Nigeria, Action Health have the best chance of success. Learning abowigl.ig collaborative pilot
2/ Incorporated, Education as a Vaccine | program, does this by providing young Nigeriansweibh anonymous forum to
Against AIDS (EVA), Butterfly Works | learn about health, AIDS, sex, relationships, pembdevelopment, and living
Netherlands, MTN Foundation and skills. The program includes an interactive eLeagrtbol based on the Nigerig
Federal Ministry of Education and Family Life and HIV/AIDS Education (FLHE) curricuhn, as well as the
Federal Ministry of Health, Nigeria mobile phone-based programs MyQuestion and MyAnsWih MyQuestion,
Nigerian youth can submit questions via text messadelephone hotline, or
online. Questions are promptly answered by traireddnteers. MyAnswer
sends out a monthly question (e.g., what is therdihce between HIV and
AIDS?) and selects winners based on responses gatmia the web or text
message. The two-year project, launched in Feb2@By, was piloted in three
locations in Nigeria, and saw early success. Thacereceived more than
2,500 questions in the first five days and recel@®@00 questions in the first
month.
HIV/AIDS Video http://www.unicef. | Georgia Save the Children and UNICEF HIV/AIDS reesilittle attention in regions such as the Cauxastere the

Distribution by
Mobile Phone

org/ceecis/media
237.html

3

topic is taboo and many people are uninformed atieutlisease and its cause
Save the Children and UNICEF collaborated in Jan2808 to produce a 20-
minute film about HIV/AIDS aimed at educating youpepple in Georgia. The
film content is compelling, featuring well-known g actors who portray the
potential health risks of everyday decisions arfibbirs. Taking advantage o
the popularity of mobile phones among young Geaigji&ave the Children an
UNICEF converted the film into a format that iswable on mobile phones, a
which point it was sent to thousands of young peepbund the country, who
were encouraged to pass it on to friends. The greyas praised for its novelty
and the ease of dissemination. This innovativessalistribution model for
health information had never been used in Georgfarb, but is sure to be

replicated in future initiatives.
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Project

Website

Country

Sponsoring Organisation and Partners

Description

Text to Change
(TTC) — HIV
Prevention
Through SMS

Quiz

http://www.texttoc
hange.com

Uganda

Text to Change (TTC), Zain (previous
Celtel), the local NGO AIDS
Information Centre (AIC), the Dutch
Ministry of Foreign Affairs and Merck

yText to Change (TTC) provided HIV/AIDS awareness anSMSbased quiz tg
15,000 mobile phone subscribers during three manthiganda. TTC was
founded with the goal of improving health educatiorough the use of text
messaging, which holds the advantages of anonyanitystrong uptake among
the population. Partnering with the mobile car@eitel and the local NGO
AIDS Information Centre (AIC),TTC conducted a pifpbgram from February|
through April 2008 in the Mbarra region of Ugandath the objective of
increasing public knowledge of and changing behaaiound AIDS. The
program aimed to encourage citizens to seek vatumsting and counseling
for HIV/AIDS. An SMS-based multiple choice quiz wagministered to 15,00
Celtel mobile phone subscribers in the rural regibNbarra. Free airtime was
offered to users to encourage participation inpitegram; this was determined
to be a powerful incentive since users can exchémgairtime with other
subscribers as a type of currency. The quiz wasaotive. When participants
gave a wrong answer they received an SMS with dhect answer from the
cell phone provider. The uptake rate of the suwayg 17.4% and focused on
two specific public health areas:1) General knogedbout HIV transmission
and 2) The benefits of voluntary testing and colingeAt the end of the quiz,
a final SMS was sent to motivate participants tdagosoluntary testing and
counseling at the local health center. Those what ¥eethe center were asked
final question: Was this was the first time they laa HIV test? After testing,
participants were requested to leave their molfitenp number so that post-te
counseling could be arranged. For the people whweda the health centers
through TTC, HIV testing and counseling was freeludrge. Initial grants from
Merck, the US pharmaceutical company, and the DMictistry of Foreign
Affairs supported the program launch.

Handhelds for
Health, India

http://handheldsfor,
health.org/

India

St. John’s Medical College (Bangalore
Indian Institute of Management
(Bangalore) and Encore Software

,Disease outbreaks often start in small clustershil@ogy can play a crucial
role in quickly detecting and containing initialtbteaks so that broader spreg
of communicable disease can be prevented. In I&diashankGarg and Dr.
IshaGarg have created Handhelds for Health, alsexierprise that is
developing an open source disease surveillanceray$ith this system, healt
workers will be able to use mobile devices to ait|lgalidate, and transmit dat
to a centralized server. The server will be acbéss$o resident experts, who
can use the real-time data to rapidly identify dgsetrends and make informe
public health decisions. Handhelds for Health ali$fio be able to track non-
communicable diseases, such as diabetes, thateamuitinual medical
attention and follow-up. The founders further hepese the solution to collec
and transmit the data required for large, commdinétyed, longitudinal studies
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of diseases and other health issues.
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12.8 Security

12.8.1 Security Requirements in mHealth Solutions

Data Encription Data needs to be encrypted both in transmissiah a rest. Mobile networks
already encrypt traffic, but strong encryption Ima$ been widely established for data at rest on the
current generation of mobile devices. There is aegd move towards better mobile device
encryption, but full coverage may still be a numbéryears away. Strong encryption at a mobile
device level implies a higher level of processimgl ancreased power usage. Standards and profiles
developers must take care to avoid demanding l®@fedscryption that are impractical on the mobile
devices in the marketplace. Setting a high levekwnéryption will discourage adoption of these
security standards due to the desire by manufasttwekeep power consumption on mobile devices
low.

Authenticationis strongly tied into identity management, whisttovered in the next bullet point. A
range of authentication mechanisms are alreadysa in the mobile health field. The existing
generation of handsets and SIM cards provide veiibdished PIN authentication based on a number
of numeric digits or alphanumeric characters. Eidctronic healthcare systems may require strong,
two-factor authentication, whereby authenticatisromnly possible by combining something the user
knows with something the user physically posses#$iesnay also be necessary to perform
authentication both on the local device and theotenservers in order to confirm there has been no
local device tampering. Current mobile health sohg accept the local authentication and encryption
standards used within their own closed end-to-esidtisns. However, as solutions become more
open, coordinating the various authentication nesments will become increasingly challenging.
Each layer of an open mobile health solution mayehis own demands for authentication, which
will need to be either mapped between each layeenbered by the end-user at the start. Some
solutions use a Single Sign On (SSO) mechanismhat dackend service to simplify the
authentication process for the end-user. Both griony and authentication can be handled at a very
low level directly within the devices, the netwaskrvices or the mobile device SIM. Newer SIM
designs and specifications already include robumsiryption mechanisms such as Public Key
Infrastructure (PKI), which can be deployed quicklyd effectively to encrypt and secure data and
communication channels. Future adoption of mobiéalth solutions relies upon high quality
information security. These mechanisms alreadyt exid should be used.

Identity managemens a significant consideration for information shg in healthcare, where data
may be held and used to determine care over vegytime frames. Identity management is not only
related to the question of confidentiality, butingegral to providing the right care to a patiegt b
avoiding misdiagnosis. Unique identifiers are neetbeensure that data is being associated with the
right patient, and in practice this means that maentifiers may be encountered in end-to-end
systems. In mobile health services reviewed far $iidy, most services involving the upload of data
from a device use unique device IDs as a proxyphdrent identification, only mapping data to a
particular patient through functionality in a bamkd system. Similar arrangements are made for
devices that take measurements from more than ersam In some cases, the mobile device can
associate a time-bounded ‘session’ with a particpéient. Architecturally, this approach has the
benefit of removing the requirement of additionadl @omplex functionality on the medical devices,
which typically do not have the user interfacesycpssing power or endurance to support more
complex algorithms. Current closed solutions ae® able to disregard, or provide limited support
for, alignment with healthcare provider patientntifeers, as there is very little, if any sharingj,
patient data with other electronic health systeifisese closed systems use device identifiers,
network identifiers (through the SIM card) and lloaaernames as proxies for the patient identifier.
However, using these proxies prevents a patiemh fo@ing uniquely identifiable within the full
ecosystem. In the future, patients are likely tpet to be able to share their medical information
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with whichever clinician they desire, using whicbkesystem they operate with. In addition, several
patients will start to use shared devices and shaetwork connections (in the form of SIM cards).
However, in order to open up the mobile health gstesn, it will be necessary to raise awareness of
the patient identifiers throughout the ecosystenoriier to enable patients to share local medical
readings, diagnoses, or other clinical aspects anghelectronic health system they wish. The curren
solutions will certainly involve a level of idernithtion mapping across each of the subsystems.
Moving beyond the clinical aspects of the patigentifier, there is a financial consideration iatth
billing and network identifiers for each transantiwill need to be mapped back through to patients
performing actions. Without this level of mappirigere is not a direct link between the costs being
raised through network usage and the clinical augof the patient.

12.9 Standards
12.9.1 Connectivity Standards

Table 16 - Connectivity standards

Mobile
Networks

In more than 85 countries around the world, ineigdEurope and the United States, cell phones
another standard for spectrum sharing, modulaton, data encoding that is called GSM, or the Glgq
System for Mobile Communications.

GPRS: is a packet oriented mobile data serviceher2G and 3G cellular communication system's gl
system for mobile communications (GSM). GPRS waggimally standardized by Europea
Telecommunications Standards Institute (ETSI) ispomse to the earlier CDPD and i-mode pac
switched cellular technologies. It is now maintaifgy the 3rd Generation Partnership Project (3GPP),
UMTSIis a third generation mobile cellular technglofpr networks based on the GSM standd
Developed by the 3GPP (3rd Generation Partnerstug®), UMTS is a component of the Internatio
Telecommunications Union IMT-2000 standard set eochpares with the CDMA2000 standard set
networks based on the competing cdmaOne techndlsegys in deployed networks can expect a tran
rate of up to 384 kbit/s for R99 handsets, andvibi/s for HSDPA handsets in the downlink connegti
These speeds are significantly faster than the&kBits of a single GSM error-corrected circuit sshigd
data channel. UMTS networks in many countries Haen or are in the process of being upgraded

High Speed Downlink Packet Access (HSDPA), sometittigown as 3.5G. Currently, HSDPA enab
downlink transfer speeds of up to 21 Mbit/s. Woskaiso progressing on improving the uplink trans
speed with the High-Speed Uplink Packet Access (PiSJJLonger term, the 3GPP Long Term Evoluti
project plans to move UMTS to 4G speeds of 100 Adlsibwn and 50 Mbit/s up, using a next genera
air interface technology based upon orthogonalueegy-division multiplexing.

4Gis the fourth generation of cellular wirelessndi@ds.In 2009, the ITU-R organization specified

IMT-Advanced (International Mobile Telecommunicats Advanced) requirements for 4G standa
setting peak speed requirements for 4G servicd@tMbit/s for high mobility communication (such

from trains and cars) and 1 Gbit/s for low mobildgmmunication (such as pedestrians and statio
users).A 4G system is expected to provide a congmstie and secure all-IP based mobile broadh
solution to laptop computer wireless modems, srharips, and other mobile devices. Facilities suc
ultra-broadband Internet access, IP telephony, mguservices, and streamed multimedia may be prdv
to users.
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802.11
Wireless
LAN

It defines an interface between a wireless clied an access point, as well as an interface bety
wireless clients. The 802.11 standard defines aipaly(PHY) and a medium access control (MAC) lay
which are used to perform various functions, ingigd fragmentation, error recovery, mobili
management, and power conservation. Most all obther 802.X standards (Ethernet and token ring
example) define the same types of layers, but ddvéee the complexity or the functionality definadhe
802.11 standard. 802.11(a, b, and g), are being teskay to transmit data at speeds up to 54 Mbps
distances of 300m (Dornan, 2002). The 802.11 sefispecifications for wireless devices covers kbth
2.4GHz and 5.2GHz ISM bands. The 5 GHz devicesreglire more transmit power to achieve the sa
range as 2.4 GHz adapters. Wi-Fi™ is the abbreviafior Wireless Fidelity, which describes the IE
802.11b standard. The non-profit organization WEQ¥ireless Ethernet Compatibility Alliance) wé
formed in 1999. The goal of this organization iséstify interoperability of Wi-Fi™ products and e
promote Wi-Fi™ as the global wireless LAN standard.
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Bluetooth

Bluetooth technology was designed asaatslange wireless communication standard, and laidely

used for connecting a variety of personally cardedices to support data and voice applicationsaAs

WPAN technology, two or more (up to eight) Bluetoalevices form a short-range network cal
piconet, where devices are synchronized to a cometaok and hopping sequence at the same phy

ed
sical

channel. The common piconet clock is identicah® Bluetooth clock of one master device among those

in the piconet, while all other synchronized desiaae referred to as slaves. This is actually a

sta

topology. Bluetooth devices operate in the 2.4 @8 band, utilizing frequency hopping among 79 1

MHz channels at a nominal rate of 1,600 hops/sednice interference. The standard specifies t
classes of devices with different transmission poavel corresponding coverage ranging from 1 torh0
The current Bluetooth standard, i.e. version 2.OREsupports a maximum data rate of 3 Mbit/s.

nree
D

Bluetooth
low energy
technology

Bluetooth Low Energy technology, formerly known Bkietooth Low End Extension (LEE), and later
Wibree, provides ultra-low power consumption andtcavhile minimizing the difference between

Bluetooth and itself. Introduced in 2004 by Nokizluetooth LEE was designed to wirelessly connect

small devices to mobile terminals. Those devicesaditen too tiny to bear the power consumption ai
as cost associated with a standard Bluetooth rdulib,are ideal choices for the health-monitor

W
ng

applications. Bluetooth LEE was said to be a “hamdhoptimized” radio, which means its major

difference from Bluetooth resides in the radio s@@iver, baseband digital signal processing and
packet format. After further development under BMOSA project, which targets use cases includ
both BANs and WPANSs, LEE was released to publitwite name Wibree in 2006.

One year later, an agreement was reached to ingliéuture Bluetooth specifications as Bluetoaibw

dat
ng

Energy technology. Bluetooth Low Energy technoliggxpected to provide a data rate of up to 1 Mbps.

Using fewer channels for pairing devices, synclration can be done in a few milliseconds compane

d t

Bluetooth’s seconds. This benefits latency-critiddhAN applications, e.g., alarm generation &and

emergency response, and enhances power savingo@&ué ow Energy products can be categorized
two groups: dual-mode chips and stand-alone cllipghe names indicate, stand-alone chips are istk
to be equipped with sensors/actuators and to conwamenwith other standalone or dual-mode ch

while dual-mode chips are also able to connectotoventional Bluetooth devices. Similar to Bluetqath

Bluetooth Low Energy technology will likely operatising a simpler protocol stack and focus on sh
range, star-configured networks without complicatedting algorithms. This suits BANs configured

nto
nd

ps.

ort-
in

star-topology, and provides better mobility supdortthem. Inter-BAN communications can be realized

through a second radio or using a dual-mode clipeier, the tradeoff is larger power consumption.
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ZigBee and
IEEE
802.15.4

power consumption, which is a cost-effective tedbgp. The MAC layer responsibilities of IEE
802.15.4 are: generating network beacons (coomtinasynchronizing to network beacons, suppor
MAC association and disassociation, supporting M&Cryption, employing unslotted/slotted CSMA/(

Currently themost widely used radio standard in BABIIEEE 802.15.4 (Zigbee) that supports very Fw

ing
A

mechanism for channel access, and handling guadtitee slot (GTS) allocation and management. IEEE

802.15.4 defines four frame structures: beacon dragata frame, acknowledgement frame, and M
command frame. For data transfer, three typesaoftactions exist: from a coordinator to a deviaanfa
device to a coordinator, and between two peer dgviData transfers are completely controlled by
devices rather than by the coordinator. A devidbeeitransfers data to the coordinator, or polks
coordinator to receive data, both according to @pelication-defined rate. This provides the ene
conservation feature of the ZigBee/IEEE 802.15#vagk, since the device can sleep whenever poss

AC

the
th

rgy
ible

rather than keeping its receiver continuously a&ctifwo modes are provided for IEEE 802.15.4

multipleaccess scheme: beacon enabled and non+tbesabled modes. In a beacon enabled mod
superframe structure is used. A superframe is ddiohto two portions: active and inactive. Durirg 1
inactive portion, devices may enter a low-power eadcording to the requirement of its applicatibine
active portion consists of contention access pef@8P) and contention free period (CFP). Any dev

wishing to communicate during the CAP shall competth other devices using a slotted CSMA/C

mechanism, while the CFP contains guaranteed tiots svhere no contention exists. However, i
coordinator does not prefer to use the beacon-edahbde, it may turn off the beacon transmissiand,
the unslotted CSMA/CA algorithm is used. Both dawkland uplink compete for the same resources
duplex scheme is specified. BANs operate at 2.4 &htzsuffers from significant and highly variabkip

loss near the human body causing Zigbee to yietdtisfactory performance. An additional concermwi

Zigbee is that the maximum supported data ratalig 260 kbps which is inadequate to support reaét

and large-scale BANs. Actually, other issues sischawer, data rate, and frequency of Zigbee havéole

the effort of the newly formed IEEE 802.15.6 taskup. ZigBee/IEEE 802.15.4 targets low-data-rate
low-power-consumption applications. Specificallye tZigBee Alliance has been working on solutions
smart energy, home automation, building automasiod industrial automation. The recently comple
ZigBee Health Care public application profile paas a flexible framework to meet Continua Hea
Alliance requirements for remote health and fitnesmitoring. These solutions better suit deploym
scenarios in a limited area, e.g., a hospital boase. ZigBee/IEEE 802.15.4 devices can operatierée
ISM bands, with data rates from 20 Kbps to 250 KlfigBee supports three types of topologies—g
cluster tree and mesh. ZigBee has the advantageowsfding multi-hop routing in either a cluster dr
topology or a mesh topology. As a result, BAN nakwvooverage can be expanded. A ZigBee m
network may include both full-function devices (FF&hd reduced-function devices (RFD), where a R
is equivalent to a standalone chip in Bluetooth LBmergy, and can only act as an end device, wh
FFD is equivalent to a dual mode chip and canaf$@s a coordinator or a router.

Ultrawide
Band

According to the Federal Communications Commisgie@C), UWB refers to any radio technolo
having a transmission bandwidth exceeding the teefec00 MHz or 20% of the arithmetic cent
frequency. FCC also regulates license-free useVéBUnN the 3.1-10.6 GHz band to have a relatively |
power spectral density emission. This leads tosthigability of UWB applications in short-range al
indoor environments, and in environments sensitveRF emissions, e.g., in a hospital. Commer
products based on UWB provide extremely high dates; e.g., “Certified Wireless USB” devices work
up to 480 Mbps, enabling short-range wireless maltlia applications, such as wireless monit
wireless digital audio and video players. Thesetimeldia devices can be either wirelessly connewiigl
BANs, or are themselves portable as part of a BANVB is also an ideal technology for preci
localization, which complements Global PositionBystem (GPS) indoors for BAN tracking. At the sa|
time, concerns with electronic and magnetic enexfaggorbed by human tissue from RF circuits place
close proximity means that BAN devices need to empbw transmission power and low transmiss
duty cycles. In this regard UWB outperforms coni@mdl transmission methods and thus attracts n
attention.

An emerging BAN standard, IEEE 802.15.6—Body Areetworks (BANs), will likely employ UWB,
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according to recent proposals and meeting minukes. standard intends to endow future generation

electronics in close proximity to, or inside humdwody. However, a time frame for produ

ct

commercialization that incorporates this standardains unknown.
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Other ANT is a proprietary sensor network technology vtttk features of a light-weight protocol stackrailt
standards | low power consumption, and a data rate of 1 Mbp¢T Avorks in the 2.4 GHz ISM band and employs the

and TDMA access method. With an alliance of up to 208mhers, the ANT+ interoperable system brings
technologies| wireless connectivity to hundreds of available gpfitness and health products. ANT+ interoperapili
enables a new standard consumer devices. To tjsneanufacturers may choose a solution that engures
high functionality, low power and seamless user egigmce in sports and health monitoring
(http://www.thisisant.com). ANT devices have alrgdeen embedded in some products, such as watches,
heart rate monitors, weight scales, foot pods, bfieed and cadence sensors, bike power meterbjkang
computers. ANT+ ensures efficient, seamless anctipeh functionality while requiring very little Iiery
power.
RuBee (IEEE  1902.1) hftp://standards.ieee.org/ announcements/pr_1902.1stdapproved.html,
http://www.rubee.com/) is a two way, active wiragsotocol that uses Long Wave magnetic signals to
send and receive short (128 byte) data packetsaoahnetwork. This protocol is similar to exigitEEE
802 protocols in that it enables networking devibgsusing on-demand, peer-to-peer, active radiating
transceivers, but it uses a 131 kHz low frequendy) (carrier. One disadvantage is that RuBee is very
slow (1,200 baud) when compared to other packettbaetwork data standards, though its operating
frequency provides it with the advantages of uloev power consumption (in terms of battery life
measured in years), and a stable operation nedrsttaectures and/or water. These features madasif to
deploy sensors, controls, or even actuators ardatuts. RuBee is complimentary with Radio Freqyehc
Identification (RFID) in terms of frequency bantisttery life, and application scenarios. It is agailar
with active RFID. A passive RFID tag obtains enetiypugh RF signals from the reader, while an a&ctiv
RFID tag is powered by an embedded battery, whigbkes embedding a larger memory block and more
functionalities. The main difference between RuBed active RFID is that RuBee works in the LF band
primarily using a magnetic field, whereas activelREypically works in the very high frequency (VHF)
ultra high frequency (UHF) or super high freque®iF) bands and with the electric field. They anéhi
used for asset management and tracking, and hbhbeer implemented on silicon chips already being
sold.
Sensium (http://www.toumaz.com) provides a proprietultra-low-power platform for low data rate on
body applications. The network adopts a star tapglavhere sensor nodes periodically send multifibd
signs in real-time to a personal server (e.g., FRCEs or cell phones, etc.) that forwards inforimatio
health professionals. To reduce energy consumpéibbrthe sensor nodes are in standby or sleep mode
until it is time to transmit data in their assigriéde slots. Using single-hop communication andtraely
controlled sleep/wakeup times leads to significanergy savings. Featured as an ultra-low-power
(BmA@1.2V) solution, Sensium allows healthcare fers to monitor patients continuously, wirelessly,
intelligently and at alow-cost.
Zarlink (http://www.zarlink.com) uses a Reed-Solantwding scheme together with CRC error detection
to achieve an extremely reliable link, as suppoltg@ proprietary ultra low-power RF transmitteipchs
an Implantable Medical Device (IMD). The Zarlinlatisceiver is usually in a sleep mode that consumes
very low current. The IMD transceiver can be wokgnby a specially coded 2.45 GHz wakeup message
using an ultra low power sniffing method, or by BMD processor to send an emergency messgage.
Zarlink’'s RF chip has been used in the world'stfgwallowable camera capsule, which transmits fwo
movie-quality images per second from the capsullwag a more thorough and non-invasive
examination of the gastrointestinal tract.
Insteon (http://www.insteon.net/) and Z-Wave (Httpww.z-wave.com/) are both proprietary mesh
networking technologies for home automation. ZWaaks in the 2.4 GHz ISM band, while Instepn
makes use of both power lines and the 900 MHz 18db Z-Wave is a next-generation wireless system
that enables networking consumer electronics eitfternally, or with the user via remote controluses
simple, reliable, low-power radio waves that easifywel through walls, floors and cabinets. Embeidiae,
electronic devices, these technologies build ufirgalligent” living environment.
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12.9.2 Healthcare messaging Standards

Table 17 - Healthcare messaging Standards

The IEEE 11073 standard is primarily concerned withtransmission of measurement data from
medical devices. It is designed to be flexible hvdifferent sub-standards developed to cover eguh t
of medical device (for example, blood pressureptloxygen, etc.), without the need to alter theecor
offering. This IEEE standard is not, however, extae. It doesn’t yet cover some key medical

IEEE 11073 | measurements, such as electro cardiograms, ancedesguch as the mobile stethoscope. The Continua
www.11073.0rg| Health Alliance has made considerable progressritsaigning the 11073 standard to modern health
services and provides certification routes for dwopof this standard in collaboration with the IHE
Future adoption of this standard will depend ondfamdards groups committing to the fast and
efficient development of new medical measuremebisgtandards as new device types become
available.

DICOM (Digital Imaging and Communications in Medie) is a standard for handling, storing,
printing, and transmitting information in medicaiaging. DICOM files can be exchanged between
two entities that are capable of receiving image gatient data in DICOM format. The standard has
been defined by the National Electrical Manufaatsirgssociation (NEMA). DICOM is known as
NEMA standard PS3, and as ISO standard 12052:2@66&lth informatics — Digital imaging and
communication in medicine (DICOM) including workfloand data management”. DICOM enables
DICOM the integration of scanners, servers, workstatipristers, and network hardware from multiple

www.nema.org| manufacturers into a picture archiving and commation system (PACS). The different devices come
with DICOM conformance statements which clearlyesthe DICOM classes they support. DICOM
has been widely adopted by hospitals and is makiregds in smaller healthcare facilities, such as
dentists’ and doctors’ offices. While the DICOMradard has achieved a near universal level of
acceptance amongst medical imaging equipment veradat healthcare IT organisations, the standard
has its limitations. DICOM is a standard directéd@ddressing technical interoperability issues in
medical imaging. It is not a framework or architeetfor achieving a useful clinical workflow.

HL7 standards are living standards and as suchdeveoped a considerable revision history.
Moreover, the major version numbers, version 2\ardion 3 are not backward-compatible with other
major versions. This can lead to a disconnect batvieo systems that claim compliance with HL7,

HL7 but, in reality, have significantly different infaces. HL7 also provides minor version numbersgctvhi
www.hl7.org | are theoretically backward-compatible, but may @nésignificant challenges when attempting to
interface with them. However, HL7 is one of the meglespread, health-based open messaging
standards available. As such, it is still the nlisly mechanism for achieving widespread standard
adoption at this level of communication.

)
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12.9.3 Healthcare System Interoperability

Table 18 - Healthcare System Interoperability

IHE
www.ihe.net

A global initiative, IHE is designed to create coommframeworks for passing vital heal
information seamlessly from application to applicat system to system, and setting
setting across multiple healthcare enterprises. bHiEgs together healthcare stakeholder
develop a framework for interoperability.

IHE does not create new standards, but rather sitive adoption of existing standards
address specific clinical needs, by defining IHEegmation profiles specifying exactly ho
standards are to be used to address these neéa$naghg ambiguities, reducin
configuration and interfacing costs, and ensuritigaer level of practical interoperability.
Although these integration profiles have led to anprovement in the levels Q@
interoperability, they have not resolved the iskuly as there are a number of configural
fields that require definition before systems candme fully interoperable.

Continua Health Alliance
www.continuaalliance.org

The Continua Health Alliance aims to establish stesyn of personal connected healthc
solutions to promote independence, empowering iddats and providing the opportuni
for truly personalised health and wellness managémEhe Alliance is working towar
establishing systems of interoperable telehealthicdse and services in three ma]
categories: chronic disease management, aging endeptly, and health and physig
fitness. Continua has encapsulated a set of stdsd#EEE 11073, HL7 using IHE DE
PCD-01) into a set of guidelines, along with essdlihg a reference architecture ang
product certification program that uses a recodmésdogo to signify that the product
interoperable with other Continua-certified product

Within this architecture, the Alliance has defiredet of system interfaces that support
end-to-end delivery of healthcare services:

* PAN - Personal Area Network

* LAN - Local Area Network

*  WAN — Wide Area Network

* HRN — Health Record Network.

In addition, they are in the process of defining tfurther interfaces to support ng
interactions in mobile health:

* TAN - Touch Area Network

* EAN - Embedded Area Network.

Continua has built on the work completed by IHEpbgviding guidance on the specific use

of the data within configurable fields in the IHEofile. The implementation of theg

w

Continua interfaces is designed to enable a flligand play’ solution.
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13 Annex E - State of Play/Medical Supplement

The research on medical uptake was conducted gswegal sources of information.

Broad desk research on the Internet for popul&rlestat sites like Fierce Healthcare etc.

Search for scientific literature on search engpasals such as PubMed
(http://www.ncbi.nlm.nih.gov/pubmed/). Using search terms like mHealth, telemedicine,
mobile device, mobile phone and crossing it with tbur patientgroups/ilinesses. Not all of
these will appear relevant because some articles feeind to be relevant by the title, and
then judged not to be relevant when the actualectrdf the article was examined.

Search for clinical guidelines at medical societiad scanning of similar documents at other
national medical bodies such as International Guiee Network (ttp://www.g-i-n.net), the
NHS (NICE http://www.nice.org.uk/) and other EU sites. The guidelines can be deeelop
both at a local hospital and by a national autiidatg. a medical society). If a guideline exist
only at a local level, we have not been able td tims due to the fact that they are usually
written in the native language. Furthermore it vdbbé a very extensive amount of work to
scan all local hospitals and clinical specialtieshie whole of EU. Thus we have conducted
research on guidelines at a local level only in ark (Capital Region of Denmark). Here
only the search terntelemonitoring have showed any results as for mHealth content.
Guidelines at the EU level have been researched upihe UK (NHS NICE) and in France.
As in Denmark we have found no specific mHealthtennin guidelines at these levels
(national).

Interview with key expert in Denmark: innovationesfalist at the Capital Region of
Denmark ICT department, Christian Koerner, who hadoee extensive work on mobility at
the hospitals in the region.

Pan European workshop on medical uptake with pudhid private sector experts from
around Europe (see Appendix for participant list agenda).

The above information is gathered in this reporrtiiermore a list of literature, guidelines and
projects can be found in a separate spread sheet.
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14 Annex F - State of Play/Regulatory Supplement

14.1 Socio-economic and Policy Frameworks

This part of the state of play document presentsvanview of topics that are embraced by the broad
term ‘socio-economic and policy frameworks’. Thesaude issues related to fundamental rights in
general, privacy and data protection, the EU singlarket, reimbursement, radio spectrum,
stigmatization and the responsibilities of entesgsi The most important results of the analysis are
presented below.

Health as a fundamental rightdoes not only cover basic health services but et$ends to the use

of modern technologies. States are obliged toestiov the realization of this fundamental right. It
could be argued that increased use of mHealthectlchnologies could represent a step towards
achieving these goals. An aim of the MovingLifejpob shall therefore be to deliver roadmaps which
can lead to the realisation of a right to healtthim 2£' century. In order to ensure that mobile health
technologies ‘protect and fulfil’ the attainmenttbe highest level of health, as demanded by Articl
12 ICESCR, it is important to consider the implioas of this ‘right of technological access’ inrtes

of accessibility, acceptability, availability, atite quality of service.

The development and deployment of mHealth technedomterrogate the right to have access to
information and communication networks. Tight to access informationis related to the policy of
inclusion in the information society and is partloé Digital Agenda for Europe.

The principle of non-discrimination also applies to mHealth. This principle is legdin many
international human rights documents but also asbaf European law. MHealth services have
therefore be provided ‘without distinction of anyd, such as race, colour, sex, language, religion,
political or other opinion, national or social arigproperty, birth or other status’.

Data protection andprivacy as important legal safeguards need to be guide dnod framework.
The data minimizing principle must act as a generatciple policy for mHealth technological
developments, declaring that information systentssaftware shall be configured by minimizing the
use of personal data and identification data. Maeeothe purposes for which personal data are
collected should be specified at the time of cditec In addition, the use of those data should be
limited to those previously defined purposes. Mitteakers should be able to know what information
has been collected about them, the purpose of@&swho can access and use it. Data collecteckin th
mobile device or stored in EHRs should be portaddlewing patients to remove data about them.. In
case of data breach, Security Breach Notificat®mecessary. The notice should be given to the
competent national authority and to the user. ims$eof accountability it should be possible to diga
identify those physical or legal persons which arecontrol or can obtain access to health
information. Remedies must exist to address prongetturity breaches or privacy violations.

Consumer-focused mobile communications technolombkes a shift from a ‘curative’ healthcare
model to one in which the patient is an activergarin care. Taking a more active role in care and
gainingsovereignty as a usenlso entails consenting to the risks of treatmeratking choices and
taking responsibility for their own health. Conseqtly, it is sensible to define what choice and twha
control over their health information users-patsestiould be able to exercise. This builds on netion
related to end-users' sovereignty over their peivaphere, namely: trust, chain of control,
comprehension, choice, and ex-post user control.

During the last decades the perception that busicas contribute to society grew. It has the
potential to shape the political, public and acadesebate. Theories but also practices focusing on
how business manages the relationship with so@estydescribed by the umbrella teoorporate
social responsibility (CSR). The responsibilities and obligations ofegntises also apply to those
focusing on the eHealth and mHealth market. Itfisrostated that CSR begins where the law ends.
This assumption characterizes this very speciétdfof law. Rather than strict legislation, rulesla
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regulations the focus lays on moral and ethicaigalibns that business is believed to have. Hence,
the self-regulatory and voluntary nature of a dbotion of market-based solution to societal change
is often very much emphasized. The ubiquitous UskC® often leads to the call of establishing
system responsibility. Accountability extends toemw user of ICT and the state is under the
responsibility of enforcement. System responsipificludes the mHealth market. Both providers and
users are included in this kind of responsibilitydacan be hold accountable for misconduct.
Currently, there is however a lack of a clear saléon accountability.

The process of all medical innovation, includingttlof mHealth can bring about a sense of both
promise and uncertainty with regards to the devakgs that it might bring. Such innovations can
often give rise to a path dependent alteratiorraattinent practices which become adapted to newer
methods of treatment that are considered more ectioatly or operationally efficient. Such a
process is known aschnological determinisnnder such a notion the technology itself act&as
exogenous variable to which society and individualbether at work or at home must adapt’.
Technological development itself is the main drivieehind social change. The danger of
technological determinisrbeing the main driving force behind medical inrtova is that the people
and their needs are lost as the main focus of atnmv leading to a situation where individuals must
adapt their needs to technological developmentgads Others would go so far as to say that a
medical innovation acting in a technologically detmist manner has been used as an instrument of
‘medical social control.

Technological determinisire fearful of the development of medical hegemamy innovations that
they see as being potentially disruptive to theiaoenvironment** They fear that medical
innovations will dehumanize important human socfaihctions. On the contrarysocial
constructivism(or social essentialism)s a rather more optimistic notion whereby tecbgaial
development is seen as being neutral and can bedsad in order to solve social problems. This
notion represents the ideal whereby technologigabvation is driven primarily by the needs of those
that use the technology. A key characteristic @iaaconstructivism is that technology is a ‘passiv
non-communicable device requiring social intergretato be rendered meaningful’. Policy makers
have promotedocial constructivisnas a guiding vision that should underlie technicabvations in
general. This concept has been encouraged by puobéers at the European and national levels.

Individuals are increasingly able to trawaeross bordersin order to access treatment. This has been
aided in recent years by regulatory initiativesh&t European level. These have made it possible for
individuals to seek treatment areimbursement for treatment in another EU Member State if such
treatment would have been reimbursed in their Men8iate of Residence. The recent European
Patients’ Rights Directive makes clear that th&oapplies to aspects of eHealth. This should ritake
easier for individuals to seek advice and treatnfi|mmh medical professionals in the future, even if
such professionals are physically present in amditeanber State.

Liability for medical treatment is a complex affair and wiffer according to the substantive law in
each member state. This is even more so with refgasdHealth activities. Whilst in conventional
medicine the governing legal jurisdiction will uflyée that of the place of treatment, the pictime
e-Health may be different. For business to busiaesigities the jurisdiction for disputes will like

be the same as the service provider, for businessomsumer activities this is likely to be the
jurisdiction of the consumer. This may provide leggadaches for e-Health providers as they will
have to comply with the legal requirements of npldtijurisdictions at the same time.

The Medical Device Frameworkplays an important role in the regulation of matldevices in the

European Market. This framework represents the mestanding of a number of product regulation
directives that have been legislated for by theopean union. The impact of the directive on
potential device development can have a significap&ct on the decision of industry on whether or

2% In the extreme for example a technological deteishimight denounce life saving medical technolsgseich a
resuscitation techniques as symbols of medical ibuBimmermans, S., & Berg, M. (2003). The practademedical
technologySociology of Health & lllness25, 97-114. P100
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not to attempt to innovate with a certain devickisTincludes the development of medical software,
an important sector for future mHealth projectse Medical Device Framework is due for a revision
in the coming years. It will be important that thews of industry and regulators are taken into
account in the revision of the framework. Particidgtention will have to be paid to the situation

regarding mobile phone applications. At presentnynaf these applications will be caught by the
framework. Furthermore it is difficult or impossgbfor many of these applications to comply with
the framework. The Commission will therefore haweco-operate with industry in the development
of a new framework in order to ensure that develapmn this important sector for mHealth is

facilitated.

The co-ordinated developmentsgectrum policy will be an important facilitator in the developnben

of eHealth. Many potential products, especiallysthased in mMBANS (mobile Body Area Networks)
will utilise various sections of the EM spectrunh. will be important that such devices utilise
spectrum in an efficient manner so as to best mhmstcess and so as to avoid unnecessary and
potentially dangerous interference.

Future mHealth projects should aim to ensure they o not make the problems of the potential
stigmatisation of those with chronic illnesses worse. This wikkan taking into account important
issues of visibility and also the restriction oféato-face contact. It will be important to addrsash
issues so as to avoid the harmful effects thatrgiggation can cause, including the aggravation of
long term chronic conditions

14.2 Fundamental Rights

Health is a matter of fundamental importance indpean societies, both as fundamental right and as
an element in productive workforce and economy.wNeHealth technologies promise improved
quality of life for patients suffering from a rangé diseases. At the same time, however, they pose
significant challenges for governments and patiek#hen European governments and the EU
undertake to regulate the development, marketirtg@ublic financing of mHealth, therefore, it is
important to consider ethical and legal implicaidhat the development and proliferation of new
mHealth technologies have for people and/or paiei®uch considerations must always be
underpinned by the recognition of fundamental gghnd legal obligations, either positive or
negative. This means that the diffusion and appdinaof mHealth must not impair fundamental
rights and should contribute to the values they @igb These considerations strongly relate to the
right to health. However, the right to health cerénterrelated with many other fundamental rights,
some of them also called ‘underlying determinarfthealth®’. To adequately realise a right to
health care many other conditions must be fulfill@derefore, taking into consideration other
fundamental rights is cruciél® In the context of mHealth a special focus showddoh the right to
health itself, the right to access information, tiight to privacy, and the right to data protection

The right to health as a fundamental right

Fundamental rights can be described as legal @mgthts, collective and individual, that are granted
to every human being/ The first generation rights comprise civil andipodl rights, the so-called
‘negative’ rights® The second generation includes economic, socidl @ntural rights, often
described as ‘positive’ righf3? Collective rights of high complexity, for exampievelopment or
peace, constitute the third generati®hThe right to health care is classified as a rigfhthe second

ZI3UN Economic and Social Council (2000).The Righttie Highest Attainable Standard of Health, Gen€@@hment
14, E/C.12/2000/4. § 4.

29pbid. §3.

27 Tomuschat, C. (2008). Human Rights — Between isieaand Realism. Oxford University Pres&ed.

218 |pid. Chapter 3.

219 hid.

220 bid.
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generation. Fundamental rights are now anchoré&tlimaw as of result of the entry into force of the
European Charter of Fundamental Rights with thedrisTreaty??*

The right to health care is an important fundamlenggt which does not only cover basic health
services but also extends to the use of modermddatjes. States are obliged to strive for the
realization of what is formulated in its definitiaf health as bein¢p state of complete physical,
mental, and social well-being and not merely theemze of disease or infirmit§?* It could be
argued that increased use of mhealth related témifies could represent a step towards achieving
these goals. An aim of the MovingLife project stibkrefore be to deliver roadmaps which can lead
to the realisation of a right to health in thé'2&ntury.

More than 60 years ago, in 1946, tBenstitution of the World Health Organizatidghereinafter
WHO) formulated a right to health in its preamB&This is considered as the first international
recognition of this right?* Two years later - in 1948 - thHéniversal Declaration of Human Rights
(hereinafter UDHR) recognised the right tostahdard of living adequate for the health and well
being’ for every human beint> The obligations of states to realise the rightealth is enshrined in
the International Covenant on Economic, Social and @ralt Rights®?® Article 12 does not only
recognise dright of everyone to the enjoyment of the highatainable standard of physical and
mental healt?” but also indicates that states are under the atidiy to take specific steps towards
‘the creation of conditions which would assure tbraédical service and medical attention in the
event of sicknes$®As illustrated in General Comment No. 14 of the @uttee on Economic,
Social and Cultural Rights, the right to health slo®t equate to a right to be healthy. Instead, it
covers a series of several entittements, one ahtheing access to health caf®This includes
access to modern technologies and mHealth devicegight to health is based on the fundamental
interrelating principles of availability, accessityi acceptability and the quality of service are?*°
These principles can be used to build a fundameigtais framework for mHealth.

Before analysing the implications of these priregplit is important to highlight the position okth
right to health in EU law. The position of fundamed rights was strengthened with the entry into
force of the Treaty of Lisbon in 206¢" Article 6 of the Consolidated Version of the Tgeain

2lcharter of Fundamental Rights of the European U(@800)Official Journal of the European Communiti€s 364, 1-
22.

22 preamble to the Constitution of the World Healtig&hization as adopted by the International He@ltinference,
New York, 19 June - 22 July 1946; signed on 22 11946 by the representatives of 61 States (OffiRiatords of the
World Health Organization, no. 2, p. 100) and exdednto force on 7 April 1948.

23 preamble to the Constitution of the World Healtig&hization as adopted by the International He@ltinference,
New York, 19 June - 22 July 1946; signed on 22 11946 by the representatives of 61 States (OffiRiatords of the
World Health Organization, no. 2, p. 100) and exdeinto force on 7 April 1948. The definition hast heen amended
since 1948Health is a state of complete physical, mental smcial well-being and not merely the absence afalie or
infirmity.

?Da Costa Leite Borges, D. (2011). Making Sense oinkin Rights in the Context of European Union He@ltine
Policy: Individualist and Communitarian Viewsternational Journal of Law in Context(3), 335-356. P337.

22 UN General Assembly (1948). The Universal Declarabf Human Rights. Adopted and Proclaimed by Gane
Assembly Resolution 217 A (lll) of 10 December 19A&icle 25.1.

22UN Treaty Collections (2011).Status Internationalvénant on Economic, Social and Cultural RightsriBeed 20
October 2011 from: http://treaties.un.org/Pagesilietails.aspx?chapter=4&lang=en&mtdsg_no=IV-3&srBERTY

22T UN General Assembly (1966). International CovermmEconomic, Social and Cultural Rights. Adoptad ®pened
for Signature, Ratification and Accession by Geh&ssembly Resolution 2200A (XXI) of 16 DecembeG&Entry into
Force3 January 1976, in Accordance with Article 27.

222 N General Assembly (1966). International CovermmEconomic, Social and Cultural Rights.Article 12

22UN Economic and Social Council (2000).The Righttie Highest Attainable Standard of Health, Gen€@@hment
14, E/C.12/2000/4. 89.

%N Economic and Social Council (2000).The Righttie Highest Attainable Standard of Health, Gen€@@hment
14, E/C.12/2000/4.

%1 European Parliament, Council, Commission (201®ar€@r of Fundamental Rights of the European Uiddiicial
Journal of the European Unids3(C83), 389 — 403.
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European Union (hereinafter TEU) clarifies that Gtearter has to be regarded as primary EU44w.
The right to health care is laid down in Article 86the Charter.Everyone has the right of access to
preventive health care and the right to benefitnfranedical treatment under the conditions
established by national laws and practic&Slt must be emphasised that this is not a geneght to
health but the Charter specifically grants a righhealth care. In addition, Article 35 states that
high level of human health protection shall be eedun the definition and implementation of all the
Union's policies and activitie$* This provision is binding on the Union acts but pa Member
States acts, unless they are implementing EU*favA review of the regulatory framework for
mHealth must therefore take note of both the natiand the European laws.

Another important reference for the EU legal frarodwon health is the 199Buropean Convention
on Human Rights and Fundamental Freedothereinafter ECHR) of the Council of Europe.
Although it does not contain an explicit right teditif>°, this instrument has an important function
since it provides principles on important rightscls as the right to privacy (see below). The legal
framework is completed by the 19&lropean Social Chartepromoting the right to the highest
attainable standard of health, the protection ddltheand to medical assistance (which can also
include modern mHealth technologiéd).

14.2.1 The Right to Access Information

The development and deployment of mHealth technedomterrogate the right to have access to
information and communication networks. The rightatcess information is related to the policy of
inclusion in the information society and is partioé Digital Agenda for Europe, discussed atidve.
The conceptualisation of this right as a fundanlerght deserves attention.

The use of e-health solutions heavily relies on mamication and processing of patient data. The
latter relates to the right to data protection andess to these data is therefore limited to aizébr
persons mainly health care professionals. Howeyaients themselves also have a right to access
this information. This right is addressed in seldéusadamental rights documerfts. The right to
access the Internet does not constitute a sepgaredamental right as of yet. The debate is however
ongoing and its current importance to mHealth sthoubt be understatéd’ Internet access is
considered as fundamental right by significant geowf individuals** Although there is no
recognised fundamental right to the Internet, koft sources such as the ‘Charter of Human Rights
and Principles for the Internet’, states in artitleéhat “everyone has the right to access to, aakiem
use of, the Internet” (article 1) and, in articl&d), states that “everyone shall have accessatithhe
related and social services on the IntefffefAccess to the Internet has two dimensions: actess

%3%Eyropean Union (2010).Consolidated Version of thealy on European UnidBfficial Journal of the European Union
53(C83), 13 -46.Article 6.
233 European Parliament, Council, Commission (201®ar@r of Fundamental Rights of the European Uddiicial
E]egurnal of the European Unids3(C83), 389 — 403. Article 35.

Ibid.
2> This competence flows from Article 6 of the Treatythe Functioning of the European Union (here@raf FEU), the
‘social clause’ in Article 9, which enables the Edfocus on areas of social responsibility, suchhasprotection of
human health, and Article 168 TFEU, which requitee promotion and protection of public health. T@barter
addresses EU institutions and is only applicablédfember States when implementing EU law. The sajfkis Charter
therefore encompasses EU legislation and the imgaamion of it by Member States.
#3%Council of Europe, European Convention on HumarhRigind Fundamental Freedoms (1950, 2010). Retrigde
August 2011 from: http://book.coe.int/sysmodulesiRBchier/admin/download.php?fileid=3502
Z’Council of Europe (1961). European Social Chartart | (11), Article 11 and 13.4.
238 gee also European Commission (2009). Telemedifimethe Benefit of Patients, Healthcare Systems and
Society.Commission Staff Working Paper.SEC (20t final.
2% UN General Assembly (1948). The Universal Declarabf Human Rights. Adopted and Proclaimed by Galne
Assembly Resolution 217 A (lll) of 10 December 19A&icle 19. See also EU Charter, article 11.
24%ijck, S., Hapin, E. & Hoskins E. (eds.) (2000).HumRights and the Internet. Palgrave Macmillian.
%411 a Rue, F., UN Human Rights Council (2011). Reépdthe Special Rapporteur on the Promotion arate®tion of
the Right to Freedom of Opinion and Expressionnkiaa Rue. (A/HRC/17/27).
*Internet Rights and Principles Coalition (2010).&#aof Human Rights and Principles for the Intérne
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content and connectivi’? The latter is a central aspect for mHealth, amiters aspects such as
infrastructure such as cables or wifi, and the ss&ey software. The availability of this infrastiure

is closely linked to the right to development. Ganton the other hand relates to the freedom of
expression, a political right which requires stategefrain from interferencé?

In order to ensure that mobile health technologestect and fulfil’ the attainment of the highest
level of health, as demanded by Article 12 ICES@Rs important to consider the implications of
this ‘right of technological access’ in terms otassibility, acceptability, availability, and thaality

of service.

In terms ofacceptability, different groups of stakeholders must be apprahemel involved. At the
individual level, it is of the utmost importance itacrease the acceptability of the end-user, the
patient. Trust and the user confidence are keyh#éosuiccess of mHealth applications. As many
patients that may use mHealth technologies areglgldersons, their acceptance will depend on their
understanding of the technologies and their usktetacy of this group needs to be strengthened.
However, also younger people should not be negle®articularly with regard to disadvantaged
groupsé4ét may be necessary to bridge the existiiggtal divide (see section on digital divide
below):

At the political level, acceptance also dependsawailable reimbursement schemes, which are not
always present (see section on reimbursement belanetimes the level of uptake by health
professionals seems to be lacking &€oMore involvement of this group, through education,
training, and incentive schemes, could be useffupdrticular, training schemes can be used to help
understand new techniques and show the benefitsoppdrtunities, in addition to the limits, of
mobile health.

MovingLife should also consider issues of #teessibilityof modern technologies. Accessibility has
four different dimensions: non-discrimination, plogd accessibility, economic accessibility and
information accessibility. Non-discrimination regtee inclusion policies. All services must be
provided in a non-discriminatory manner and equatlgessible to everyone. Special attention must
be paid to vulnerable and marginalized grotfpdvoreover, physical accessibility must be ensured.
This dimension particularly focuses on marginalizedl week groups including for instance ethnic
minorities, elderly, children, women, persons wdtisabilities. The entire population including the
above mentioned groups should be able to reachnécessary facilities’ This includes user
interfaces and special software that is suitabtepfrsons with disabilities. The third dimension,
economic accessibility relates to affordability. eTlprinciple of equity requires that also poor
households have, if they so wish, the opporturityptirchase mhealth technologfé$.This also
includes the price that users have to pay for sesyientailing, amongst other things, the existefce
sufficient reimbursement schemes. Additionally,exsp of sustainability must be considef®dThe
success of mHealth services will also depend omdimmval of barriers both legal and organisational
in nature. This will require strong cooperationvbe@n Member States to ensure the right of free
movement and the provision of services (see setibow)?>* The last dimension of accessibility is

243 Connectivity refers to the physical and techninfthstructure that is necessary to guarantee adoefe Internet.

%44 a Rue, F., UN Human Rights Council (2011). Repéithe Special Rapporteur on the Promotion arateRtion of
the Right to Freedom of Opinion and Expressionnkiaa Rue. (A/HRC/17/27).

24%Eyropean Commission (2010).A Digital Agenda for &he.COM(2010) 245 final/2.

24%Eyropean Commission (2009).Telemedicine for theeienf Patients, Healthcare Systems and Society@ission
Staff Working Paper.SEC (2009) 943 final.

47 bid. §12(b)(i).4

248N Economic and Social Council (2000).The Righttie Highest Attainable Standard of Health, Gen@@hment
14, E/C.12/2000/4. 812(b)(ii).

229 |pid. §12(b)(iii).

Z%Eyropean Commission (2010).A Digital Agenda for &he.COM(2010) 245 final/2.

#lEyropean Commission (2010).A Digital Agenda for &he.COM(2010) 245 final/2.
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called information accessibility. Everybody has tigit to seek information about health issuessThi
must be balanced against the right to privacy vatard to personal health data.

The right to access technological developments mighy well form part of the future ‘conditions’
for the realisation of the right to health in thE'Zentury. Universal access to communications and
information services could be categorized as aangisd part of the human right to health in modern
information and communication technology societi@€snceptualizing universal access to ICT in
terms of a liberty right implies that the state’aimobligations should be the removal of conditions
which may prevent citizens from accessing new teldgies for health. For instance, lack of
accessible ICT infrastructure, such as compute@tsyarks, broadband or software, or the lack of ICT
standards, such as user- friendly human-machinefates, or lack of interoperability. In this
connection, mHealth technology developments shpuitnote affirmative actions to address ICT
needs of all populatiorefinclusior).

In general, accessibility demands as a precondihantheright to send and receive informatias
guaranteed. This new emerging right of accesstéoriat encompasses the two dimensions of content
and connectivity that were described ab&Veélhe dimension of connectivity needs to be considler
for mHealth services. Access and connection havdeoguaranteed in all situations. Internet
connections must be stable and secured againstngpdownturns. There is a need for legislation for
emergency situations. Current attempts of govermsnincontrol the cyberspace, and, for example,
shut down internet accounts in case of illegalvéets can threaten mHealth systems and constitute
problem for patients. Laws like the French ‘Threégk®s Law’ intended to protect copyright should
be considered in the light of the access to Intems€fundamental right and with regard to its intipac
on mHealtH>*

mHealthtechnologies and services form part of thgle market. They often do not only provide a
health service but also an information society isetvHowever, with regard to this specific field

there are very specific obligations, opportuniaesl constraints for the single European markethWit
regard to sensitive medical data there are conssrn the context of data protection. The provisio

of health care services, particularly, in a crossdbr context creates specific obligations. The
freedom of movement and freedom to provide servieggiire that e-health services work across
borders.

Another aspect of accessibility and the internghes above mentionedigital divide which is not
only determined by acceptability but also by theartunity to be connected to the interfi8tissues

of connectivity still seem to be shaped by discniation?®® The digital divide is geographical —
Western nation against those countries of the deus world, and social. Age, language or
belonging to a certain social group determine gfeason has access to the Internet and enjoys the
freedoms and opportunities related to it. Speci@@néion needs to be paid to disadvantaged or
marginalized groups to guarantee their inclusiod eonnectivity. In Europe the digital divide is
mainly age-related. Particularly, people over 65 raot regular users. Many do not use the Internet a
all.>®" However, this group is the main target group ofealth technologies. Their inclusion must be
one aim to ensure accessibility of mHealth forpaltts of the population, in all areas, both urbas a

rural.

For the success of m-health theality of service is essential. Only if services are plest at an
equal or better level compared to traditional heakrvices, acceptability can be increased. Good

252 |hid. §12(b)(iv).

%3 La Rue, F., UN Human Rights Council (2011). Repdithe Special Rapporteur on the Promotion arateRtion of
the Right to Freedom of Opinion and Expressionnkiaa Rue. (A/HRC/17/27).

4 HADOPI law or Creation and Internet law (Haute @vité pour la diffusion des ceuvres et la protecties droits sur
internet)

2% The digital divide is a form of Social exclusidhcan be characterized as the gap between thageepeith effective
access to digital and information technology amas¢hwithout such access.

%ick, S., Hapin, E. & Hoskins E. (eds.) (2000).HumRights and the Internet. Palgrave Macmillian.

%7Ethics of E-Inclusion of Older People.Discussiopé&aor the Workshop on Ethics and E-Inclusion @00
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quality of services creates trust and can be aeniinge for further investmeft? The quality of the
service depends on many factors closely relatechgpects of acceptability, availability and
accessibility. A broad variety of technologies ainpetition are desirable to create better products
for the user. In the area of health there shoulnydver, be a minimum common standard
guaranteeing interoperability to ensure that p&iemd health care professionals are able to lise al
technologies and devices. A minimum common standgaedanteeing interoperability should ensure
that health care professionals are able to work waiit technologies and devices. This can make the
difference between life and death in emergencyasauns. Cooperation has to take place between
Member States and EU with regard to a common kgrsl framework and industry. Moreover,
manufacturers need to cooperate to ensure th@p#rbility of technologies and devices.

14.2.2 Non-discrimination

The principle of non-discrimination also applies idHealth. This principle is leading in many

international human rights documents but also &shdd€European law. Thelnternational Covenant on
Civil and Political Rights emphasizes the princgptd non-discrimination and equality in Articles 2

and 3%° Equality is characterized by the absence of dmedtindirect discrimination. EU legislation

promotes non-discrimination and demands combatisgrichination in the Treaty on European

Union?®° State parties might be required to take affirmeataction. They might have to eliminate

conditions which are a cause of discriminafidh.

mHealth services have therefore be provided ‘witithstinction of any kind, such as race, colour,
sex, language, religion, political or other opiniorational or social origin, property, birth or eth
status'?®* In mHealth the principle of non-discrimination hsgecific implication for cross-border
care. Patients might cross European borders spk@&ing to receive quality care by a good provisio
of mHealth services. Traditionally, Member Statesynmot prevent citizens to go abroad to seek
health care. Reimbursement has to be granted uonedeain conditions (see chapter 6 on
Reimbursement). These rules equally apply to tleeigion of mHealth services. Furthermore, the
provision of health care has to take place in tmesway for nationals and citizens from another
Member States in a non-discriminatory manner. Asulsed above non-discrimination is closely
related accessibility and to inclusion policies.eTprovision of services in a non-discriminatory
manner should be a focus when providing mHealthices. Enabling those groups that do not have
access to use the advantages of mHealth as wedkential. Currently, there is a strong focus @n th
ageing society and people with disabilities. Crepiccess for them is an important step in inclusio
and non-discrimination policies. However, even tiloa focus on marginalized groups might have
advantages this form of positive discriminatiommowd not lead to a negligence of the needs ofrothe
groups.

Privacy and Data protection

As indicated in the WHO global survey on mHealtheviN Horizons for Health through Mobile
Technology®®® data security and citizen privacy are areas ribaire legal and policy attention to
ensure that mHealth users’ data are properly pedé® Data protection also plays a crucial role in
the Digital Agenda for Europe, as part of the Eerdd020 agenda for ‘smart, sustainable and

#8Eyropean Commission (2009).Telemedicine for theeienf Patients, Healthcare Systems and Society@ission
Staff Working Paper.SEC (2009) 943 final.

%9 UN General Assembly (1966). International CovermmEconomic, Social and Cultural Rights. Adoptad ®pened
for Signature, Ratification and Accession by Geh&ssembly Resolution 2200A (XXI) of 16 Decembe6&Entry into
Force3 January 1976, in Accordance with Article 27.

#%Eyropean Union (2010).Consolidated Version of thealy on European Uniddfficial Journal of the European Union
53(C83), 13 -46.Article 2, 3.3.

YN Economic and Social Council (1989).General Comino. 18: Non-Discrimination.

22N Economic and Social Council (1989).General Comino. 18: Non-Discrimination.

23\WHO, New horizons for health through mobile tedbay, Global Observatory for eHealth series - Votu#) 7 June
2011

#bid., Paragraph 1.3., Overview of findings.
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inclusive growth’. That vision also needs a smaustainable and responsive legal framework for
data protection in the future Information Society2020 and beyond.

The notion of privacy can be represented as a ifumcif the relationships that, at a given time and
place, exist between the individual and the commyfit The complex dynamics between the
individual (his or her identity) and the communftis common aims) emerge also in the context of
Europe’s information society, in eHealth and, mepecifically, in the context of mobile health
technologies (mHealth). The individual-communityat®nship and tension in the context of
mHealth can be represented as follows. On the and,las was discussed in the previous paragraph,
access to modern technologies for health respand@s tequality need to ensure health care to all
members of society, while reducing costs in theawakdemographic ageing. In this connection, the
Digital Agenda for Europe has launched major eHiemtitiatives aimed at achieving interoperable
eHealth systems, equip Europeans with secure oatioess to their medical health data by 2015 and
attain widespread deployment of telemedicine sesvlry 2020. This will likely result in an increase
in the amount of information exchanged betweentheate providers within and across different
Member State&®® On the other hand, modern technological develogsnemphasise the significance
of being an autonomous individual who can standtagad develop his or her personality and
personal relationships without undue external grite and contrdf’

Starting from this point, this section describes tBuropean Union privacy and data protection
framework as it applies to mobile health techna@sdimHealth). Although mHealth involves pointed
issues of security of data exchange between traasapartners (clinicians, telecommunication
companies, nurses, etc.?%,this part of the addresses only the question dividual, thus patient
centered, control on the acquisition, use and assck of his or her medical data. In order to ilate
the topical points or challenges to the Europesyall framework on privacy and data protection
emerging from mHealth, it is proposed to, firspyde a brief and general outline of data procegsin
in  mHealth. A conclusive section summarises thiacpples and the areas of privacy and data
protection relevant for mHealth.

14.3 Data Processing in mHealth

In line with general mHealth technology it is pddsito isolate two main moments of data processing
and communicatiof®® The first moment concerns the collection of dataimobile environment.
New mobile technologies include mobile phone oreotimobile Internet devices, and also sensors
that can take measurements about the patient\atgce.g., pedometers, accelerometers, or location
e.g., GPS, or biological functions, e.g., eledrdograms, pulse oximeters, blood-glucose meters,
weight scales. These technologies can be simphedany the patient, be worn, be embedded in their
living space or even implanted in their body. Mahiis a key factor to be taken into account: mebil
health applications allows to follow patients anollect a great number of medical and also
physiological, lifestyle and daily activities ddteat patients leave behind.

25 gee A, WestinPrivacy and FreedomAtheneum, New York, 1967. J. Habermi#ise Structural Transformation of the
Public Spherg Polity Press, Cambridge, UK, 1992. Originally [isited as Strukturwandel der Offentlichkeit:
Untersuchungen zu einer Kategorie der burgerlicli&sellschaft Luchterhand, Neuwied, Berlin, 1962. R.K.Merton,
Social Theory and Social Structur€he Free Press, New York, 1968, p. 375. F.D. o8gtan,Privacy and Social
Freedom Cambridge University Press, Cambridge, 1992.

#%. Douwe, EC Study on implementaton of data pritec Directive, 2002,
http://papers.ssrn.com/sol3/papers.cfm?abstract 28Z667

%7 5ee Mordini, Emilio; Wright, David; de Hert, PaMantovani, Eugenio; Wadhwa, Kush R.; Thestruppdesand Van
Steendam, Guido (2009) "Ethics, e-Inclusion andidgé Studies in Ethics, Law, and Technolool. 3 : Iss. 1, Article
5.

%8 This section will not address the issue of seguai this relates to existing or emerging techricklg physical and
administrative safeguards to block unauthorize@dsg¢o health information.

#9Adapted from D. Kotz at al., “A Privacy Framewoxk Mobile Health and Home-Care SystenRfpceedings of the
first ACM workshop on Security and privacy in matland home-care systen8PIMACS '09, 2009.
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The second relevant moment concerns the proceesiagchange of the data collected. Data about
the patient can be stored in the device itselfsyistems supported by a body area network (BAN),
sensors communicate directly with a central nodwirsg as interface to health record system
managing the data collection process and subseghaning of the data. Information about single

patients are usually contained and exchanged adré&itec Health Records (EHRs). EHRs can be
accessed by the health professionals or other apgldopersons, at different places and in different
times. Data can be disclosed to or accessed by, anginsurance company wanting to check
compliance with a medication regime, by a home-gaoxider attending frail elderly person, or by

family members, or by third parties who, for ingtanfind the mobile phone or hack into the

electronic health record system.

These two moments of data processing provides dbes lfior discussing privacy and data protection
frameworks. When developing and deploying mobilalthetechnologies and healthcare information
systems, system designers and developers as welinasans, policy makers and patients should
consider the legal principles illustrated below.

14.4 Privacy and Data Protection in EU law
Privacy

The EU Charter of Fundamental Rights (EU Chartadicates that there is a formal difference
between privacy and data protection, enshrinedeatiely in article 7 and article 8° On the one
hand, article 7 establishes everyone’s right tegmy as a right ‘to respect for his or her privatel
family life, home and communications’ using almts same terms of article 8.1 of the European
Convention of Human Rights (ECHRY: Art. 8 CFR enshrines the right to the protectibpersonal
data, stating that ‘Everyone has the right to tteégetion of personal data concerning him or her’.

At European level, the content of privacy for legalposes can be squarely derived from the relevant
case law of the European Court of Human RightstiasBourg (ECtHRj’? The Court of Strasbourg
has ruled that art. 8 ECHR can cover a wide rarigesaes such as integrity, access to information
and public documents, secrecy of correspondencecamamunication, protection of the domicile,
protection of personal data, etc.. The list isexdtaustive.”> As clarified by the ECtHR, privacy is a
relational concept that goes well beyond a merkt rig intimacy, with the important consequence
that Article 8 rights may also protect visible goablic features and conduct of individuals (public
privacy)?’* Privacy, it appears from the case law of the Eeappcourt of Human Rights, is not about
shielding the individual from external interfereacé is also about autonomy, as self-determination

2°EU Charter of Fundamental Rights, OJ, C 364/1012.8000. See “Privacy and emerging fields of sa@eand
technology: ethical, social and legal aspects -MWPCurrent legal, socio-economic and ethical apgines to privacy and
technology,Discussion Paperauthored by Michael Friedewald and Philip Schiutea(ihofer ISI), Serge Gutwirth,
Raphael Gellert and Rocco Bellanova (VUB), Davidightt (Trilateral Research & Consulting), Emilio Mini and
Silvia Venier (CSSC), 2010.

2"'Eyropean Convention of Human Rightsww.echr.coe.int The CFR mentions the more up-to-date term of
“communications” instead of “correspondence” in EHeHR.

272 1n accordance with Article 52(3) of the EU Chartile meaning and scope of this right are the sasrimose in the
corresponding article of the ECHR. Consequentlg,itfeaning is the same and the limitations which lag§imately be
imposed on this right are the same as those alldyetticle 8 of the ECHR

23 Niemietz vs. Germany of 16 December 1992, § 29Rmetky vs. U.K., of 29 April 2002, Judgment: “TBeurt does
not consider it possible or necessary to attempbduaustive definition of the notion of ‘privatéeli. However, it would

be too restrictive to limit the notion to an ‘inneircle’ in which the individual may live his ownegsonal life as he
chooses and to exclude there from entirely theideitworld not encompassed within that circle. Resfar private life
must also comprise to a certain degree the righstablish and develop relationships with other &nifmeings.’Bensaid

v. the United Kingdomno. 44599/98, para. 4Koua Poirrez v. FranceJudgment of 30 September 2003, dissenting
opinion of judge Mularoni

2 E g. Rotaru vs Romania of 4 May 2000, § 43; P.GL.K. vs U.K., of 25 September 2001, § 57, Pecld ¥s,of 28
January 2003, § 58.
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personal decisior> Progressively, the Strasbourg Court also acknayddcthat individual self-
determination or autonomy is an important principiederlying its interpretation of Article 8
ECHRZ™A strong tendency has also emerged in the Couate ¢aw toward imposing on European
stat%s7 not only to respect privacy, but also ttiseaéhose conditions that are necessary to fulfiit’s
life.

The case law based doctrine of positive obligatisnzarticularly important with regards to the way
information about the health status are treate@.ITh. Finland judgmenof 17.7.2008 concerned a
case of unauthorized access of private informattated to the health status of a person who worked
in a hospital. The applicant claimed that, as stdcnot gain full access to her data and to the
persons who had accessed it, she could not hawveppgie access to justice and compensation.
Discussing the case under article 8 (private lifie¢, court stated that privacy in health care syste
can be protected also by ensuring that the sysgerransparent and responsibility in case of
wrongdoings or in case of mistakes can be demdadtrahis conclusion places on states the
obligation to ensure that adequate organizationdltachnical measures are taken, for instance a log
in system.

Another important case is that érmonas v. Lithuaniaof judgment of 25.11.2008 concerning
insufficient compensation in cases of breachesriwhpy. The Court recalled the positive state duty
to protect the right to data protection in an aertl appropriate way. In addition, the Court cledf
that if compensation is awarded then it must beaeable and substantial. The basic lesson to be
learnt from this case law is that the acceptandeepossibility that technology makes errors, $thou
be accompanied by tight rules on responsibilityeréhmight be errors that systems cannot prevent or
foresee. In any case, access to justice and ademdiess must be guaranteed.

Data Protection

The explicit recognition of the fundamental rigbtdata protection is tributary to an abundant and
detailed international, European and national letian promulgated since the late 1970%Article 8

of the EU Charter states that the processing afgmatl data should be surrounded with constitutional
safeguards: data must be processed fairly for pe@gurposes; on the basis of the consent of the
person concerned or some other legitimate basiglaivn by law. In addition, everyone has the right
of access to data which has been collected comgemm or her, and everyone has the right to have
it rectified. Article 8 also provides that compl@nwith these rules shall be subject to controbby
independent authority. At European level, the miogt,not the only (see below), important piece of
regulation is EU Directive 95/46/EC on the protextof individuals with regard to the processing of

Z™MovingLife, Consultation Workshop - mHealth in acBeeconomic Context’, 18 January 2012, Brusseds@mtation
by prof. P. De HerfThe implications of article 8 ECHR.

278 pretty vs U.K., of 29 April 2002, § 61, Judgmetis the Court has had previous occasion to rentiekconcept of
‘private life’ is a broad term not susceptible tdhaustive definition. It covers the physical angqgt®logical integrity of
a person (X. and Y. v. the Netherlands judgmen2®fMarch 1985, Series A no. 91, p. 11, § 22). i sametimes
embrace aspects of an individual's physical andasadentity (Mikulic v. Croatia, no. 53176/99 [Sed], judgment of 7
February 2002, § 53). Elements such as, for exangeleder identification, name and sexual orientatind sexual life
fall within the personal sphere protected by Adi6l (see e.g. the B. v. France judgment of 25 Ma892, Series A no.
232-C, § 63; the Burghartz v. Switzerland judgmein®2 February 1994, Series A no. 280-B, § 24;Dinelgeon v. the
United Kingdom judgment of 22 October 1991, SeAaso. 45, § 41, and the Laskey, Jaggard and BrovthesUnited

Kingdom judgment of 19 February 1997, Reports 199%-36). Article 8 also protects a right to perdatievelopment,
and the right to establish and develop relatiorshith other human beings and the outside worlé,(fa example,
Burghartz v. Switzerland, Commission’s report, cip, 8§ 47; Friedl v. Austria, Series A no. 305®ymmission’s report,
§ 45). Though no previous case has establisheddsasy right to self-determination as being corgdiin Article 8 of
the Convention, the Court considers that the notibrpersonal autonomy is an important principle enhdng the

interpretation of its guarantees. ”

277ECtHR, Botta v. Italy (1998) 26 EHRR 241; ECtHRitzner v. Germany (2002) EHRR 653. 1991) 14 EHRR

28 De Hert Paul, Gutwirth Serge, ‘Data protectioritia case law of Strasbourg and Luxemburg : Cotistitalisation in

action’, inReinventing data protection 3pringer, 2009
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personal data and on the free movement of such datamonly known as the Data Protection

Directive?’®

Privacy and data protection are thus different,thay are certainly not unrelated. According to one
conceptualisaticdfi®, the right to privacy is an opacity tool that aitidimit the power of government
and private actors. Privacy ensures that a perdoeésiom of self-determination and choice, the
freedoms to be different with respect to, e.gatrehships, sexuality, appearance and behavior, are
protected. The right to data protection, on theeptiand, is a tool for transparency. Data protactio
legislation promotes the accountability of data todmiers and provides safeguards for the data
subject. It basically sets to ensure that persda#h is processed in a suitable manner, observing
values such as proportionality and minimisafi¥nData protection, as was pointed pout by prof. De
Hert during the MovingLife Consultation workshop B8 January 2012, can be conceptualized in
essence as a series of principles of ‘good carei data’® Developing technologies such as mobile
health applications blurs boundaries between thlt io privacy and the right to data protection.
From a right to privacy perspective, for exampleerg patient conceives of him or herself as a
unique sphere of diagnosis path, medicament ppgorj or lab test results which needs to be
shielded, from public and third party scrutiny. Hexer, if prescriptions are data-mined by
pharmaceutical companies; lab tests disclosedstramce companies, health records created without
the person concerned being aware, or accessedimat yhofficials or employers, one would agree,
the sphere of opacity is put in jeopardy. In theitéth States, for instance, where health data
processing is subject to less stringent rules thahe EU®®, patients have reportedly been avoiding
seeing a regular doctor or be tempted to ask ¢o altliagnosis, seek privately paid test, or atests
altogether, due to privacy concefiis Put under this light, data protection meterialiss a tool for
transparency. Knowing what use is made of our dat@intessential to ensure protection of privacy.
But the implications of data protection go beyohd protection of privacy, acquiring implications
also in terms of protection of other fundamentghts constitutionally guaranteed. In the example
suggested above, patients who fear that their al&deing misused may renounce to their right to
have access to health care services. Accessiblel&dge about health status may limit employment
opportunities, access to insurance, or loans eith We advent of ‘Big data’ and ‘Data Deluge’,
there is the serious risk that knowledge extrathenigh data mining leads to discriminatfn.

Starting from these premises and bearing in mirel dliferent, though interrelated, concepts of
privacy and data protection, follows a presentataond discussion of the EU data protection
framework for mHealth.

279European Parliament and the Council, DirectSB&/EC of 24 October 1995 on the protection ofvittlials with
regard to the processing of personal data and eifréle movement of such data.OJ L 281, 23.11.189%view of this
Directive is ongoing. The Commission is expectedptesent its proposal at the beginning of 2012. Bempean
Commission,Communication on A comprehensive approach on pafsdata protection in the European Union
COM(2010) 609 final.
#%De Hert P, Gutwirth P. Privacy, Data Protection aagv Enforcement.Opacity of the Individual and Tsparency of
ggle Power. In: Claes E, Duff A, Gutwirth S (edsjivRcy and the Criminal Law. Intersentia Uitgeviig.

Ibid.
282 Consultation Workshop - mHealth in a Socio-ecorm@nntext’, 18 January 2012
283). G. Anderson, “Social, ethical and legal barrigrsE-health”, International Journal of Medical Informaticg/6
(2007), 480 -483. The U.S. has a large private dallaction industry with companies like ChoiceRa@nd Acxiom, that
collect, analyze and sell consumer data. In Eurppeate companies are severely restricted frortecthg personal data
without individual consent.
24D, C. PeelYour Medical Records Aren't Secuagticle appeared on WSJ, 23 March 2010.
2 Article 29 Working Party, Opinion 3/2010 on theingiple of accountability, 13 July 2010, WP 173.eSalso
Pedreschi et alBig data mining, fairness and privacirivacy Observatory, Oct 27, 2011. See also $wigh et al.,
Data Protection in a Profiled World&pringer, 2010.
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14.5 The EU Data Protection Framework
Sources

At European level, the most important piece ofdkgion in the field of data protection is arti@ef

the EU Charter, discussed above, and the EU Diee@&@b/46/EC on the protection of individuals
with regard to the processing of personal data@ndhe free movement of such data, commonly
known as the Data Protection Directf’&.Other relevant EU instruments include the Fram&wor
Decision on the protection of personal data pramkss the framework of police and judicial
cooperation in criminal matters of 27 November 2€08he 2002/58/EC Directive (E-Privacy
Directive) as revised in November 2009 in Directi2@09/136/EC), which actualises the data
protection principles to face some of the new @mgles raised by the continuing developments in the
electronic communications sectt and Regulation EC No. 45/2001 on the protectivindividuals
with regard to the processing of personal datahleyG@ommunity institutions and bodies and on the
free movement of such dt®.The e-privacy Directive 2002/58/EC is interestivegause it provides

a personal data breach notification duty, discusssdw, states that that data cannot be stored for
ever and emphasizes the necessity clause, i.¢.atlyacollection has to be justified for a specific
purpose. It is very important to take note of tipgnmns expressed by the Article 29 Working Party.
Formed of a representative from each Member State®onal data protection authority, the
European Data Protection Supervisor and the Euro@e@enmission, this body gives expert advices
regarding data protection, and promotes commonagtan of the Data Protection Directive.

The incoming EU General Data Protection Regulation

In 2009, the European Commission launched a rewéwhe current legal framework on data
protection, starting with a high-level conferenceMay 2009, followed by a public consultation
running until the end of 2009. Targeted stakehasld®nsultations were organised throughout 2010.
A draft version of theEU General Data Protection Regulationmas released on the Internet in
December 2011° The draft Regulation draws on the Charter of Fumefstal Rights of the European
Union and includes new rights of data subjectshsag the right to be forgotten and the right to
object to profiling, obligations of companies sua$h Data Breach Notification and data protection
assessment, increased powers for data protectemciag, new remedies and sanctions. Released on
25 January 2012, the new Regulation will come @ftect January 2014 (Article 91 - Entry into force
and application). The data protection legal framdgwaescribed in these pages considers the actual
existing legal framework.

286European Parliament and the Council, DirectSB&/EC of 24 October 1995 on the protection ofvittlials with
regard to the processing of personal data andefréke movement of such data.OJ L 281, 23.11.1995.

287 Council Framework Decision 2008/877/JHA of 27 Nmber 2008 on the protection of personal data peszks the
framework of police and judicial cooperation inngimal matters, OJ L350/60, 30.12.2008. This Franm&vi@ecision
aimed to fill the gap left by the restricted scappehe Data Protection Directive, by providing gukatory framework for
the protection of personal data in the area ofcpadind judicial cooperation, or what was called“th&d pillar” before
the entry into force of the Lisbon Treaty.

288 Recital 4 mentions that the aim of the directivéoi translate “the principles set out in Directd&#46/EC into specific
rules for the telecommunications sector”. Direc®@92/58/EC of the European Parliament and of thenCil of 12 July
2002 concerning the processing of personal datatt@ngbrotection of privacy in the electronic comrications sector
(Directive on privacy and electronic communicatipri3J 2002 L 201, p. 37; as revised by Directiv@#036/EC of the
European Parliament and of the Council of 25 Novem2®09.

289 Regulation (EC) No 45/2001 of the European Pasianand of the Council of 18 December 2000 on tiaéeption of
individuals with regard to the processing of peeatata by the Community institutions and bodied an the free
movement of such data, OJ L 8/1, 12.01.2001. TlkiguRition is particularly important because, irgtha, it created the
European Data Protection Supervisor, an autonormatumstitution with the powers of supervision, coliation and co-
operation (art. 41).

2http://epic.org/privacy/int/EU-Privacy-Regulatid?®-11-2011.pdf

Page 172 of 230



MovinglLife
D2.1 State of Play in Mobile Healthcare

Principles, rights and obligations in data protextilaw

The objective of the Data Protection Directive 8L is stated in article 1, viz. the protection of
‘the fundamental rights and freedoms of naturaspes, and in particular their right of privacy with
respect to the processing of personal ddta.’Personal data’, explains article 2(a) shall ey
information relating to an identified or identifi@onatural person (‘data subject’) [...] directly or
indirectly, in particular by reference to an idéntition number or to one or more factors spediic
his physical, physiological, mental, economic, axdt or social identity.’In the cadandquivist for
instance, the European Court of Justice (ECJ) drtheg the fact that it was mentioned in an Interne
web site that an individual had injured her footlamas on half time leave on medical grounds
constituted personal dat¥.

In principle, the processing of personal data ie ttrame of legitimate interests is by default
acceptable. However, it is also accepted that ke flow of personal data can be balanced against
other interests or risks. For this reason, the gmtdection directive contains a series fafr
processing principleshe most important of which is data minimisatioewrights of data subjects
andobligations of data controllerdn addition, the directive foresees tsgecial categories of data
including date relating to the health status, sbalsubject to a stricter rules for their procegsin

Principles

The fundamental principle of data protection is fth@a minimisation principle, which is an
expression coined by legal doctrine to refer to k&g data protection principles, namely, the puepos
limitation and the data quality principlé®. The purpose or use limitation, or purpose binding
principle?®* prohibits further processing which is incompatilih the original purpose(s) of the
collection. The data quality principle implies tlttta must be accurate, up to date, relevant and no
excessive for the purposes for which they are ctaté Irrelevant data must not be collected and if
has been collected it must be discafdedrhese key principles have been codified at carithal
level by article 8 of the EU Charter, which statleat personal data ‘must be processed fairly for
specific purposes and on the basis of the condeiitegperson concerned or some other legitimate
basis laid down by law.’ Article 8's expressioniffgrocessing and specific purpose’ replicates
precise provisions of the Data Protection DirectfV@Article 6 of Directive 95/46/EC foresees that
personal data may only be ‘collected for specifiexplicit and legitimate purposes and not further
processed in a way incompatible with those purppsesl that they should be ‘adequate, relevant
and not excessive in relation to the purposes fochwthey are collected and/or further processet an
‘accurate and, where necessary, kept up to date. Directive also foresees a number of other
guintessential conditions for personal data to toegssed, namely: the ‘unambiguous consent of the
data subject’ and/or the fact that the processinyes ‘legitimate interests pursued by private
interests®™’, and the data retention principle, which requjsessonal data to be kept for no longer
than is necessary for the purpose for which tha datre collected or further processed.

Rights

As anticipated, the Data Protection Directive alscognises a number of subjectights for data
subjects such as the right to receive some infoomathenever data is collected, to access the data,

#1 gee Recital 1, which indicates that the fundanieigfts to be protected are those “in the conttitu

and laws of the Member States and in the Europemvéhtion for the Protection of Human Rights anshdamental
Freedoms”.

292 Case C-101/01,indqvist (2003) ECR 1=12971..

23 g5ee L. A. BygraveData Protection Law. Approaching Its Rationale, lognd Limits The

Hague — London - New York, 2002.

2Article 6(1)(b) , Directive 95/46/EC

29 Article 6(1)(c), Directive 95/46/EC

29 As the travaux préparatoires indicate, articleo8ifies and must be read in the light of (coundilEurope and
European Union legislation, in particular Direct®&/46/EC.

297 Article 7, Directive 95/46/EC
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to have data corrected, and to object to certgiesyof processing® These new rights, intended to
empower the user’s sovereignty over his or hergbeisphere, have been subsequently refined by
courts and legal doctrine to keep apace with teldgnal developments. At the end of this section, a
number of important elements for the developmendt @eployment of mHealth technologies will be
introduced.

Obligations

Data Protection law also imposes some obligatigusdata processors and data controf&rBata
processors must guarantee the confidentiality td dgainst unauthorised access and, in some cases,
must notify a specific independent supervisory bdmbfore carrying out certain types of data
processing. Data controllers must provide certaiiormation to data subjects, such as information on
the identity of the controller, on the purposeshaf processing, on the recipients of the data and o
the existence of a right of acc&¥s Furthermore, there is an obligatiBhupon data controllers to
implement appropriate technical and organizatiomedasures to protect personal data against
accidental or unlawful destruction or unauthoridéstlosure’® According to the Article 29 Working
Party, these technical measures should convertctinently punctual requirements into a broader
and consistent principle of privacy by desidi.’According to the same Opinion, tiRivacy by
designprinciple should be binding both for technologsideers and producers as well as for data
controllers who have to decide on the acquisitind ase of ICT* Eventually, in terms of data
security, the transfer of data cannot be outsoutcettird countries without the country having an
adequate level of data protection and applying afsSeU standards and specifications.

The MovingLife Consultation Workshop —'mHealth inSocio-economic Context’ of 18 January
2012 highlighted the importance of preserving aderiice in health systems and of building trust in
developing eHealth system, including mhealth apgibns. Distance, it was pointed out, can
decrease trust between doctor and patient. Comgedata handling, it is not easy to ‘control’ the
data controller, while it is necessary that someignensuring compliance and, for instance, report
data breaches. The data protection right of adcedata acquires new dimensions in mhealth. In case
a mobile is lost, who is responsible for the daite, patient, the health care provider, the service
provider? It is important to have clear in mind hthwe chain of responsibility is construed. For Per
Johansson, legal officer at the European Data &roteSupervisor (EDPS) a more active approach
to technology in needed. Privacy by design settiogght to be taken into consideration in the
planning and in the implementation phase and bereed by both data controllers and data
processors. This would contribute to enhance trustobile health service®

Data retention

The Data Protection Directive prohibits the retemtiof personal data for longer than necessary.
However, the required length of storage of an itlial electronic health record today still depends
on national regulations. From the user/patient et standpoint, the statutory period of retention
should take into account the right of the dataettifo access and modify data relating to him oy he

2BArticle 12, Directive 95/46/EC

29 “The concept of data controller and its interattinith the concept of data processor play a crum# in the

application of Directive 95/46/EC, since they detere who shall be responsible for compliance wisttadprotection
rules, how data subjects can exercise their righttéch is the applicable national law and how dffexData Protection
Authorities can operate.” Article 29 Working Par@pinion 1/2010 on the concepts of "controller" dpdbcessor"”, 16
February 2010, WP 169, Executive Summary.

*CArticle 10, Directive 95/46/EC

*Iarticle 17, Directive 95/46/EC

392 5ee Recital 46, Directive 95/46/EC.

303 Article 29 Data Protection Working Parfyhe Future of Privacy. Joint contribution to the r@altation of the
European Commission on the legal framework forfthrelamental right to protection of personal dafadopted on 01
December 2009, 02356/09/EN, WP 168., para. 46.

304lbid.

3MOVING LIFE, Consultation Workshop - mHealth in @o-economic Context’, 18 January 2012, Presantaiiy

Per Johansson, Legal Officer, EDPS.
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which includes the right to require that persoratiadare deleted or transferred to another provider.
This relates to what the EU Data protection sugervdubbed as the ‘right to be forgotten’ or the
‘right to data portability*°®, discussed below. This right might be particularbeful in the context of
social networks or other online services in mHealth

Data Breach Notification

The amendments to Directive 2002/58/EC on the ptiote of privacy in the electronic
communications sector (Privacy and Electronic Comigations Directivey’ foresees a breach
notification requirement for providers of publicdyailable communication services, such as internet
service providers and telecommunication operatdnsler Article 4(2), Member States' national laws
must require providers of publicly available elecic communications services to inform subscribers
of any special risks of a breach of the securityhef network. According to the amended Directive
2002/58/EC, article 2(h), ‘data breach’ includesy dmeach of security leading to accidental or
unlawful destruction, loss, alteration, unauthatisgisclosure of, or access to, personal data
transmitted, stored or otherwise processed. Arti{l8) requires providers of publicly available
electronic communications services to give ‘withautdue delay’ a notice of the breach to the
competent national authority.

Data Breach Notification requirements are not exgyi foreseen in the Data Protection Directive
(Directive 95/46/EC). However, a number of courstrisuch as Germany and Norway, have
introduced a notification requirement for data bres>® In addition, the Article 29 Working Party
argued that an extension of personal data breaiifications, beyond telecoms firms, to Information
Society Services is necessary given the ever isgrgaole these services play in the daily lives of
European citizens, and the increasing amountsrgbpal data processed by these services, including
access to medical recordfs.

Under this new obligation, companies would haverdport data security breaches as soon as
possible, e.g., 24 hours, or become liable to iicarfine.

Medical data

A peculiar feature of data protection in mHealtlthigt it involves, almost by definition, personatal
relating to the health status of a person (or hedéta, or medical data). In data protection law,
medical data are considered sensitive categoriedatd in consideration of the risks that their
disclosure or misuse may procdf®.For this reason the legal regime for their processnd
communication is stricter as compared to normasq®al data. More than that: the processing of
sensitive health data is, in principle, prohibit@dticle 8 (1) of the Directive prohibits ‘the pressing

of personal data revealing racial or ethnic origiolitical opinions, religious or philosophical ledk,
trade-union membership, and the processing of ctataerning health or sex life.’However, as will
be discussed below, derogations exist which mak@itbcessing of health data legitimate.

In addition to the special protection measuresimoed| in Article 8 of the Data Protection Directive,
the processing of medical data must abide by thddmental principles of data protection, notably
data minimization, described above. Given the defm of personal data described in article 2, the

3%, Hustinx, European Data Protection Supervisopering Session: "General context - where we are aavwhere
we are heading - current and future dilemmas ofgs protection”, Hungarian Presidency, Budagstjune 2011

397 Directive 2009/136/EC entered into force on Decend®, 2009. This directive amends and supplentaatgPrivacy
Directive, i.e., Directive 2002/58/EC Concerning tRrocessing of Personal Data and the Protectid?rigécy in the
Electronic Communications Sector.

308 p_ Kierkegaard, Electronic health record: Wiringrépe’s healthcareComputer Law & Security Revie®7 (2011) ,
503-515.

309 Article 29 Working Party, Opinion 1/2009 on the@posals amending Directive 2002/58/ EC on privawy electronic
communications (ePrivacy Directive).

319 3 Herveg, What is the nature of the patient's eshis the processing of medical data in Europaar?Lex Medicinae
10 (2008): 15-38. Available at: http://works.bepresm/jean_herveg/12
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guestion arises as to which are to be considerelicaledata, whether they can be data about lifestyl
or eating habits. According to the Article 29 Wani Party*’, given the potential breadth of this
class of data it is probably wise to consider atbdcontained in medical documentation, in eleatron
health records and in EHR systems, including adstrative data, social security number, date of
admission to treatment or to hospital, as ‘sersifigrsonal dat&>. When the processing of personal
data relates to a person's health, such a progessiivity requires special protection.

Location data

Directive 2002/58/EC of 12 July 2002 (as revisedNiovember 2009 in Directive 2009/136/EC)
provides in article 2(c) the following definitionf docation data: ‘location data’ means any data
processed in an electronic communications netwarkyan electronic communications service,
indicating the geographic position of the termimguipment of a user of a publicly available
electronic communications service’. Location datavied from base station data processed by public
electronic communication services can be relatemhtalentified or identifiable natural person. They
therefore qualify as personal data ans, as suelsudject to the Directive 95/46/EC. The Article 29
Working Party in its Opinion on Geo-location semscon smart mobile devices contains an
overview of the current EU legal framework anddsequences for geo-location services and the
different parties involved, from providers of indteuctures, applications and services to developers
of operating systems of smart mobile devices.

As far assmart mobile deviceare concerned, the Working Party clarifies that B1Addresses —
which is a unique identifier present in every smadbile device, and WiFi access point - for
instance, routers - qualify as 'personal datacessmart phones and tablet computers are inexlyicab
linked to their owner, explains the Working Paitye movement patterns of the devices provide a
very intimate insight into the private life of tlhgvners. In addition, one of the risks is that ovsrises
unaware of the fact that they are transmitting @dstaut their location, and to whom. Another related
risk is that the consent for certain applicatiomsi$e location data is invalid, because the inftiona
about the key elements of the processing is incehgnsible, outdated or otherwise inadequate.
Based on the foregoing, the Working party suggesengthening data subjects’ rights to access,
rectify and erase possible profiles based on tlession data. On the side of data controllerss it
advised that controllers of geolocation informatemable their customers to obtain access to their
location data in a human readable format and adwectification and erasure.

Location data now figures in the definitions andtpcted rights in the new Data Protection
Regulation.

Processing of medical data

As mentioned above, the processing of personalaateerning health is, in principle, prohibit&d.
However, data protection law recognises that themg be private and public interests in the sharing
and processing of personal information relatedeith. Accordingly, certain derogations exist which
permit processing of personal medical data. Asetlage derogations to the general prohibition rule,
however, they must be construed in a narrow fashiwh applied strictl§*> The development and
deployment of mHealth applications is likely to ieate all legal basis on which health data
processing is legitimate, depending on the coni@ation.

311 Working Document on the processing of personah dafating to health in electronic health recor&R)
00323/07/EN WP 131 Adopted on 15 February 2007

32T his was a specific recommendation of the Ari2€eWorking Party.

33Article 29 Working Party, Opinion 13/2011 on Gedaldtion services on smart mobile devices, 16.05.2011,

WP 185

3LArticle 8 (1), Directive 95/46/EC. A general prokibn is also required according to Article 6 oétBouncil of Europe
Convention No108

¥°The Data Protection Directive provides for mandaterogations laid down in Article 8 (2) and (3uplan optional
exemption in Article 8 (4).
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Derogation 1 - ‘Explicit consent’

Consent epitomises the liberty of the individuatlexide or not to decide to share his or her paison
information with others. For this reason, it congés an important basis for mhealth applicatians t
work.

A derogation from the ban on the processing of geakmedical data is allowed where ‘the data
subject has given his explicit consent to the pssicgy of those datd® Consent is defined as ‘any
freely given and informed indication of his or l@shes by which a data subject signifies his or her
agreement to data related to him or her being psEmE>!’ Consent can therefore constitute a
justification for the processing of sensitive ddtaorder to be valid, consent must be ‘freely give
and contain ‘specific and informed indication oé ttiata subject’s wishé$®. In addition to that, the
processing that a person gives consent to mustcetye principles of data processimgprimis data
minimization.

In order to be valid, consent must meet severaitiond*'*Free consent means that reliance on
consent should be confined to cases where theithdivdata subject has a genuine free choice and is
subsequently able to withdraw the consent withatfeang from detrimental consequences. Consent
must therefore express a voluntary decision takeanbindividual in possession of all of his facesti
taken in the absence of coercion of any kind, bgodial, financial, psychological or other. Any
consent given under the threat of non-treatmenibwer quality treatment in a medical situation
cannot be considered as ‘free’ (see below on ‘@ipidhe Article 29 Working Party has stated that
where a health professional has to process perstatal in an EHR system as a necessary and
unavoidable consequence of the medical situatiors misleading if he seeks to legitimise this
processing through conséft.Reliance on consent should be confined to casesexthe individual
data subject has a genuine free choice and heeds ftonsequently able to withdraw consent without
detriment. The adjectivespecific indicates that consent must relate to a wellstedi concrete
situation in which the processing of medical datanvisaged. Therefore a ‘general agreement’ of the
data subject, e.qg., to the collection of his mddieda for an EHR and to subsequent transfersesieth
medical data of the past and of the future to heatbfessionals involved in treatment, would not
constitute ‘specific’ consentliformed consehimeans that consent by the data subject is bgsed u
an appreciation and understanding of the factsimptications of a given situation and of an action.
The individual concerned must be given, in a cl@ad understandable manner, accurate and full
information of all relevant issues, in particulaose specified in Articles 10 and 11 of the Dinezfi
such as the nature of the data processed, purmdstse processing, the recipients of possible
transfers, and the rights of the data subject @@~ on ‘comprehension’). The data subject should
be aware of the consequences of not consentirfgetprocessing in question. Consent in the case of
sensitive personal data, and therefore in an EHI®t imeexplicit®** The data subject must be aware
that he or she is renouncing special protectionpliEitness must relate, in particular, to the
sensitivity of the data. Clearly, opt-out soluticar® not acceptable, since this would allow ‘imgblie
consent’ and thus frustrate the rational behindgdveeral prohibition clause. The solution prefeiiged

to first inform the user and to obtain unambiguansl explicit consent before any data collection.

3%This derogation cannot be used however where the ¢d the Member State provide that the generahipitton may
not be lifted by the data subject's giving his @mts— Article 8 (2)

317 Article 7(a), 95/46/EC and Common Position of @@uncil on the proposal for a Parliament and Cdubicective on
the protection of individuals with regard to thegessing of personal data and the free movemesudf data, (00/287)
COD, adopted on 15/03/95.

#8Article 2(h), Directive 95/46/EC

9 rticle 2(h), Directive 95/46/EC

320 Working Document on the processing of personah dafating to health in electronic health recor&HR)
00323/07/EN WP 131 Adopted on 15 February 2007

32lynlike for plain personal data where consent caalbe implicit. Article 7(a).
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This is what is known as opt-in. Last, in some Bpaan countries explicit consent must be traceable,
thus a proof must be kept, usually in written fofm.

Derogation 2 - ‘Vital interests of the Data Subject

It may occur that the data contained in a portaf®ile device are necessary to doctors in a sttnati
where the data subject cannot take a decision. dérsgation can apply where processing of
sensitive personal data is necessary to protecvithkinterests of the data subject or of another
person where the data subject is physically or liggacapable of giving his consent. Such
processing must relate to essential individualregts of the data subject or of another person in a
medical context, viz., be necessary for a life1sgureatment in a situation where the data suligect
not able to express his intentions. Accordinglyis texception could be applied only to a small
number of cases of treatment e.g. emergency treatmpen admission to hospital.

Derogation 3‘Processing of (medical) data by hegltbfessionals’ (article 8.3 95/46/EC)

mHealth applications allow to exchange data betweegratient and a doctor at a distance. When
doctors receive data, they should treat them centfidlly.

Article 8(3) allows the processing of data ‘for th@ecific purposes of preventive medicine, medical
diagnosis, the provision of care or treatment @r rtlanagement of healthcare services, and where
those data are processed by a health professiobgdcs under national law or rules established by
national competent bodies to the obligation of @ssfonal secrecy or by another person also subject
to an equivalent obligation of secrecy’.

This derogation only covers processing of persotala for a specific purpose (preventive,
diagnostic, therapeutic or after-care nature andhi® purpose of the management of these healthcare
services, e.g. invoicing, accounting or statisti€sirther processing which is not required for cise
providing such services, e.g. medical researchsexyient reimbursement of costs by a sickness
insurance scheme, or the pursuit of pecuniary daare excluded. Equally outside the scope of the
application of this derogation are some other typegrocessing in areas such as public health and
social protection, especially those aimed at méaguguality and cost-effectiveness of the
procedures used for settling claims for benefits services in the health insurance systém

The processing of personal data on grounds of lArti (3) must be ‘required’ for the specific
purposes mentioned above. In the context of EHIRs Working Party has stressed that ‘required’
means that any inclusion of personal data in an E¥tRId have to be fully justified; the mere
‘usefulness’ of having such personal data contaiiredan EHR would not be sufficiert!
Furthermore, the processing of sensitive persoat thust be carried out by medical or other staff
subject to ‘professional (medical) secrecy or amivaent obligation to secrecy’. The medical
profession’s requirement of confidentiality is anfiamental tenet of traditional or Hippocratic
medicine, first set out in the ‘Hippocratic Oafh’ This principle proscribes the divulgation of the
information about a patient collected by a headtte@rofessional in the course of the treatmeng. Us
of this information is allowed only within the litsi of the treatment contract, and cannot be used or
communicated to third parties. The confidentiajitynciple excludes all third parties, even other
health care professionals, unless the patient hased to passing on his data or it is foreseen

322 Article 29 Working Party, Opinion 15/2011 Conseki¢P 187 (13.07.2011)

32These are mentioned in recital 34 of the Directisexamples for invoking Article 8(4).

324 Working Document on the processing of personah dafating to health in electronic health recor&HR)

00323/07/EN WP 131 Adopted on 15 February 2007

322All that may come to my knowledge in the exerdisayoprofession or in daily commerce with men,whigght not to
be spread abroad, | will keep secret and will neramreal.” (Source:http://en.wikipedia.org/wiki/Hippocratic_O3gthin

the aftermath of WWII, the principle of confideriig had to be re-affirmed and made explicit by ¥verld Medical
Association’s Declaration of Geneva in 1948.
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especially by la®’f®. If it is non-medical staff who process sensitpgrsonal data, they also must be
made subject to binding rules ensuring at leagicanvalent level of confidentiality and protection.

As article 8.3 is a derogation from the generalhgibion to process sensitive data; it must be
therefore applied in a restrictive way. The questaises as whether Article 8.3 of the Directive
could serve as the sole legal basis for the prowess personal data in systems that are basetien t
continuous processing of electronic health recofide Article 29 Working Party gives a strict
interpretation of the letter of article 823 according to this view, the derogations contaittestein
could only pertain to the processing of medicaladfir the medical and health-care purposes
mentioned above, insofar as the processing is fgpacid required, and granted it is performed by a
health professional or by another person subjecartoobligation of professional or equivalent
secrecy. If the processing of EHRs is beyond thmgposes and conditions, e.g., general public
health policy goal or vaccination security reasdkisicle 8 (3) cannot be invoked as the legal basis
for the legitimate processing of that personal ds¢@ below, Derogation 4).

Derogation 4 ‘Substantial public interest exempsion

mHealth could serve to communicate to individualgexeive from individuals information about
public health issues, such as an epidemic outbreaksccination instructions. Article 8.4 of the
Directive makes room for the opportunity, should tieed or the possibility arise, to combine and
strike an appropriate balance between the protediidthe data subject’s rights and other ‘reasdns o
substantial public interest?® Recital 34 of the Data Protection Directive statest *** ‘Whereas
Member States must also be authorized, when jedtifiy grounds of important public interest, to
derogate from the prohibition on processing seresitiategories of data where important reasons of
public interest so justify in areas such as pubéalth and social protection - especially in orber
ensure the quality and cost-effectiveness of tloequures used for settling claims for benefits and
services in the health insurance system - scien@earch and government statistics; ‘where@s it
incumbent on them, however, to provide specific asditable safeguards so as to protect the
fundamental rights and the privacy of individuals’.

Should a Member State intend to make use of thisgd¢ion, such a course of action should be
provided for in national legislation. This meansttlthe state must put in place procedural and
substantive rules ensuring participation, scrutenyd protection. In addition, any measures adopted
under this derogation should be justified by suttiahreasons of public interé&t be proportional
and there should not be other less infringing messavailable. Member States must also provide
sufficient safeguards in order to protect the gbt individuals. Uses of this derogation must be
notified to the Commissidf'. In addition, it is important to take into accouthie principles
developed by the Court of Human Rights in its récase law. I v. Finland*?, mentioned above,
the Court stated that states have a positive didigainder Article 8 of the Convention ‘to take
appropriate steps to secure data, so that it camma@iccessed improperly’. According to the Court,
‘what is required [...] is practical and effectiveopgction to exclude any possibility of unauthorised

32°The Working Party pointed out that the special gatibn of professional secrecy must be either éstad in the
national law of the Member States, or by natiomathpetentprofessional bodies with the power to abdomting rules on
the profession. These national rules on profeskie@erecy must also provide for corresponding éffecsanctions in
case of breach.

327 Working Document on the processing of personah dafating to health in electronic health recoréR)
00323/07/EN WP 131 Adopted on 15 February 2007

$%Article 8 (4) of the Directive allows the MemberaSis to derogate further from the prohibition afqassing sensitive
categories of dataSubject to the provision of suitable safeguamiember States may, for reasons of substantial publi
interest, lay down exemptions in addition to thizsé down in paragraph 2 either by national law loy decision of the
supervisory authority.”

$Recital 34, Directive 95/46/EC

3%These include the fields of public health and dosicurity, to ensure the quality and cost-effemiizss of the
procedures used for settling claims for benefit services in the health insurance system.

lArticle 8 (6) of the Directive

332ECtHR, I v. Finland 17, July 2008, 20511/03.
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access occurring in the first plaéé® This may entail a robust authentication processatmess to
health records and log in systems showing who bessaed information and whef*. This requires
new data processing activities are tested agdiedbasic requirements of ‘legitimate’ and ‘necegsar
in a democratic society'.

14.6 Privacy and Data Protection Principles for mHealth

The development and deployment of mHealth systesnaguably part of a broader trend in which
societies are becoming increasingly dependent @rahtinuous and wide spread use of information
and communication technologies. While until nowvpders of online services have retained almost
complete control of the end-to-end system and oB@wl information, mHealth suggests the
development of more open systems with multiple @layand services. For patients and users,
mobility poses new questions. Individuals will g small devices which continuously monitor or
engage them across different spaces, home, workhemoad, and at different times, at night or
during the day. In this connection, the respegbrofacy as a sphere of personal liberty will play a
essential part in establishing users and patig¢nist in mhealth. It is important that users retain
degree of choice and control in the communicatiod ase of health data. The foregoing, more
specifically, suggest that data protection framdéwfmr mHealth should incorporate at least the
following principles:

333

Ibid, paragraph 46.

334 The Strasbourg jurisprudence has repeatedly statettie Huber v. GermanyEuropean Court of Justice, Case C-
524/06, Judgement of 16 December 2008 @nand Marper v. The United Kingdowpplications nos. 30562/04 and
30566/04, European Court of Human Rights, JudgewfehtDecember 2008 case, that law providing ferithierference
under article 8.2 ECHR “must indicate the scop@mf such discretion conferred on the competentoaitits and the
manner of its exercise with sufficient clarity, vy regard to the legitimate aim of the measurguastion, to give the
individual adequate protection against arbitratgriference"
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Principles for a data protection framework in mHealth

Data minimisation (data quality, purspose spedifica use limitation)

o The data minimizing principle must act as a genpriiciple policy for mHealt
technological developments, declaring that inforarasystems and software sh
be configured by minimizing the use of personaadatd identification data.

o0 The purposes for which personal data are collestedld be specified at the ti
of collection. In addition, the use of those dateowdd be limited to thos
previously defined purposes.

Transparency

0 MHealth users should be able to know what infororatias been collected ab
them, the purpose of its use, who can access amdt.udlsers should also
informed about how to gain access to informatiolected about them and ho
they may control who has access to it.

o Data collected in the mobile device or stored inREHshould be portabl
allowing patients to remove data about them whew tthange service operator pr
when they stop using the medical device.

o The privacy regime under which consent is giverukhdollow the data throug
the chain of operators involved in the provisionsefvices (notion of ‘sticky
privacy policy).

Specific safequards

0 Mobile technologies can be lost or stolen. If tbezurs, it should be possible
manage remotely the device, be able to disableoolock the mobile, thu
preventing patient data from being stolen.

o In case of data breach, Security Breach Notificati® necessary. The noti
should be given to the competent national authauitgt to the useiDe minimis
information should include a description of theunatof the breach; contact poi
to obtain further information; measures that aréndpetaken to mitigate th
possible adverse effects of the breach.

Accountability

o It should be possible to clearly identify those gibgl or legal persons which a
in control or can obtain access to health inforomatiA reliable process
authentication for access to EHRs should be ineplaith records (log in) syste
of who has accessed information and when.

0 Remedies must exist to address promptly securggdires or privacy violation
Remedies may include compensation. If compensdtiawarded then it must b
both reasonable and substantial

Autonomy (see also below, next paragraph)

0 Users should be educated about the benefits, amsticontent and risks
sending personal data. Information should be conwated in such a way that
categories of users can understand. Tailored irdbom should address, e.
older persons who may be less ICT savvy or migramte® may not speak th
language of the country properly.

o Consent should constitute the basis for processitg when the user has ar

choice. In addition, consent should not be requesteen the data processing jis
not purpose specific, but unlimited.

o0 Because holders of mobile devices cross multipeceg, the need may arise
develop identity management systems. In particulacation and devic
characteristics should be protected.
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14.7 Users' Sovereignty over their Private Sphere

Consumer-focused mobile communications technolowbkes a shift from a ‘curative’ healthcare
model to one in which the patient is an activerparin care’> Taking a more active role in care also
entails consenting to the risks of treatment, mgdhoices and taking responsibility for their own
health. Consequently, it is sensible to define wblabice and what control over their health
information users-patients should be able to egercihe present paragraph draws from past research
projects and literature to discuss a series obnetrelated to end-users' sovereignty over thaeiafe
sphere, namef§® trust, chain of control, comprehension, choicel ex-post user control.

Trust

In literature, most definitions focus on trust imetcontexts of interpersonal relationships and of
relationships between persons or institutions oa ¢me hand and (other) institutions on the
other®*'As technology is often the domain of experts, dngattransparency and providing
information about the quality of the technologyelfss often not sufficient to create trust in tirgers
who mostly are non-experts. In addition, in orderguiarantee security, systems can become even
more complex and difficult to use.

In the area of mobile health technologies, trust ba refined as trust in the in communication
infrastructure and trust in transaction partnerdlity, as implying distance between health
professional and patient, can in itself decreasst.trExplicit information about sources, providers,
affiliations, and certificates obtained from wedputed organizations are important. Vedder and
Wachbroit maintain that truly independent and coepe authorities, such as ad hoc bodies
established within National Data Protection Autties, should be entrusted to mark the reliability
and robustness of a device in terms of data priyaotection. The reason for this is that while only
experts can recognise certificates attesting tladitguof the technology, non-experts mostly are enor
familiar and rely on well reputed organisms or awities of controPf**Users-patients need to rely on
other markers like brand name, reputation and pasormance. Indeed, assurance mechanisms like
warranties and seal programs can return a sensasbfmore than privacy policies, which are often
not read by the user, as Metzger suggsts.

Chain of control

A distinctive aspect of mobile health, which dif#atiates it from telehealth, is the mobility factor
Mobility carries risks for individual control: deses can be lost, they can be used carelessly, or
accessed by unauthorized persons, for instancdyfamembers or by strangers. In addition, although
this risk is low for existing mobile devices (seeldw section on medical devices), mobile devices
can be hacked in, as well as mobile and wifi nekaoin case a mobile is lost or its data set is
accessed by unauthorized persons, it is necessdaké action. This entails awareness of how the
chain of responsibility for the processing of dataonstrued. Users should be able to inspect which
personal data has been disclosed to whom, whenumager what conditions. Since many services
require the involvement of multiple service provglauser control should not stop at the first party

33%George MacGinnis, Frazer BennéRA Consulting Group, UK)Policy and Regulation for Innovation in Mobile
Health 210

3%PRIME, Privacy and Identity Management for Europeyw.prime-project.ep SENIOR, Social Ethical nd Privacy
Issues in ICT for Older PersonswWw.seniorproject.euliterature sources will be cited as they will béereed to in the
text. Lessons are also drawn from the contribstioithe consultation MOVINGLIFE Consultation Wohnke - mHealth
in a Socio-economic Context’, 18 January 2012 atBbropean Commission in Brussels.

337 Uslaner, E. M. (2002). The moral foundations eftr Cambridge, UK: Cambridge University Press.mBetta, D.
(1988). Trust: Making and breaking cooperativetretes. New York: Basil Blackwell. O'Neill, O. (20D2A question of
trust. Cambridge, UK: Cambridge University Press.

338 \vedder, A. (2005). Expert knowledge for non-exgemherent and contextual risks of misinformatif®ES, Journal
of Information, Communication and Ethics in Socjety3-119. Vedder, A., & Wachbroit, R. (2003). Réllity of
information on the internet: Some distinctions.i&tand Information Technology, 5, 211-215.

339 Metzger, M. J. (2006). Effects of site, vendor atmhsumer characteristics on web site trust andladisre.
Communication Research, 33(3), 155-179.
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the interaction chain. Users should be able tondest happens with their data along the entire servi
chain. As discussed above, in the. Finland case of 2008, the European Court of Human Rights
held that it is a positive obligation of statesettsure that information systems used in a hosaital
transparent and allow to identify responsibilityceise of wrongdoings or mistakes.

Comprehension

Comprehension closely relates to legal requiremdetsving from the Data Protection Directive
(95/46/EC), for instance in articles 10 and 11f@¢imation to be given to the data subject’). Inesrd
for users to be in control of their personal d#étay have to understand what happens with thea dat
if they are disclosed to the service provider. Tallows them to make informed choices about
whether or not to proceed. Comprehension thus megjuiformation about relevant events, processes,
stakeholders and attributes of the collection as@ ©of personal data to be available in a
comprehensible form. In this connection, it is imtpat to be aware that users have different needs
and different backgrounds, which means that whahtsoas comprehensive information differs from
one individual to the next°

Choice

Only when individuals are able to choose and coitv®information they disclose, they can manage
the way they portray themselves to oth&t<Privacy is valued differently by different perspasd
expectations and experiences of privacy will diffierm person to person. This means that people
need to be able to choose by themselves which n#ton they regard as privacy-sensitive.
However, if people are obliged to disclose inforimrain order to receive an essential service, sisch
medical care or doctor’s advice, this cannot besared as ‘real choice’. Driven by imperatives of
saving costs, the development of services for dhe@ogether with other e-government, e-
commerce, e-prescription, or telehealth) might edge the situation whereby choice is so
imbalanced, that it can hardly be called fAfrwhile developing new technologies for health, estat
and service providers need to take into accounfattethat some persons may never want, or fancy,
to be included in the information society. This meahat there should always be the possibility to
drop a mobile health technology system and retora traditional model of care. There should also
be intermediate positions, in which different clesicof involvement in mobile health world are
permitted. This granularity of choice, however, @widonot be exaggerated, as an overload of choices
can be de-motivating or counter-productié.

Ex-post user control

The requirement of ex-post user control needs taimaerstood in the lights of accounts about
privacy as autonomy and about the constitutionakttion of data protection as a tool to check
whether legitimate processing of data is carried®8uAnother account that feeds the notion of ex-
post user control is DeCew’s account efpressive privagyviz. privacy protecting a realm for
expressing one’s self-identity or personhood thhosgeech or activity. ‘It protects the ability to
decide to continue or to modify one’s behaviour whge activity in question helps define oneself as

%0 Milne, G. R., & Culnan, M. J. (2004). Strategies feducing online privacy risks: Why consumersiréar don't read)
online privacy notices. Journal of Interactive Metikg, 18(3), 15-29.
341 Nissenbaum, H. (1998). Protecting privacy in gorimatino age: The problem of privacy in public.

Law and Philosophy, 1559-596.

342Stalder, F. (2002).The failure of privacy enhancieghnologies (pets) and the voiding of priv&nciological
Research Onling7(2).

*3yengar, S. S., & Lepper, M. R. (2000).When chacdemotivating: Can one desire too much of a gbody?Journal
of Personality and Social Psycholog®, 995-1006.

344 De Hert, P., & Gutwirth, S. (2006). Privacy, dateotection and law enforcement.Opacity of the ifdlial and
transparency of power.In E. Claes, A. Duff & S. @iuth (Eds.), Privacy and the criminal law. AntwéDxford:
Intersentia.
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a person, shielded from interference, pressure, @efcion from government or from other

individuals'3*°

User control mandates that users can correct neistékey, or the service providers, make with
respect to their data. Users may also have thahilitysto reset choices they have made. Especially
novice users might make decisions about the shafitigeir personal data, which they might regret
later. Also experienced users may occasionally loolecthat (third) parties abuse data disclosed to
them. If users are not satisfied with the way tlizita is handled, they should be able to recall or
change the access rights to their data. Levelx-giost user control that can be distinguished tare:
rectify) the power to change or update personal data tiparty possesses; twock) the power to
cancel or change the rights that parties haveddhespersonal data and;drase)the power to delete
the personal data that parties possess.

The notion of ex post control also feeds in thechsjogical and societal need for forgetfulness. The
right to be forgotten, which may see the light wtle revision of the Data Protection Directive,lwil
allow people to have data held about them deldtdtere are no legitimate grounds for retaining it.
There is a significant individual and societal inmtpace of social forgetfulness, which allows
individuals a second chance, the opportunity fdresh start in lif€?*® Achieving the appropriate
degree of social forgetfulness is a complex bataneict, ever in tension between the need to hold
people accountable, the need for new uses of daja,for research purposes or public interest, and
the need to grant a ‘fresh start’.

14.8 Enterprises’ Responsibilities and Obligations

During the last decades the perception that busimas contribute to society grew. It has the
potential to shape the political, public and acadetebate. Theories but also practices focusing on
how business manages the relationship with so@stydescribed by the umbrella term corporate
social responsibility (CSR). The responsibilitiesdaobligations of enterprises also apply to those
focusing on the eHealth and mHealth market.

Economist Milton Friedman focused profit maximisatias responsibility of business, whilst the
governments where responsible to regulate by empctufficient legislatior?’” Nowadays, the
perception is different. It is often stated thatRCBegins where the law entf§.This assumption
characterizes this very specific field of law. Ratlhan strict legislation, rules and regulations t
focus lays on moral and ethical obligations thasibess is believed to have. Hence, the self-
regulatory and voluntary nature of a contributiémtarket-based solution to societal change is often
very much emphasized. Even though theories of CBfer cand there are tensions because of
competing interests and aims, the voluntary asjgehtghlighted. CSR is therefore believed to go
beyond mere legal compliance. Voluntary not obbgagctions are centraf?

One of the focus areas of CSR are the ethical resipitities of companies. In this context the
environment and sustainability are central. Thered need for a trade of between environment and
business but there is the possibility of acting-effirient>*° The connection of sustainability and
mHealth will be scrutinised below.

Since all those norms and guidelines are not kedaliding, the question why companies stick to
CSR standards at all often comes up. In generast mmmpanies have two main incentives to use
CSR policies. There are internal guidelines andieglwhich influence the interaction with society

345 DeCew, J. (1997). In pursuit of privacy. Ithacar@ll University Press, p.77.
346 Blanchette, J. F., & Johnson, D. G. (2002). DatteRtion and the Panoptic Society: The Social Benef
Forgetfulness. The Information Society, 18(1),143.
3"Friedman, M. (1962Lapitalism and Freedon{University of Chicago Press, Chicago).
38 Davis, K. (1973). The case for and against busiressumption of social responsibilitiksademy of Management
Review 16312 — 322.
z;‘;I’BIowfieId, M., Murray, A. (2011)Corporate ResponsibilitfOxford University Press, Oxford!®d.).
bid.
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and the relationship with society has to be mamatdi The first incentive refers to accountabiliy f
societal outcomes. The latter assumes that chaléengn be addressed without financial losses or
even with making benefits. Sticking to CSR guidesircan therefore be a marketing strategy and
create advantages compared to those companiesréhatown to violate these concepts.

Business and human rights

In the context of CSR the Ruggie framework ‘Prqaté&dtspect and Remedy’ plays a crucial role.
These UN Guiding Principles on Business and HumahtR aim at creating accountability for
human rights violations by business. Internatiohaman rights law very much focuses on the
responsibility of states in human rights. The sdmlkls true for European human rights law which
focuses on the positive duties to protect humahtsignd requires states to take action in case of
violations. There are no direct obligations for gerations. It is state responsibility to for exaepl
control the conduct of national companies in otb@untries. A task which is hard to manage for
many states which a week judicial system. Becabifi@i®lack of accountability the UN aimed at the
adoption of guidelines. The Ruggie framework is riesult of a struggle taking nearly four decades.
These initiatives aiming at strengthening weakerona started with the UN Code of Conduct for
Transnational Corporations in the mid-seventiegyT$ought to regulate the activity of transnational
corporations. However, formal adoption of the Cedes lacking which lead to a stop of the project
after about 20 years. In 1998 the ‘Norms on thepBesibilities of Transnational Corporations and
Other Business Enterprises with Regard to HumarhtRigwvent further in establishing legally
enforceable human rights obligations for corporatio5 years later these norms were adopted in
Resolution 2003/16. Being received rather relutyarglso due to lobbying of cooperations, the
Ruggie framework was creatét.It emphasizes the classical idea of the state wupyotect human
rights but enlarges it by the demand for businessetspect them. This means compliance with
national laws and in absence of sufficient humghts legislation a policy of due diligence. Finally
the access to effective remedies must be guararteed

Legislation

Referring to CSR as a concept stretching beyondatedoes not mean that legal consequences for
misconduct are totally lacking. Already in 1789 th8A adopted the Alien Torts Claim Act making

it possible to hold companies accountable for tha@sconduct overseds! However, it is a rather
week legislative basis.

Even though human rights legislation is used fonsaases and the Ruggie framework lobbies for
effective remedies extraterritorial application #ill limited. Accountability of particularly
multinationals is often difficult to enforce.

More important are voluntary principles. Internaadly, the OECD Guidelines for Multinational
Enterprises might be amongst the most importambve@ng areas as in areas employment, human
rights, environment, taxation, information disclosu bribery, consumer interests, science and
technology, and competition they lobby for a reslole conduct of business. National contact points
can start proceedings against companies that gidtet guideline®>°This was illustrated in the
Afrimex case. The company was found to be in viotabf the rules>® However, the system works
rather on a principle of naming and shaming thangable in effectively prosecute. The guidelines

*hbid.

%2De Hert, P. (2011). From the Principle of Accouiitgbto System Responsibility Key Concepts in D&teotection

Law and Human Rights Law Discussion.InternationateDProtection Conference.

33 UN General Assembly, Human Rights Council (20R8port of the Special Representative of the Seyr&aneral

on the Issue of Human Rights and Transnational €atjpns and Other Business Enterprises — Johni&u@giding

Eszinciples on Business and Human Rights: Implemgritie United Nations “Protect, Respect and Remé&dginework.
Ibid.

3%0ECD (2011).0ECD Guidelines for Multinational Emgeses.2011 Edition.

3%Global Witness vs Afrimex (UK) Ltd. (2008).
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are voluntary and can therefore not offer effectigmedies. The system concentrates on creating
publicity to stop the misconduct.

CSR and mHealth

The discussion above leads us to the questions @8Rt does mean for mHealth and why there is a
need to pay attention to it. The following sectwill explore the importance of CSR for mHealth.

Business that is involved in the mHealth marketsdoe the first sight not differ very much from
other businesses. The reason for investing in iasket is mainly profit. Values of CSR will
therefore be tested against financial outcomesfoAsny other company CSR can be beneficial in
the mHealth business due to for example a posithage and consequently a higher market share.

Sustainability

The current production of mobile devices is oftan &way from central values of environmental
protection and sustainability. Instead the curpattice is very much influenced by exploitation of
both natural and human resourd¥sEco-efficiency to effectively manage scarce resesy protect
the environment and sustaining a high quality fef for future generations is crucial in this indyst
Publicity here leads to higher compliance with etali standards. However, products sold in the EU
are often based on materials extracted in countvigsinstable political conditions. Rare earths fo
example are often imported from the Democratic Répwof Congo. European legislation does not
extend to these countries and since those earthgistra part of the mobile devices the conditions
under which they are produced are often not infdleas. Just recently, there is a stronger focus on
the societal and environmental exploitation relatedthese product§® Companies using these
materials should accept their responsibility. Tdiso applies of companies involved in mHealth. In
general, this might raise the question if theraistruggle between weaker and stronger players
operating from different countries and adheringlifterent standards. In a globalizing world which
seems to weaken national governments and strenghieemprivate sector while lacking a global
government, CSR is an opportunity to address tbleakenges of globalisatioh’

Systems responsibility and accountability

In the context of mHealth the focus does not stith e production of the necessary devices. The
use of mHealth is also very much determined by @8&Rhuman rights. As discussed in another part
of this state of play analysis privacy and dataquoiion are essential rights, particularly, becaofse
the involvement of sensitive medical data. In Eeroprotection and remedy are guaranteed on
national and European level by the European Comwendn Human Rights, the Charter of
Fundamental Rights of the European Union and Ewogd@irectives. This is a field of CSR and
human rights that contrary to others offers comttarother areas enforcement at both the national
and the European level. Privacy and data proteci@in depth discussed in chapter 3 of this
document.

The ubiquitous use of ICT often leads to the ch#tsiablishing system responsibility. Accountapilit
extends to every user of ICT and the state is unlerresponsibility of enforcement. System
responsibility includes the mHealth market. Botloyiders and users are included in this kind of
responsibility and can be hold accountable for omsltict. Currently, there is however a lack of a
clear scheme for accountabilit’

In terms of system responsibility and privacy thsecl. v. Finland illustrates the doctrine of pesit
obligations with regard to the use of personal .dat employee of a Finish hospital won a case

%7 Ragnarsdéttir, K. (2008). Rare metals gettingrrhi@ure Geoscience, 720 -721.

*%¥pehlken, A., Rolbiecki, M., Decker, A., Thoben, B.{2011). Methods for sustainable management obrstary
resources in Brebbia, C. (edThe sustainable world{WIT Press, Ashurst).

*%Blowfield, M., Murray, A. (2011)Corporate ResponsibilitfOxford University Press, Oxford!®d.).

30 De Hert, P. (2011). From the Principle of Accolitey to System Responsibility Key Concepts in ®&rotection
Law and Human Rights Law Discussion.InternationateDProtection Conference.
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concerned with the protection of his privacy whighs not properly protected by the measures that
were taken by the hospital. Therefore, a violatiohuicle 8 of the European Convention of Human
Rights was constitute’ During the consultation workshop on the socio-ecoic context of
mHealth this case was highlighted since it empleasthe system responsibility of those managing
data. Responsibility and accountability therefds® applies to those who manage the data. Not only
business focusing on production but also providémaHealth focusing on administration and data
management have to be aware of their C3R.

If business is hold accountable it needs to be awlaat it might be obliged to compensate the
damage. The European Court constituted that reisebuent must be reasonable and subst&ftial.
Even though claims for reimbursement might stillcoasiderably lower than in the US legal system,
companies operating in Europe should bear in miad hot complying with their human rights
responsibilities can have financial consequences.

The perception of CSR is dependent on cultural esalurherefore, regional differences can be
identified. This is an important issue in mHealihcs it is a global market with a particularly high
potential in countries of the developing world whare often not known for maintaining high norms
in business conduct. Attention has to be paid esehdifferences even if documents like the Ruggie
framework can be used as general guideline. Thibsgethces also exist in Europe. Shaped by ideas
like the perception of the welfare state strongpaligies can be identified between the United
Kingdom and for example Scandinavian countries.

Reporting

Many telecommunication companies use social acaoginthey establish the non-financial aspects
of their company’s performance. Often, as a pathefregular annual reporting process, a report on
CSR is published. These reports addressing extstakéholders can influence the public opinion
and are therefore often used to enhance transparshow social responsibility and highlight
positive actions in the area of CSR.Within this report some telecommunication compsariEus

on their strategic mission in eHeafffi.The values of CSR are influential in the areatdéath and
mHealth. Companies take them into account. Whdtiieris done out of conviction of the need to
adopt moral and ethical values and to take respiitygifor society or rather out of financial and
publicity considerations remains open.

4.3 Conclusion
The strong focus on CSR and the commitment to tNetdJthe topic of business and human rights
show that the question should not be whether tlsees obligation for business at all to adhere to
principles of human rights and to accept their CERe debate should rather focus on the way in
which the responsibilities of companies should t@@ned and whether there should be a stronger
legal enforcement® Cooperations active in the field of mHealth hav@$R. This means that they
have to adhere to their obligations by respectungdmn rights in all countries they operate. To Fulfi
their moral obligations companies can adapt inte@&R guidelines.

%¥The European Court of Human Rights (2008).Judgeinehe Case I. versus Finland. Retrieved 26 Jar2@t2
from: http://www.cl.cam.ac.uk/~rjal4/Papers/ecimignd.pdf

%2R&man, J. (2008). European Court of Human Rigtgsure to take effective information security rmeees to protect
sensitive personal data violates right to privadyw—Finland, no. 20511/03, 17 July 20@mputer Law & Security
Report24(6), 562-564.

33The European Court of Human Rights (2008).Judgeinehie Case Armoniene versus Lithuania. Retried@d
January 2012 from: http://en.tm.It/dok/Armoniene_kithuania.pdf

%‘Blowfield, M., Murray, A. (2011)Corporate ResponsibilittfOxford University Press, Oxford!®d.).

355 An example of a company including eHealth in tf&RQreport is the Deutsche Telekom. The report @D2Z011 can
be found herehttp://www.cr-report.telekom.com/sitel1/en/geséidt/vernetztes-leben/e-
health/index.php?tcfs=e7dc8bd39ba99ccd5a47c0b8G24Rpage=1Retrieved 26 January 2012).
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In the case of mHealth many end-users like docoid patients might not have considered CSR.
After discussing the responsibility of businessra@alder discussion might extend to single citizens.
What is their capability to make the right decisi®riWhat is their responsibilii? This does not
only extend to the ability to acquire the necessafgrmation. mHealth is a specific area since it
often involves dependency on the mobile deviceaafrdedom of choice might not always exist.

CSR is often seen as a chance for and by busiogsssitively contribute to society. Companies that
work in mHealth already use the concept of CSR famdexample publish reports on their non-
financial activities and achievements.

Research and literature did not focus on respditgbiand obligations of enterprises in mHealth ye
Further research in this area is needed to highBghcific requirements that apply to mHealth and
CSR.

mHealth and Autonomy — Theoretical Perspectives

The process of all medical innovation, includingttiof mHealth can bring about a sense of both
promise and uncertainty with regards to the develgs that it might brind?® This is because at
the time of innovation a technology might be thaughh have much potential, but until its
introduction and its application to patients ituacertain to what extent such promises will be
fulfilled. In addition to the uncertainties of tirnovations it is possible that a new innovatiorglmi
lead to hitherto unexpected social developmentss T because it is often the case that new
innovations will open up the path to future predlyuunconsidered medical innovations. Such
innovations can often give rise to a path depend#atation in treatment practices which become
adapted to newer methods of treatment that areidenesl more economically or operationally
efficient. Such a process is known tehnological determinisif? Under such a notion the
technology itself acts as ‘an exogenous variablehwh society and individuals, whether at work or
at home must adapt’. Technological developmentfitsethe main driver behind social chanj@.
The danger ofechnological determinisrbeing the main driving force behind medical innowa is

that the people and their needs are lost as the foaiuls of innovation leading to a situation where
individuals must adapt their needs to technologiealelopments instead. Others would go so far as
to say that a medical innovation acting in a tebdbgically determinist manner has been used as an
instrument of ‘medical social contrdfi*

Technological determinisire fearful of the development of medical hegemamy innovations that
they see as being potentially disruptive to theiaoenvironmenf’® They fear that medical
innovations will dehumanize important human softiakctions. On the contragcial constructivism
(or social essentialism¥ a rather more optimistic notion whereby tecbgalal development is seen
as being neutral and can be harnessed in ordexte social problems. This notion represents the
ideal whereby technological innovation is drivennparily by the needs of those that use the
technology. A key characteristic of social consimism is that technology is a ‘passive, non-
communicable device requiring social interpretatiole rendered meaningful’. Policy makers have
promotedsocial constructivismas a guiding vision that should underlie technicalovations in
general. This concept has been encouraged by politers at the European and national le¥éls.

**bid.
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mHealth development should therefore be inspirechash as is possible bgacially constructivist
vision*’* In attempting to try and ensure that technoldgimaovations aresocially constructivistn
nature it is necessary to discern if such innovatiare likely to respond to the needs of the ptsien
themselves and not be brought into existence mdmlyreasons of technical or organisational
convenience. In order to decide whether such a goa@entral one must discern whether such
innovations are aimed primarily at ameliorating fv@blems of individuals and improving their
lives. This is not to say that technologies shaudtl also aim to become more economic and more
conducive to efficiencies for the health care strees in which they are used, but that the primary
aim behind the innovation in question is to meethbalth needs of the population concerned.

5.1 Possible Technologically Deterministic effects of future mHealth projects

The following pages will discuss possilézhnologically deterministiaspects of a possible mHealth
projects. The aim of this is to discern where setdments are present and how they affect
individuals. In addition, recommendations will baae that would minimise any harmful effects.

Increased medicalization

A technologically deterministiew of the increased use of mHealth might sessitnvading social
spheres and subjecting these spheres to a formexical hegemony’. This medicalisation of areas
that would have previously been considered to heideithe realm of medicine has been described as
creating patients without symptoms, groups of dteddworried well’3” This occurs in situations
where screening techniques are able to detectithg@ils who though not currently exhibiting
symptoms, are at heighted risk of developing a ttimmd This could include for example individuals
that through genetic testing discover they havegh propensity to develop a heritable conditiort, bu
are unable do anything abouti?.Certain mHealth projects may involve subjecting pinysiological
characteristics of individuals to a much a highegrée of scrutiny and for longer periods than keefor
Individuals may for example be subjected to a rotnedclock monitoring of their blood glucose level
in the case of individuals with diabetes, or the#art function in the case of those with cardiac
problems. Whilst this may have only been measutedfi@quent intervals and under direct medical
supervision before, technological possibilities masfl allow round the clock monitoring. This new
level of scrutiny might allow individuals to detgapssible irregularities in physiological condition
that they may have been hitherto unaware of. Ttag be the case for example where an individual
discovers that a certain physiological parameteaotswithin recommended safe parameters at certain
points in the daily cycle that he would been ableheck before. This aspect of mHealth inspired
monitoring therefore runs the risk of creating ayroategory of ‘worried well’ as such individualsear
likely to be concerned and worried despite the flaat they have no physical symptoms. One cannot
look at such a problem in isolation however as ialso necessary to take into account the possible
beneficial effects that would exist as a resulinareased scrutiny. This would arise as a result of
being aware of a physiological problem, and beingai position to act on it by the timely
administration of medication or a change in adgfivithis might allow a reduction in long term
complications that would not have been possiblén vaitconventional system of monitoring. The
increased medicalisation of individuals taking pannHealth activities must therefore be considered
against this important benefit.

37See for example the Final Report of the High Lesmpert Group (1997) ‘Building the European InforinatSociety
for us all’ The high level group stated “The sodmgrationist vision which the HLEG espouses iexpy rejects the notion
of technology as an exogenous variable to whickegoand individuals, whether at work or in the lgmmust adapt.”
3™\Webster, A. (2002). Innovative Health Technologésl the Social: Redefining Health, Medicine and Buly.
Current Sociology 50 (3), 443-457. P445

37°%See Webster, A. (2002). Innovative Health Technie@nd the Social: Redefining Health, Medicine #rel Body.
Current Sociology 50 (3), 443-457. P445
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Increased social control through further medicatiaa

Another aspect of technological determinism witharels to medical innovation is that it increases
medical surveillance and allows medicine to be use@n instrument of social control, thus aiding
the creation ‘medical hegemori/” Under such a conception, technologies end up euggitibgical
human behaviour to more logical ‘technical ones’the context of mHealth #&chnological
deterministwould probably see the possibility of monitoringther aspects of lifestyle in detail as a
form of medical surveillance. This could include &xample the monitoring of lifestyle factors such
as exercise and diet. These are factors for whigisipians would have hitherto had have to have
relied upon the patient for their version of evefisture eHealth based monitoring strategies might
allow this link to be bypassed and these activiteesnonitored directly. This would remove the
ability of the patient to filter such informatiohhe so wished. This situation would seeminglyllo
an increased level of medical control into thegua®’ lives as such an increased level of surveitba
and monitoring in general would aid the medicalf@seion in ‘co-coercing’ patients into living a
healthier lifestyle, more in line with medical galohes. In order for such strategies to moderaté su
fears it will be necessary to ensure that full emf the patient has been obtained. In ordereto b
truly informed this would involve explaining preelg what extra surveillance the individual will be
placed upon so that he or she can judge for himgedther the eHealth platform in question does
constitute a form of surveillance and if so, whetihé&s compatible with his or her vision of a desl
life. If an individual does provide informed consethen it is likely he is participating in such a
programme in order to better treat his medical se&tlis would seemingly be more in line with a
vision of social constructivismhan if an individual had been co-opted into thegpamme and its
medical surveillance for reasons such as increasedomic efficiency.

The normalisation of ‘distant diagnosis’

This concept reflects another fear that is oftgiteid by technological determinists. It is someime
stated that the increased use of various formsrmoedicine will make diagnosis at a distance the
norm>"® This could have several implications; perhapsrtest important could be the loss in in
communication that occurs when face-to-face metradsused. It is a common euphemism, that
most communication in life is non-verbal, with dgdy language sending an array of signals to those
around us. Physicians who are diagnosing at amdistanay miss such non-verbal signals. Such
information could be useful in interpreting theabllity of what an individual is saying or discarg

if the patient truly understands the realities igfdondition or the exact requirements of his tresit
regime. There might also be problems with regandsatients being able to communicate adequately
all their observations of their physical condititmough an e-Health platform. This could exist for
instance where an e-platform allowed patients lecsé&om certain options to describe a symptom he
was feeling. If a patient was unsure of the exaeamng of the symptoms he was experiencing he
might feel unable to express himself through tleetebnic medium that was available to him. Such
problems will be of course compounded amongst tterlg, the technophobic, individuals with a
low level of education, individuals not comfortabiéh the common language where they live, and
those with cognitive problems. These problems mightavoided in a face to face meeting where a
doctors training and more importantly his or hemian intuition might give him an invaluable insight
into what is an individual is attempting to explain

The ‘distance factor’ also has implication for tissue of consent. The notion iofformed consent
allows such consent to be revoked at a later tiMailst many patients might feel comfortable with
new e-Health platforms and feel able to expressn#edves adequately using such infrastructure
others may not feel so comfortable. This might makedifficult for individuals to express
reservations about their continued consent to tineatment regime, reservations that could perhaps

¥ Timmermans, S., & Berg, M. (2003). The practicaradical technologySociology of Health & lliness25, 97-114.
P99
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have been easier to make in the traditional fadad¢e meetings with a physician that form a regular
aspect of most treatment regimes. Safeguards sigpmeblems in this area could involve for
example periodic visits by a health care workeereif, from a distance, a patient’s condition does
not appear to warrant it. This could be set atemuency that would be less than required in a
traditional outpatient setting but frequent enosgtthat it would be possible to discover if a patie
was having communicational difficulties and to given the chance to express himself through a
more traditional face-to-face setting. Additionalhere should be a provision for an individual ® b
able to request face-face or telephone communitaticany time in the event that they are having
difficulty expressing themselves on an issue thay tfeel has importance. Whilst the majority of
patients would probably not need to avail themsebfesuch a service the existence of such an option
would facilitate the minority that might need itchalso hopefully avoid various negative outcomes in
terms of both health outcomes and individual rights

mHEalth as a ‘Social Catalyst’

Social constructivistshave an optimistic disposition, often seeing neghhologies as ‘social
catalysts’. Social catalysts are tools that ‘getgerateractions or social meanings but do not act,
affect, or evolve in themselvé€ In judging whether an mHealth system serves tinetfon of a
social catalyst one needs to discern what socies rio might indeed catalyse. A diabetes monitoring
system might for example decrease negative physftedts associated with poor blood sugar control
control. This eHealth service in this context woaliliously act as some form of social catalysttas i
would allow increased quality of life and longevityan would be the case otherwise. This in itself
would allow the existence and continuation of soogationships for the simple fact that if the
individual was ill or lived a shorter life he woutibt be able to establish the same amount or ityens
of social relationships.

In addition technologies that aim to reduce thednf® hospital admissions would also serve a
socially catalytic function. It is undoubtedly eaxsio maintain and build social relationships ieas

not spending time admitted to a hospital. The skngie applies to technologies that reduce the need
for diabetics to attend outpatient centers forgbaodic measurement of physiological charactessti
and the observation of other parameters such aghtvend physical activity. This development could
have both positive and negative effects with regaml eHealth service acting as a social catalyst. |
terms of the positive, the argument runs the sasrtba for hospital patients, in that less time¢hia
medical setting will allow more time for the indikial concerned to pursue his or her own social
relationships. On the other hand it is possiblé #teendance at an outpatient center might act as a
social catalyst in itseff® This is because attendance in such an environmmgit allow an
individual to form and strengthen certain socidtienships that would not be possible otherwifSe.
This could for example include relationships betmvgeoups of patients where the outpatient center
is able to serve as a facilitator for such relafops. With out the facilitation of the outpatieanter

it would be possible that such individuals wouldreérehave interacted with each other in the first
place. In addition it is possible that patients mipave ‘pseudo-social relationships’ with health
professionals. Here, although the patient and psod@al are in reality in a professional relatiapsh
the patient is able to draw similar benefits frarad if it were a social relationsffi Anybody who

¥Timmermans, S., & Berg, M. (2003). The practicaredical technologySociology of Health & lliness 25, 97-114.
P101

¥0S0me have described “health systems as part afatial fabric of every society” and that “althougditients may be
primarily concerned with getting good health carethemselves, citizens may be equally or moreésted in the role of
health systems in allowing the attainment of otheals”. One of these goals is described as shamfogmation. See:
Gilson, L. (2003). Trust and the developmentof theahre as a social institutioBocial Science & Medicing56, 1453-
1468P1461

#lgee page 38. Meeting other suffers of the sameitimmdrom time to time can be useful for patieirisdealing with

the effects of Stigmatisation. It gives them a krieam having to ‘pass’ or bear the stigma in pabli

32See page 38. This also has benefits in terms dindeaith stigma. Interaction with such professitean count as
interaction with the ‘Wise’. These are individua¥bo although not possessing the Stigma in questierfamiliar with
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has had the same family doctor for many years woetddgnize such a concept. Such relationships
may be all the more important for geographicallysocially isolated individuals as other social
contact may well be something of a rarity for thdimwill therefore be important for eHealth to
attempt to minimize any loss in ‘social catalydfeet that it might bring about. This might include
some sort of online facility that would enable wduals to meet and share experiences or form
social contacts. This could take the form of a \iteB&® though it would be important once again to
make provision for those who were not technolofycadept and provide more conventional
alternatives.

mHealth and the need for ‘self-esteem’

The creation and maintenance of self-esteem has bescribed as an important aim of an
individual's participation in public systems sucé lzealth care.384 In order to achieve this, health
systems “must recognize individual autonomy anchagéy allowing individuals to play an active
role in there care.”385 This need for self-autonany the self-esteem that it provides is intimately
intertwined with many of the concepts discussethis analysis. These include insuring that consent
is obtained from patients, allowing consent to beoked, allowing individuals to express their
concerns, having a treatment programme that taidegidual wishes into account and taking care not
to stigmatise individuals as bad patients for mtibfving their treatment programmes in the expected
manner. Such concerns will be essential for indigld in securing a sense of self esteem and
therefore ensuring a mosecially constructivisperspective than a technologically determinist one

Reimbursement

Reimbursement is an issue of pivotal importancetifig success or failure of innovations in the
healthcare sectSf. The decisions of the various social securityiiagons of various states to
reimbursement (or not to do so) for certain categoof medical treatment can have an important
affect on the decision of product manufacturersattempt to innovate with a new product.
Additionally, reimbursement decisions by nationatlies can play a definitive role in the acceptance
and uptake of recent innovations in medical teabgies. The following pages will explore the
manner in which the EU has been able to impact upmnbursement and therefore have an effect on
the innovation on new technologies. Cross-bordenlraersement will likely become an evermore-
important theme in mHealth. This may be espectallg for example individuals that are part of an
ethnic or lingual minority and wish to obtain omtimue their health care in another Member State or
even where for other reasons, individuals simplsiréeto pursue their treatment in another Member
State. This paper will conduct a brief exploratminthe competences the Union has been provided
under the treaties and how this competence has deerloped and exercised, culminating in the
recent Directive on Patient Right¥.

The Limited Explicit Competence of the Europearobmin Matters of Health

Healthcare is a sensitive political issue for evang of the 27 Member States of the European Union.
Elections are frequently won and lost on such ssée a result of this, governments of Member

the underlying condition and are comfortable arothmse who possess it. Being around the ‘Wise'mgrawnide relief for
Stigmatised individuals.

33An interesting example of such a phenomenon thagdy exists can be found wivw.patientslikeme.com This
website allows individuals suffering from a randedseases to find others suffering from simildm&ints and to share
experiences. At presence the site has large contiesioif individuals suffering from conditions sua# bipolar disorder,
epilepsy, HIV and parkinsons.

34Gilson, L. (2003). Trust and the developmentof treahre as a social institutioSocial Science & Medicing 56,
1453-1468P1462

35Gilson, L. (2003). Trust and the developmentof treabre as a social institutioSocial Science & Medicing56,
1453-1468P1462

3Schreydgg., J, Baumler.,, M and Busse., (2009) Ralditing adoption and affordability of medical dms in
Europe”, Health Policy 92, 218-224

387 Directive 2011/24/EU of the European Parliament ahthe Council of 9 March 2011 on the applicatarpatients’
rights in cross-border healthcare, commonly knowithea Patient’s Rights Directive
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States have been extremely reluctant to cede pawehe EU in this aré& Doing so would leave
them with a reduced level of control over actigtithat might have a significant effect on their
political existence. This lack of desire to give tBU direct powers over healthcare can be sedrein t
treaties of the European Union. Article 168 of fireaty on the Functioning of the European Union
(TFEU) states that the Union’s role is limited tmmplementing national polices’. In doing this, the
Union is able to ‘encourag®® co-operation between member states on certairs aveaublic
healtt®. In order to encourage such co-operation the EawpParliament and the Council are able,
acting in accordance with the normal legislativegadure, to release guidelinescommending
measures that Member States should take in ordmthieve such co-operatfdh Though the Union
has no power to enact measures on healthcare Igirécis required to ensure the protection of
human health in all of its other policies and atite’®2 The Union must at all times respect the
responsibilities of Member States to define theundhealth policy and to organise the delivery of
health services and medical care. Such responbilnclude the management of health services and
the amount of resources to be allocated to ti&r®ne can clearly see that the demarcation of the
EU’s responsibilities in the treaties is done saimanner that would provide a minimal level of
competence for the Union in terms of healthcaredddrsuch a distribution of competence a Member
State is free to define the structure of its health system, what services exist, what charges are
levied on individuals and the level of reimbursemtrat patients receive for such chargésThe
effective result of this limitation of competendeUnion level is that there are in reality 27 diffat
health systems across the Union, each unique iowits way regarding the services it provides and
the way it pays for or reimburses citizens who latremselves of such services. m-Health initiatives
will therefore have to take such a variation inteaunt when attempting to make decisions on
possible directions for future innovation.

Provisions related to the Single Market

Despite the limited explicit Union competence onalttecare in the TFEU, the EU and its
predecessors, the EEC and the EC, have been ainiitieene in health matters where it appears to
be required in order to support and maintain thdE$he Union has intervened in matters of
European healthcare in a manner that seems to #taiwt sees itself as primarily responsible for
regulating market based issues of healthcare, winiige lofty human rights based issues are left to
other international organisatiofidsuch as the Council of Eurcf}® The EU promotes and protects

$8Greer, S. (2006). Univited Europeaniazation: necfionalisim and the EU in health policy. JournaEafropean Helth
Policy , 13 (1), 134 - 152. P 134

39 TFEU Article 168(2)

3% TFEU Article 168(1) — “Union action, which shatbmplement national policies, shall be directedaiais improving
public health, preventing physical and mental 8fneand diseases, and obviating sources of dangéysical and mental
health. Such action shall cover the fight agaihetmajor health scourges, by promoting researchtheir causes, their
transmission and their prevention, as well as healtormation and education, and monitoring, eavigrning of and
combating serious cross-border threats to health”.

1 TEEU Article 168(4)

392 TFEU Article 168 (1)

393 TEEU Article 168(7)

394 Conclusions of 1-2 June 2006 on Common Values Rridciples in European Union Health Systems OJ 146,
22.6.2006

3% Given this it can perhaps be argued that in asftlitd it not being permitted under Article 168 b&étTFEU, there is
also no need for the EU to legislate regarding ggnmedical rights of Union citizens as the CourdfilEurope has
already acted robustly on such issues. Union tiiéa in this area could risk being superfluousval as being legally
and politically and legally suspect.

39 See: Roscam Abbing, H. (2010). Patient's righta iTechnology and Market Driven Europe. Europeannhl of
Health Law (17), 11-12. P 42 EU interventions capat impacting upon European health provisioradidition to those
on freedom of movement and freedom to provide sesyiinclude the Data Protection Directives andMieical Device
Directives (beginning with 93/42/EEC) concerning tise and testing of medical devices. With regeobdauman rights
both the European Convention on Human Rights antv€ttion for the Protection of Human Rights andriitig of the
Human Being with regard to the Application of Bigloand Medicine: Convention on Human Rights andnidicine
(the Oviedo Convention) are intended to provide &émmghts protection in the practice of medicines€am Abbing, H.
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the ESM by extolling four key freedoms that aretaored within the treaties. Two of these, The Free
Movement of Persoi¥ and the Freedom to Provide Servicéshave allowed the European
Institutions to act in ways that affect the proorsiof healthcare, despite healthcare not being ése
competence of the European Union as defined intreties. The justification for this has been
recognised on numerous occasions by the Europeart &falustice (ECJ), namely that whilst it is up
to Member States to decide their own healthcarécypdtamework, they must do so within the
bounds of Union laW®. The following section will describe how the EUsiitutions, including the
ECJ on one hand and the Commission, ParliamenCandcil of Ministers on the other, have made
use of these freedoms in order to make laws thpaatupon the provision of healthcare in Member
States. An understanding of this pre-existing ‘Bpa@n constitutional context’ is important if one is
to grasp what in reality is novel about the redeatient Rights Directive and what is #8t

The Right to Free Movement of Persons

The Right to Free Movement of Persons (freedom o¥eament) within the treaties provided the
original impetus for the Community/Union rules dre tprovision of healthcare to citizens who seek
healthcare outside their Member State of Residangest the provision of social security (including
healthcare) is a matter of competence for the Merihates, the Union has a role in ensuring that
individuals that move between Member States arguately protected and do not ‘fall between the
cracks’ by not being protected by any frameworla assult of their movement from one jurisdiction
to another. This has been termed the ‘Coordinaifd®ocial Security Right§®*

The ‘Coordination of Social Security Rights’ inckglthe coordination of a range of rights called
‘benefits in kind’ that are normally available todividuals resident in a Member State, who have
gualified under domestic social security legislatto enjoy such rights. The provision of healthcare
is one of such benefits in kind. It has been resghthat the non-availability of health care cah a
as an impediment to the freedom of moveni&nindividuals would be less likely to travel to anet
Member State if it was not possible for them toesscmedical care should they fall ill. Whilst a
literal right to freedom of movement alone (as m frontier restrictions on movement) would in
theory allow individuals to access healthcare lmeotMember States, individuals would be limited in
reality by their ability to pay. Health care intentions are extremely expensive and are frequently
outside the price range of most individuals. Mostmber states have therefore created various social
security mechanisms that will subsidise or compjepay for such interventions. The problem in
terms of the free movement of individuals is thattsschemes are usually linked to the residency of
the Member State in question. An individual thatl8 himself in need of medical assistance whilst
on a temporary stay in another Member State (thenbds State of Treatment) may not be covered
by the social security protection (or the bendfit&ind) offered by that Member State. This would
mean that the individual would be forced to bear thll and unsubsidised cost of the medical
treatment alone. The risk of such a situation mgisvould act as a disincentive to individuals tvél

to other Member States as they could be liableséoy large medical costs should they fall ill there
This disincentive would therefore provide an obigtdao the freedom of movement for individuals

(2010). Patient's rights in a Technology and Maieten EuropeEuropean Journal of Health La@l7), 11-12. P 43 —
It must be admitted however that not all Stateehatified the Oviedo Convention however.

$7TEU Article 45

$8TEU Article 56, 57

39 See for exampl&ohl Case C-158/9para 17 - 19

% This discussion is primarily concerned with EU ipiels affecting the provision of healthcare. Thimsld not be

confused with the wider area of EU health polickisTcan include other aspects such as the healtlsafety of products
marketed in the Union. See: Greer, S. (2006). WmivEuropeaniazation: neofunctionalisim and theiftbealth policy.

Journal of European Helth Policy, 13), 134 - 152

‘1 The Preamble to (EC) 1407/71 states “the provisfon coordination of national social security Egtions fall within

the framework of freedom of movement for workersovare nationals of Member Sates and should coméritnwards

the improvement of their standard of living and ditions of employment”

402 See Recital 45 of (EC) 883/2004, which statesniite of the co-ordination of social security rights to secure
freedom of movement.

Page 194 of 230



MovinglLife
D2.1 State of Play in Mobile Healthcare

and therefore would, if left unchecked be contrerythe provisions in Union’s primary law, the
treaties which guarantee freedom of movement.

As a consequence, in 1971 the Commission releldegdlation 1408/71/EEC ‘On the Application of
Social Security Schemes to Employed Persons, teeBglloyed Persons and to Members of Their
Families Moving Within the CommunityThis regulation allowednter ailia, individuals to obtain
the same treatment as that available to residéntedMember State of Treatment in which they find
themselves, at the expense of the Member Statehafhwthey are resident if the need for such
treatment arises during a temporary stay in thambir Staté>. This originally applied to workers
and self-employed individuals but has subsequenthanded to apply to all nationals of one member
state that are on a temporary stay in another MerSkate!** Additionally, protection was also
extended to all legal residents of a Member Stdsyming they are covered by that Member State’s
social security arrangements) in addition to Uniiiizens®®™ The result of this is that individuals, if
they are covered by the social security systenhéw tMember State of Residence, are entitled to
treatment under the same conditions as residenttedilember State in which they find themselves.
This will occur at the expense of the social seglgystem of the Member State of Residence. Thus,
individuals legally resident in one Member Statewdtl be able to have the peace of mind that if they
fall ill during a temporary stay in another MemiState they will be entitled to treatment on the sam
conditions (including price) as residents of thagrvber State. The result is (at least in theory) tha
reimbursement fears regarding health care shouldmger provide an obstacle in terms of freedom
of movement for those considering a temporary stanother Member Stafé®

The Freedom to Provide Services

Regulation 1408/71/EEC and its subsequent amendnpeovide important protection for European
residents seeking emergency health care the ne&dhfoh arises in another Member State based on
the notion of the freedom of movement. These lichitederventions however fall a long way short of
creating anything like a European Single Markeh@althcare. This is apparent if one looks at the
limitations of (EEC) 1408/71 and its successor (B83/2004%" Perhaps most important is that it
only applies to health care that becomes necesiaityg a stay in another Member State. It does not
provide a broad right to travel to another Membtate&Sto obtain treatment at the expense of the
Member State of Affiliation. The regime started (BEC) 1408/71 effectively provides only a form
of emergency medical cover, valid during temporstays in other Member States. It does not allow
the right for individuals to opt to travel (and ede reimbursement) to another Member State for
treatment for a pre-existing conditfdf A totally free market in healthcare would alloatignts to

%93 1408/71/EEC Article 22

%4 Council Regulation (EC) No. 3095/95 of 22 Decemh®®5 amending Regulation (EEC) No. 1408/71 on the
application of social security schemes to emplogetsons, to self-employed persons and to membettsenffamilies
moving within the Community, Regulation (EEC) N@.4%72 fixing the procedure for implementing Regiglat(EEC)
N0.1408/71, Regulation (EEC) No. 1247/92 amendiegation (EEC) No. 1408/71 and Regulation (EEC) Ni5/93
amending Regulation (EEC) No. 1247/92

%5 Council Regulation (EC) No 859/2003 of 14 May 2088ending the provisions of Regulation (EEC) 1Z0&hd
Regulation (EEC) No 574/72 to nationals of thirdiatrsies who are not already covered by those piasssolely on the
ground of their nationality.

*®Though in reality obstacles may still remain. Anportant one is the administrative hurdles individumust go
through in order to receive reimbursement. Otheblams are associated with upfront payment. Thigdcexist where
for example, the Member State in which the indieidfinds himself or herself normally demands paymgpfront and
later offers re-imbursement. This could require tipdront payment of a large amount of cash whiah itidividual in
guestion might not be in possession of. This val éxample concern individuals that are residera iember State
where no upfront payment is required and who fimgiiselves needing treatment in s Member State wdrergfront
payment may be required. For a more detailed eafilam see: Health and Consumer Protection Diratdéor General,
European Commission, Summary Report of the resgotts¢he consulatation regarding "Community actionhealth
services" (SEC (2006) 1195/4 of 26 September 208%))

407 Regulation (EC) No 883/2004 of the European Pasiat and of the Council of 29 April 2004 on the hoation of
social security systems

408 1408/71/EEC Article 21(1)(c) allowed individualsetright to travel to other member states to rece@atment if they
were granted authorisation by their social secwsitgtem. This authorisation is at the discretiorthef social security
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access healthcare in any member state of the Eamogaion. The freedom to provide services, as
provided in the treatié¥, would seem to support such a notion, notably bestithcare providers
should be able to offer medical services to indiaid resident in Member States other than themne i
which they are based. The definition of what cibumiss a ‘service’ is very wide and includes
medical services (see point 1. below). Whilst igimiseem that if freedom of movement exists, one
would be able to go to another state to obtaintheate (a medical service), the reality of the
situation is again somewhat more complex for theesaost-based reasons that apply to issues of
freedom of movement discussed above i.e. lack oiakgecurity coverage. Importantly the ECJ,
several decades ago highlighted.irisi and Carbon&® that the freedom to provide services does not
just entail a freedom to provide services in anofiiember State, but also includes the right for
recipients of services to go to another MembereStabrder to receive services there. This impartan
judgement allowed the ECJ decades later to dewwsp law which protected the rights of patients to
seek medical services in Member States other thachwhey are residetif. The ECJ has in the last
decade produced several important judgements aangerestrictions on re-imbursement for
healthcare in another Member State. In particilhas ruled that such restrictions can, under icerta
conditions, constitute an illegal barrier to theefmovement of services. The EU has, with the tecen
Patients Rights Directive (2011/24/EU) (PRD)codified and clarified many of these points. This
means that they will be written into national lawadugh implementation measures, with providing
for a higher level of visibility to national orgasaitions than is at present the case. The paragraph
below summarise the most important principles of taised by the ECJ and confirmed in Directive
(2011/24/EV).

1. Medical care can be categorised as a servigespite their special nature, the ECJ confirmed in
Smits and Peerbooff18 that medical services can be classed as servicehd purposes of the
treaty’’® Certain Member States had contended that mesicaices could not constitute services
as understood under the treaty given their specairé™ The court stated that “It is settled
case-law that medical activities fall within theope of Article 63 of the Treaty, there being no
need to distinguish in that regard between the peseided in a hospital environment and care
provided outside such an environm&ft.In Watts*® the court confirmed that despite the fact
that medical services are often provided on a appfofit basis, that they may be reimbursed or
that the patient may not pay himself does not detfilom the fact that the patient is being
provided with a serviéé®. Union rules on the provison of services therefgpply.

2. In KohP? it was recognised that the requirement of priotthemisation is a barrier to the
freedom to provide medical servicdEEC )1408/71 and (EC) 883/2004 allowed individua
obtain treatment in another Member State at the afotheir own security system, but only with

system of the member state concerned. The one txeedp this is where individuals are entitled taertain type of
healthcare in the Member State and which is noilaa within an acceptable timeframe. Under suicbumstances an
individual should be allowed to travel to anothegrber State to receive the equivalent treatmeme-Agticle 22(2)

‘9 TEU Articles 56 - 62

“19 joined Cases 286/82 and 26188si and Carbong1984] ECR 377

“1 Cruz., J, “The Case Law of the European Courtustide on the Mobility of Patients: An AssessmentVan de
Gronden., J, Syszczak., E, Neergaard., U, Krajewski (2011) “Health Care and EU Law, Legal Sersicé General
Interest”, Asser Press, The Hague

12 Directive 2011/24/EU of the European Parliament ahthe Council of 9 March 2011 on the applicatirpatients’
rights in cross-border healthcare, commonly knowithe Patient’s Rights Directive

*3Smits and Peerbooms Judgement Case C 157/99 oyl 2QD1.

M This principle is found in Article 3 (a) (2011/F4J)

*1>Smits and Pearboontaras 48 - 52

1%t should be noted that the reference to Artiddé6an earlier version of the treaty, prior to #mendments contained
in the Lisbon Treaty. The relevant article is nowide 57 of the Treaty on European Union

*'Smits and Peerboon®ara 53

“18 Case C-372/0¥Vatts[2006] ECR 1-4325

“1%See also Miiller-Fauré/Van Riet Case C-385/99 dfiay 2003

2% ohll v Union Des Caisses De Maladie C-158/96
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the prior authorisation of the Member State in Wwhibey were resident. Such a barrier is not
acceptable in the case of non-hospital based tesdtwhich does not call into question the same
issues with regards to management of resources-hNgpital costs are not likely to affect the
balance of social security systéfils This is recognised in Article 2 of Directive 2024/EU
which does not allow a system of prior authorigafiar normal non-hospital costs.

. The requirement of prior authorisation may howeber acceptable with regards to hospital
servicesThis is because according to the court, unlike-lnaspital based services, hospital based
services will require careful planning. The need &uch planning may mean that prior
authorisation may be justified by overriding reasohgeneral interest. This is so as to ensure that
“there is sufficient and permanent access to a bedml range of high-quality hospital
treatment... to assist in meeting a desire to cémmsts and to prevent, as far as possible, any
wastage of financial, technical and human resouf@s The ECJ considered that it was
important to eliminate such wastage given the d®rable costs and financial resources involved
in healthcare, meaning that such resources aree.fifhe ECJ acknowledged however that the
distinction between hospital and non-hospital aareld be difficult to make in realit§®. This
can occur when one considers for example the dasatpatients who though not ‘staying in a
hospital’ may be undergoing complicated and expenprocedures. Directive 2011/24/EU has
therefore clarified that certain non-hospital tneamts that require the use of highly specialised
equipment or procedures can me made the subjectasfuirement for prior authorisatfGh

. Whilst authorisation is acceptable under appropriaicumstances it must be done in an objective
and transparent manneln Smits and Peerbooms the court stated that derofor prior
authorisation to be justified it must be based afbjective, non discriminatory criteria which are
known in advance, in such a way so as to circutnsdtie exercise of the national authorities’
discretion so that it is not used arbitrarily... Swtprior administrative authorisation scheme
must likewise be ... dealt with objectively and impaly within a reasonable time and refusals to
grant authorisation must also be capable of beimgllenged in a judicial or quasi-judicial
environment.**The court also stated that in this case, wherehg&@dthcare insurance provider
had contracted with a national medical service jol@vto provide procedures authorisation could
be refused if the procedures were available instifigble timeframe in the Member State of
Residence. Directive 2011/24/EU also states theth gmocedures should be easily accessible to
individuals and should be based upon informatiath @ecedures that are publically acceséffile
Procedures with regards to reimbursement shoulgrbperly reasoned and capable of being
challenged via judicial routé<.

In Vanbraeké®® the court confirmed that reimbursement for treatmearried out in another
Member State must be at the same level as thathwhkauld occur if the treatment had been
carried out in the Member State of Residence. Thithe case even if the Member State of
Treatment has a less generous level of reimburseuneier its own system. The Member state of
Residence does not however have to reimburse manethe cost of the treatméit

“2Miiller-Fauré/Van RiePara 93

*22Smits and Peerboonf&ara 78, 79

423 Explanatory note from the Commission Serviceshenpirovisions of the proposed Directive on servineke Internal

Market relating to the assumption of health cargsmcurred in another Member State with a pagicemphasis on the
relationship with the Regulation No 1408/71 115701® July 2004 Page 4 and dééller-Fauré/Van RiePara 93. This
difficulty would serve to act a source of contentauring negationations for the PRD.

424 Article 2(a)(ii)

“2>Smits and Peerboonfara 90 Such requirements are now also containaditle 9(1) of Directive 2011/24/EU

2% Article 9 (2)

27 |bid Article 9(4)

28 Case C-368/9¥%anbraekel and otheff2001] ECR I-5363

2 These requirements are contained in Article 7{4)icective 2011/24/EU
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The principles above provide an essential platfdom providing truly mobile possibilities for
healthcare in the future. This will involve not grthe possibility of people physically moving to
another Member State to obtain treatment therealsat them people able to obtain treatment from
other Member states using mHealth based technalegieh as eHealth and telemedicine.

Additional Characteristics of the PRD that mightveaan impact upon mHealth Innovation

The above judgements and their inclusion in Divec011/24/EU represent the primary and most
salient aspects of the directive. There howevdaageother issues that, under closer inspectiahef
directive appear to have the potential to impacdnumHealth. Some of these are directily related to
reimbursement of healthcare in another member sthtlst others are related to certain practical
arrangements that must be made in order to makeithetive’s main goals a reality.

Reimbursement issues associated with eHealth/tdieme

Importantly for matters of mHealth, the regime disa in Directive 2011/24/EU also applies if the
act sought outside the Member State of Affiliatisran act of telemedicirf€® Telemedicine can be
conceived of as a system of healthcare delivery émaploys telecommunications and computer
technology as a substitute for face-to-face corbativeen provider and cliefitt Additionally, the
recital$® of the PDR make it clear that the Commission vidvescase law of the ECJ as being clear,
that an act of eHealth should be categorised asdical service for the purposes of reimbursement
just like any other service. This confirms that thasoning the ECJ adopted allowing reimbursement
for cross border treatment will also apply to tedelicine based procedures. This should allow for an
increased level of certainty and a better enviramnfer innovation, uptake and acceptance of
technologies that offer services that can be etilim more than one Member State of the EU. This
would seemingly innovations linked to mHealth.

However, significant problems that reduce certafotythose wishing to innovate in mHealth remain
to be resolved. The European Commission had, pdoits efforts in Directive 2011/24/EU, in
consultation with key stakeholders (including patiseand industry groups), identified several key
problems hampering the growth of telemedicine drel é-health industry in Europe. Perhaps the
biggest problem is that not all Member States enemognise an act of telemedicine as an act of
medicine for the purposes of reimbursement. Thétheae systems of some Member States require
health professionals and individuals to be presetite same place for act to be considered anfact o
medicine?®® This can have negative effects in terms of mHedlh individuals seeking
reimbursement for medical treatment that occurrmetth lvithin their Member State of Residence and
also for those seeking reimbursement for treatrtieitoriginated elsewhere. If the Member State of
Affiliation’s social security scheme recognisesamt of telemedicine as a medical act then it should
reimburse the equivalent act that occurs in andhemnber state. This however does nothing for the
residents of those Member States that do not reee@m act of telemedicine as a medical act. Such
individuals will effectively be barred from avaifirthemselves of procedures both in their own and in
other Member States of the European Union becduggedocial security system will not be obliged
to reimburse an individual for an act that would he recognised on its own territory. The bizarre
effect of this is that certain individuals may beowed access to eHealth services throughout the
Union whilst others, by virtue of the Member St#tey are resident in, may be prevented from
accessing the same services anywhere in the Unlware is little in the PRD that deals with issues
such as the legal recognition of acts by the Men8iates of eHealth. The reticence to attempt to
include such efforts in the PRD is understandabergthat it would be of dubious legality given tha
competences in matters of healthcare lie with tremiider States according to Article 168 TFEU.

430 Directive 2011/24/EU Article 7(7)

“1Bashurb, R., (1995), Telemedicine Journal ‘On tledifition and Evaluation of Telemedicine’ 1(1) 10-B.19.
32 See Directive 2011/24/EU Recital 26

33 Telemedicine for the benefit of patients, healtacgystems and society — Commission Staff Workiape?
SEC(2009) 943 Final, June 2009 In addition many kenStates do not have a specific legal framewovexing
aspects of telemedicine.
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Given this clear delineation of competence it wolbéd doubtful that, barring a treaty change, any
provision that allowed the Commission to take measuo make the recognition of acts of
telemedicine/eHealth uniform would be legal givbattit is up to each Member State to decide the
character of its health provision.

Remote Access to Patient Record

The PRD has introduced an important requirementtimt European legal arena that should have an
important enabling effect on the innovation of mitedreatments. The directive requires Member
States to ensure that individuals seeking heakhiceanother Member State are entitled to receive a
least a copy of their health records or to haveotenaccess to them from the Member State of
Affiliation. “** The provision of such records must be in confoymaitth the national implementing
measures of Union provisions on the protectionestpnal dat&>> This will of course (see below)
involve a certain degree of reflectfh on how access to patient records should be regllat
according to data protections provisions, perhapsthe part of both national authorities and
healthcare providef§’ This represents an important step in the provisiom truly mobile system of
healthcare. The right of access to one’s persag@rd means that individuals should be able to
obtain medical treatment in other Member Statet ¢ha be precisely tailored to their needs given
their specific medical history. This will be impant for individuals who use mobile devices or
methods of accessing healthcare as it will meanttiey should in theory be able to depend upon
such devices even if they cross Member State gmitit also means that individuals should be able
to utilise the services of different medical praiesals in different Member states in a co-ordidate
manner if they wish.

Requirements on the Mutual Recognition of Presiomgt (Article 11 of the Directive)

The PRD also attempts to create a system of mutebgnition of prescriptions, whereby
prescriptions made in one Member State are recedgnis another. This is intended to apply to
products that are authorised to be marketed in laéittker according Directive 2001/83/EC or
Regulation (EC) No 726/2004. Member States musirerthat prescriptions issued for such products
in another Member State for a named patient cadidensed in their territory in compliance with
the national legislation in for¢€® Such rules must however be compatible with Unaw. IMember
States are not allowed to prohibit the recognitadnprescriptions unless restrictions would be
necessary and proportional to safeguard humanh&attr if restrictions are based on legitimate
doubts about the authenticity, content or comprsibéity of an individual prescriptiofi’® In order

to further these aims the Commission has been dgiverpower to adopt measures enabling health
professionals to verify the authenticity of the queption and also the fact that it was issued by a
authorised individual in another Member State wisoai member of a regulated healthcare
professiori*** This shall be done by developing a ‘non-exhaustiseof elements to be included in
prescriptions and which must be clearly identifealil all prescription formats. These elements will
facilitate, if needed, contact between the preswjiparty and the dispensing paft§Guidelines will

34 Directive 2011/24/EU Article 5(d)

3> The Directive 2011/24/EU emphasises in particDiaectives 95/46/EC and 2002/58/EC

“% The Dutch government offered its own recently adreystem of national patient records as a suiigiitte on how
such principles should be applied. $&slerlands regeringsstandpunt in reactie op de mii@tpvan de commissie in het
kad van de raadpleging over communautaire maatesgep het gebied van gezondheidsdienBtEn.

37 See section 5.3.4 for a brief discussion on tha peotection principles applicable to medical relso

38 Directive 2011/24/EU Article 11 (1) This presumabheans that the dissemination of the prescriptiurst be
according to the law of the state where a patieattempting to obtain the medication. This wikgumably include rules
governing quantities, the language of the instamstiand other similar issues.

39 Directive 2011/24/EU Article 11 (1)(a)

0 Directive 2011/24/EU Article 11 (1)(b)

41 Directive 2011/24/EU Article (11)(2). In adoptinkie measures and guidelines the Commission must temard to
the proportionally of any costs in compliance wils, well as the likely benefits of the measureguodelines- Article
11(4)

42 Sych measures must be adopted by the Commissias Bgtober 2012
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be produced by the Commission in order to suppbe Member States in developing the
interoperability of ePrescriptiof§®> The Commission will also be able to adopt meastaédentify

the correct identification of products or devicessatibed in the prescription. This will include
measures required to address patient safety caaeciuding measures regarding substitution of
medicines in cases of cross border health ¥4ra&hese guidelines if formed properly should foster
an increase in mHealth activities. Individuals wbtdr example be allowed to obtain a prescription
from a preferred physician in another Member Stpgghaps even through a eHealth medium and
then be allowed to collect it where they live. Tbhauld be important for those who for one reason or
another do not speak the prominent or legally reisagl language in their own state. Even for those
that do speak the language they may simply pref@onsult with a physician in their own mother
tongue. Others may only able to find a physiciathva highly specific expertise in a different
member state than the one in which they are living.

The Exclusion of Assisted Living Care from the P@ticle 1(3)(a) of the Directive)

In order to placate national concerns over budgetantrol the Patient Rights Direcitve was written
in a way so as to exclude assisted living.This ptioe means that the directive does not apply to
services in the field of long-term care, which arended to support people in carrying out routine
everyday task&* This exception appears to be primarily aimed dividuals that find themselves in
long-term care homes or using services deemed segem order to enable the person in need of
care to live as ‘full and self-determined a life a@ssible’. Long-term care facilities, homecare
services, and residential or nursing homes seemeftire to fall outside the scope of the PRD. This
means that individuals wishing to obtain such sswion a cross border basis would appear to be
excluded from the protection the PRD offers to otlgpes of non-hospital based treatment.

Unfortunately it seems likely that the exclusion adsisted living from the normal rules on
reimbursement could serve to hamper some mHeadtdoarojects that could be of use in providing
assisted living applications to individuals who @adifficulties due to conditions related to
disabilities or old age. One could envisage fornegia e-Health applications designed to provide
mental stimulation to house-bound or even bed-boundividuals. Such modern technological
solutions to the problem of loneliness and isotatiave been shown to reap psychological and health
benefits for individualé*® Passive eHealth based monitoring applicafiiisave also been shown to
improve the health of those living in assisted canel reduce further treatment related c&$ts.
Unfortunately however, despite the fact that suetvises could feasibly provide tangible benefits
they will not be classified as ‘medical servicesr fthe purpose of the PDR. This could have
unfortunate implications for individuals that woulé able to benefit most from open pan-European

43 Directive 2011/24/EU Art 10(2)

444 Directive 2011/24/EU Article 11(2)(c) - Substitri will still only be allowed however where the ilglgtion of the
dispensing Member State Allows such substitution.

44> Directive 2011/24/EU Article 1(3)(a) Although & difficult to be sure, the explicit exclusion big exception seems
to have been included in order to reflect the judgtrin von Chamier-Glisczinsk®. That case concerned a German
resident that had requested that that Member &tatied the cost of her staying in a care home istdau The result of
this exclusion is that individuals will not be dlgd to reimbursement for forms of ‘assisted liviogre’ in another
Member State. This could include for example indlisls who through chronic conditions face a longatdisability and
require assistance with day-to-day tasks. Likewiskerly individuals who suffer from physical or edtive difficulties
and as a result require assistance in day-to-aégliwould seem to be excluded. In that case aifgignt part of the
problem for the individual concerned was that inving to another Member State to obtain assitechdivcare the
idnivdiual concerned became resident there.

“*Moran. , L, Meza-Kubo., V, (2009) "Towards a Teksiatance Service for the Cognitive StimulatiorEtfers with
Cognitive Decline," International Conference on altte Telemedicine, and Social Medicine pp.160-165

447 Such services would furthermore not seem to bghtauy the ‘catch 22’ described above whereby agrewishing to
access such services that were supplied in anbteaber State would likely become a resident of sitatte and loose the
connection with his original Member State of Afilion. See Fn xx above and the problems this ptedeinvon
Chamier-Glisczinski.

48 Alwan, M., Brito-Sifferlin, E., Tuner, B., Kell, SBrower, P., Mack, D., Dalal, S. and Felder, Ripact of Passive
Health Status Monitoring to Care Providers and PaiyeAssisted Living’ Telemedicine and e_Health 33279 - 285
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access to healthcare. These being once againdiodiei living in border areas or that find themsglve

in a Member State where they do not speak the lfegatognised languages. In such instances e-
Health based methods of communication might alloehsservices to be accessed in a language that
is intelligible to the individual concerned.

Internal Market Product Regulation

The following section of this document will focupan the various European legislative instruments
related to the internal market that have the pa@ktd impact upon products that could form part of
mHealth initiatives. Unlike rules on the availatyiliof reimbursement, which can apply often to
services, these rules relate to the requirememigupts must comply with to be to be allowed free
circulation in the European Single Market (ESM) aodnetimes the consequences if such products
are the cause of harm to consumers. As will becdeser in the following pages, there is a variety
of legislative instruments that are potentially laggble to mHealth products. These directives,
according to their applicability given the products question, pose greatly differing level of
difficulty in terms regulatory barrier for thosevimived in bring health related products to markat .
one end, these range from all encompassing diesctivn product safety that apply to all products
(including electrical products) sold on the Eurapeaarket which impose lesser, though still
important requirements. At the other end of thiscspum are the directives that form the Medical
Device Framework; these impose tougher regulatargles on products that meet the definition of
medical devices. All manufacturers of mHealth desiavill be subject to at least some part of this
regulatory spectrum. The result of correct the igpfibn of the relevant regulatory requirements is
usually that the CE mark can be placed upon thdyatan question. This indicates that the product
in question is in compliance with the relevant Ea@an regulations and that it is to be allowed free-
circulation within the EY*. It is thus imperative upon manufactures to bentant of this
framework so as to know the requirements that it @ subject to as a producer of products of
mHealth.

New approach directives

The EU has used the so called ‘new approach’ fdram lhas been used by the EU since the 1990s.
They have been used to usher in further techniaabsrdization across Eurdp® In these directives
the exact form of regulation is usually limitedsmme very general requirements that must be applied
to a group of products. These requirements are ofigue and are very undetailed and not specific to
the almost unlimited potential range of productshwivhich the directive in question may be
applicable to. Rather than attempting to descrnibdetail the requirements of all possible products
and activities the directives relate to, there Wwél a presumption that general requirements stated
the directives will be met by following certain stiards that have been harmonized at the European
level. The detail required is essentially contaimgtthin these standards. This provides a certaialle

of pan-European harmonization, boosting the colnesfadhe single market. This approach also has
the benefit of being adaptable to future innovatioh directive that attempted to spell out all ploles
regulations in the smallest details would quickéctme redundant by new technological evolutions.
Reference to standards bodies however allows tthesetives to remain applicable even in the face
of unforeseen technological innovation. The syséenployed in the new approach requires however
is that adequate standards bodies exist and tlegt bmain vigilant and continue to produce
guidelines in the event of new technological inrimres an expeditious manner. The usual goal of
these directives is to allow the manufacturer iesgion to certify that the product meets the gdnera
requirements in question. This allows the commu@iE/mark to be affixed to the device question as

449 See for exammple Council Directive 93/42/EEC ofllide 1993 concerning medical devices, Article iledive
2004/108/EC of the European Parliament and of tenCil of 15 December 2004 on the approximatiotheflaws of
the Member States relating to electromagnetic cailmipty and repealing Directive 89/336/EEC, Aric8 and and
Directive 2006/95/EC of the European Parliamentafrthie Council of 12 December 2006 on the harnadiua of the
laws of Member States relating to electrical equptrdesigned for use within certain voltage limigjcle 8
“%Pelkmans., J, (1987), ‘The New Approach to TecHnitarmonisation and Startdisation’, The JournalGafmmon
Market Studies 25, 3,
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a symbol of its compliance with the relevant regaless. The ‘new approach’ directives described
below generally serve two primary purposes filsgytimpose a minimum set of requirements that
are to be seen as acceptable across the Union,jrtiueving safety and second, they provide a
reassurance to manufactures that if they meet megthirements their products should, in theory, be
allowed to circulate freely within the Union. Thallbwing pages will highlight the most prominent
directives in relation to matters of mHealth. Thidl culminate with a focus on the Medical Device
directive which represents the most arduous oihthe approach directives in terms of a regulatory
barrier for those wishing to bring medical productshe market.

The Product Liability Directive

Product liability arises through the idea that astoner has a right to legal redress for damageadhat
caused by a defective product. Traditionally resirean be found through both contract and tort law.
A solution in contract is often more difficult torfa consumer that has been harmed than in tog. Th
is because for a consumer to have a valid acti@omtract for damage caused by a defective product,
provision will have to exist in the contract allowgi redress for such problems. Consumers are also
often in a position of greater weakness than selierterms of understanding and availability of
information?** Often product suppliers or manufactures seek &mve such provisions out of
contracts in order to reduce their own risks wealgthe protection for the consumer to be found in
such contracts. Another problem that occurs fretfjy@mthe healthcare industry is that the consumer
(usually the patient) often does not sign a forpmaitract for the provision of healthcare produats o
services, meaning that such individuals are unjikelbe able to find a means of action in contract
law for problems they have suffered. These problass®ciated with the law of contract often make
it unappealing as a form of redress for harm catrsedefective product§? Fortunately, many legal
systems have developed protection in their varsyssems of tort law. Such protection often appears
in the form of a right of action for consumers wiave suffered damage at the hands of various
defective products against the manufacturer ofgtegluct in question, even if there is no direct
relationship between the consumer and the manuécfue. the product has passed through the
hands of intermediate$)? In this way tort allows a flexibility that is oftenot present in contract law
due to the notion of privity of contrdct.

The varying situation with regard to tort system&ach Member State provided a cause for concern
for the Commission because the presence of oftéeridg and even conflicting laws represented a
barrier to the implementation of the single marléet.a result the Product Liability Directi¥’8 was
enacte®® This directive harmonized (to a very limited ex)e Member State tort laws by
introducing a basic and uniform protection for ammgrs against defective products. The main
principle of the directive is that consumers catldhmanufacturers liable for defects in their praguc
that give rise to damage. The Commission wanteddtrextive to provide for a regime of strict
liability, something that was new to some MembeatStlegal systed¥. Under such a system
manufactures would be responsible for all defextthéir products even if they had not been at fault
in their design or manufacture. In order to garier consensus needed to produce a directive, the

1 Stuart., C, (1981), “Consumer Protection in Masketith Informationally Weak Buyers”, 12, 2, 56873

52 Stanberry., B, (2006) “Legal and ethical aspettelemedicine”, Journal of Telemedicine and Tatec

“53 Donoghue v Stevens§h932] UKHL 100 is the well known decision frometidouse of Lords which established tort
of negligence in the UK. There the court found tinet manufacturer of a brand of ginger beer wamately responsible
to the consumer who had become ill after drinkinigottle that was infested with snails. This waspitesthe fact that
there was no direct relationship between the twihvadeer had passed through middlemen in the tirean

54 The notion privity of contract expresses the ittedt an individual that is not bound to a contiaea signatory can not
be bound by it's contents. See: Lilienthal., J8@8 ‘Privity of Contract’, Harvard Law Review, %, Dec 15, 1887
“>*Council Directive 85/374/EEC on the Approximatiohtbe Laws, Regulations and Administrative Provisiof the
Member States Concerning Liability for Defectiveéucts. OJ L210/29

5% An important motivator behind the directive, inditibn to preventing competition distortions wae tthalidomide
disaster that occurred with children in the 1960d 4970s. See: Stanberry., B, (2006) “Legal amicet aspects of
telemedicine”, Journal of Telemedicine and TelecdPe 166-175, 174

5" The UK for example did not recognise a systentridtsproduct liability before the directive waseated.
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directive provided for a general system of no fdidbility, but with certain exceptions. These
exceptions provided certain conditions that, mactuf@s could abide by in order to exclude the
possibility of liability for unforeseeable defedtstheir products. For manufacturers of healthtesla
products this compromise can provide an importa@ssurance that if they act properly and
according to proper procedures they can avoidliigbFor manufactures who might be involved in
producing aspects of mHealth products it will bgartant to be familiar with such principles and the
application to their industry in order to avoid eeassary exposure to liability. In order to do this
manufacturers are required to have documentaryerue that any damage that might arise was
unforeseeable at the time of manufacttfteThis will require mHealth manufacturers to shdwtt
they had an up-to-date knowledge of the literatanel findings on telemedicine and e-Health
services. One UK judge stafdd that UK law requires manufacturers to be prudéure a
requirement would seem to entail that manufactuskauild show that they have actively considered
all known possibilities in ruling out potential @éet. This requirement of prudence, whilst offering
improved protection to consumers however placesrddm on manufactures that is likely to have a
negative effect on the innovation of mHealth saola$i, one where those who are too impatient to see
state of4(tsg1e art e-Health solutions reach the maake at risk of increased exposure as a result of
liability.

The Low Voltage Directive

The Low Voltage Directive (LVD¥'is intended to apply to a wide range of electraglipment that
utilizes voltage within a limited rand@” This often corresponds to products that are irgdrfdr use

by simple consumers or individuals that are notiregys. Importantly from the perspective of
mHealth issues, the directive states that it is apylicable in the case of equipment destined for
‘radiology and medical purpose®€® Unfortunately the directive does not provide acleefinition of
what exactly this means. A sensible approach weakm to be to assume that this means that the
LVD will not be applicable where devices can bessi&d as a ‘medical device’ in terms of the
Medical Device Directive (see below). This wouldléed seem logical because the Medical Device
Directive imposes a greater regulatory burden omufaturers including for issues of electrical
safety*®* This approach would however mean that some devib@zh could be considered as having
a mHealth application but which would not fall undiee definition of a medical device according to
the Medical Device Directive might well have to qaisnwith the LVD*® This could include devices
that give lifestyle advice or so called well-beidgvices and also other devices that have a pseudo
medical use such as devices that aid individuastdp with bad habits such as smoking or eating too
much. This means that though manufacturers of dagltes, even if they are not subject to the more
strenuous requirements of the Medical Device Divecwill have to still comply with the LVD
(assuming the product in question is electrical).

The Low voltage Directive was one of the earliastw approach directives’ and follows that

approach. It sets out only some very general rements. These include for example that the
equipment in question ‘can be used safely for timp@se that it was made’, ‘that risks to human and
animal health will be minimalized’ and that the vitee will not be a danger under normal hazards

%8 Directive 85/374/EEC, Article 7(e)

59 Lord Edmund Davies in Independent Broadcastinghétity v EMI Electronics Limited and BICC Constria
Limited (1980)

“Stanberry., B, (1998) ‘The legal and ethical aspedttelemedicine. 4: Product liability and jurisiitbnal problems’,
Journal of Telemedicine and Telecare, 4, 132-138, 1

“*The Low Voltage Directive 2006/95/EC

““Directive 2006/95/EC Article 1 states that theediive applies to electrical equipment that utisevoltage between
50 and 1000V for alternating current and 75 andd1f60 devices that use direct current

“*Directive 2006/95/EC, Annex Il

%4 Requirements on electrical safety are includeldéulical Device Directive See: Directive 93/42/EE@ex |,
Section 12.6

“%°A dicussion about the medical device and the digimiof a a medical device can be found below. fffaén issue here
appears to be the inteded use of the prouct initpues
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and conditiong®®. In line with the ‘new approach’ methodology thexeists a presumption once

again exists that such requirements have been ynebmmpliance with the relevant European or
international standar®. As with the EMC directive (below) the manufactuerequired to perform

a conformity assessment and keep it on Union ¢eyrifor ten years after the product has been
manufacturetf®. Once the manufacturer has completed the confprasisessment it is required to

issue aﬁecgeclaration of conformity, after which t6& stamp can be affixed to the product in
question™.

The EMC Directivé’®

Numerous devices produce and detect electromagrestiation as part of their functioning. This
involves not only products and devices used inhbalthcare sector but also many other sectors,
ranging from specialized industrial equipment teides found in the average home. The problem
that can occur with such an array of devices irsterice is that they have the potential to interfere
with each other’s operation. This can have negatoresequences, ranging from inconvenience with
respect to simple household devices or more caf#str consequences in devices that are safety
critical such as those involved in transport andltheare. As a consequence there is a need for
regulation to control on the one hand, the emissioBlectromagnetic Interference (EMI) from such
devices and on the other, the resistance of devweatie EMI of other devices. Without such
regulation there would be little to stop manufaetarfrom creating products that through their EM
emissions would unnecessarily interfere with othbrsaddition, regulation is also needed to ensure
that the manufactures of critical devices are ckpabwithstanding the ‘background’ emissions of
other devices. In order however to prevent MembateS regulating such matters individually in a
manner that would create conflicts and barrierdiwithe internal market it was necessary for the EU
to act in order to introduce a certain level of rhanization in order to allow for the correct
functioning of the internal markét' This approach, like that of the other directivastlie ‘new
approach’ category, depends on the possibilityedérence to a number of standards that are be
created at the European level. Compliance (whicbpigonal) with the standards relevant to the
product in question will invoke a presumption tha product in question is safe and therefore is to
be allowed to circulate freely within the Union.i§imeans that Member States are not permitted to
erect barriers to the free circulation of such piaid.

The directive’s essential requirements require tfetices which are likely to be sensitive to EMI
issues are required to be designed and manufachanadg regard to the state of the art so as to
ensure that the electromagnetic disturbance wiighrierates does not exceed the level above which
radio and telecommunications equipment of otheragsvcan not operate. Additionally, devices must
be designed to be able to operate in the presdribe expected level of electromagnetic interfeeenc
in the environment in which it is expected to opefd The manufacturer is expected to perform a
conformity assessment of the product in order ®usmthat it meets these essential critétiahe
manufacturer can demonstrate that it has met sutérig by reference to the relevant set of
standard¥” It is required to keep documentation relatedhis tonformity study for at least ten
yeard”®. Upon completion of this process the manufactisegp make a declaration of conformity

“*Directive 2006/95/EC Annex 1

**Directive 2006/95/EC Article 5

**Directive 2006/95/EC Annex IV Point 3

“*Directive 2006/95/ECArticle 10 and Annex Il

“"Directive 2004/108/EC of the European Parliameuntaiithe Council of 15 December 2004 on the appnasion of
the laws of the Member States relating to electigmetic compatibility and repealing Directive 89/83EC
“" This is given as a justification for the directiverecital 3.

4724ThHjrective 89/336/EEC, Article 1, Annex 1

“"Directive 89/336/EEC, Annex Il Art 1

“Directive 89/336/EEC, Article 6(2)

“"Directive 89/336/EEC Annex Il Article 3
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that is open to the inspection of the relevant atiks if so requestet® Once this has been carried
out the manufacturer can affix the CE stamp toptieeluct in questioft’’

It should be noted however that the Medical Deagective also contains requirements in relation
to the emission and tolerance of EfMi.Given that the MDD contains more onerous requirgsia
terms of proving safety this will represent a geedturdle in terms of a regulatory barrier than the
EMC directive. What is once again crucial is fornuatacturers of products that have a potential
mHealth application to be aware of is the defimtiaf what constitutes a ‘medical device’ in the
MDD as if their product is caught by such a defamtit will be incumbent upon them to meet the
more stringent requirements of that directielf a potential device is not classed as a ‘medica
device’ then the lower regulatory obligations oé tEMC Directive will be the primary focus for
those involved in the manufacture of this type efide.

The Medical Device Framework

If manufactures wish to place a new medical devitehe European Market the design, manufacture
and testing of the product in question will likélgve to comply with the EU framework on medical
devices. Given that any mHealth scenario is likelyemploy medical devices, the existence of the
Medical Device Framework (MDF) is of importance.eTWedical Device Framework is extremely
complex and of an ever evolving application. It ceapresent a significant regulatory barrier to ¢hos
wishing to innovate in the area of medical devioksshort description of the aspects relevant to
MovingLife and mHealth is presented in the pagdeve

As with other areas of its intervention into heedtte regulation the MDF acts primarily so as to
protect the internal market i.e. the free movemeigoods®® within the Union'®! Prior to the
introduction of the EU framework on Medical Devigaghe 1990s, the regulation of medical devices
was subject to the differing regimes of each menskage. This created barriers to the functioning of
the single market and the free circulation of madevices. As a consequence, the Commission
decided to harmonize regulation in the area of padievices so as to remove obstacles to the
internal market. In addition the Medical Device ework also aims to provide users in the
European Single Market with a higher degree ofgmiidn than that which existed previously. This
occurs by requiring that the same basic safetyireauents are present throughout Europe. This was
effectuated by the harmonization of essential meguents and certification and inspection
procedure®? The three EU directives, which represent the N&dDevice Framework lay down
numerous different requirements and basic safetydsirds which a product must meet before it can
receive approval to be placed upon the Europeakanarhe directives in question &fé

47® The manufacturer is also able to opt for a diffiéfgrocedure where the notified body carries ouinapection of the
manufacturer’s documentation. If this occurs thenafacturer can then add a certificate of such icispe to relevant
documentation for the product see Directive 89/B&&Z, Article 7 and Annex IlI

“""Directive 89/336/EEC, Article 8

4’8 Requirements on resilience to electromagneticrfetence are also included in Medical Device DirextSee:
Directive 93/42/EEC —Annex |, Section 12.6

*"“That the MDD imposes stricter requirements thatBEMC directive is logical given that it has beemwh that EMC
interference with critical medical infrastructuranchave potentially lethal effects. See: Calcagni, Federica., C, and
Bartolini., B, (2007) ‘Electromagnetic immunity ofedical devices: the European regulatory framework

“80 The main treaty provisions related to the freeddmovement for goods are Articles 34—36 TFEU

81 The recitals of the Medical Devices Directive (MPB3/42/EEC begin by referring to the Single Markst a
justification for action.

82 Single Market Regulation on Innovation: Regulatdtgform and Experiences of Firms in the Medical iDev
Industry” Institute for Prospective Technologicalides Seville, October 2000 P28

83 Note: The Medical Devices Directive (MDD) has beemsequently amended by four directives and ogelation.
These are; Directive 98/79/EC of the European &adint and of the Council of 27 October 1998; Divec2000/70/EC
of the European Parliament and of the Council oNb§ember 2000; Directive 2001/104/EC of the EusspParliament
and of the Council of 7 December 2001; Regulati®C]j No 1882/2003 of the European Parliament arnitieCouncil
of 29 September 2003 and Directive 2007/47/EC efthropean Parliament and of the Council of 5 Selpée 2007/
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« The Medical Devices Directive (MDD) 93/42/EEC ameddby Directive 2007/47/EC,;
. The Active Implantable Medical Devices Directivel (D) 90/385/EEC?*
« The In Vitro Diagnostic Medical Devices Directii®DMD) 98/79/EEC.

The MDD is applicable to most medical devices, wvift AIMD**® and the IVDMD?®® applying in
only more narrowly defined circumstances. The MDIlI therefore likely apply to most medical
devices related to mHealth that are to be placetth®market in Europe. In order to be placed en th
market, all products that fall within the scopetloé directive and meet its requirements are require
to bear an EC conformity mark to show compliancehwie directive. The aim of this is to allow
products that conform to the directive’s requireteein be sold freely throughout the EEA without
hindrance from national governments. The Medicali@e Framework is important for the e-health
sector especially with regard to medical softwéa ts used in many applicatioffé. The impact of

the MDD framework on the medical software indudigs become yet more pronounced with the
event of Directive 2007/47/EC, which widens theimigbn of medical devices to include software
(see below}® The MDD Framework represents only a limited harisaiton of essential device
requirements. This harmonization is restricted dopdion of certain essential safety criteria with
which all products must conform to. The requirersesnte worded in a general manner so as to be
adaptable to as wide as possible a range of singtin order to ensure that the MDD Framework
aids in creating a single market for medical devigghere such essential requirements are not
expressed within the directive a system of muteabgnition is employed. Under such a system
devices recognized by the relevant body in one Men8tate as meeting its standards, must be
recognized in others. The directive therefore asdaal approach, one that utilizes both the cascep
of mutual recognition and harmonization.

The Definition of a ‘Medical Device’

In order to decide whether a device is subjedhéortiles of the directive it must be discerned waet

it is a ‘medical device’ or not. The definition @fhat exactly a medical device is described as
any***instrument, apparatus, appliance, software, maa€or other article, whether used alone or
in combination, including the software intended itsy manufacturer to be used specifically for
diagnostic and/or therapeutic purposes and necgs$ar its proper application”. Such a device
should be intended by the manufacturer for one ofiamber of defined purposes, one of which is,
“diagnosis, prevention, monitoring, treatment oleafiation of disease”.

Devices not used for this purpose, including soféyavould therefore not be classed as a ‘medical
device’ and therefore not be governed by the direcHowever, software that does not perform one

84 The Active Implantable Medical Device Directive0(985) regulates powered implants or partial imgahat are
placed in and left in the human body. The defimitaf active implantable devices is based on thaniieih of medical
devices and is defined as followagtive medical device' means any medical devilygnigefor its functioning on a source
of electricalenergy or any source of power othearththat directly generated by the human body orvigydActive
implantable medical device' means any active médieaice which is intended to be totally orparyyaihtroduced,
surgically or medically, into the human body orfgdical intervention into a naturalorifice, and whiis intended to
remain after the procedure.

“85 This Directive covers all powered medical devidemlanted and left in the human body, such as pakers,
implantable defibrillators, implantable infusionmps, cochlear implants and implantable neuromusetilaulators. The
Directive also covers implanted passive parts tiffaadevices such as pacemaker leads and adaatet®xternal parts
that are an essential part of the systems, e.gnpeker programmers.

“86 This Directive covers any medical device, reagemagent product, kit, instrument, apparatus otesyswhich is
intended to be used for the in vitro examinatiorsobstances derived from the human body, suchasllgrouping
reagents, pregnancy testing and Hepatitis B tést ki

87 Callens., Stefaan, ‘The EU Legal Framework on Bkhein Mossailos., E, Permanand., G, Baeten.HBrvey., T
,“Health Systems Governance in Europe” Cambridgevéisity Press

88 See The Guidelines on the Qualification and Clission of Stand Alone Software" has been publisas MEDDEV
2.1/6 January 2012 for a description of how staodesoftware can be assessed as meeting the M&B&ntial
requirements. 2.1/6

“89 Directive 93/42/EEC Article 2(a)
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of the above functions itself will still be considd a medical device if it is used in combinatiathw
another medical device that does meet the aboveititai. Meeting the definition of a ‘medical
device’ is therefore likely to entail the need tnply with a more onerous set of regulatiSshan
might have otherwise been the case. This will €atgreater investment of money and time for those
manufacturers concerrf®d Another important aspect of the definition usadtie directive is its
emphasis on the ‘intentions of the manufacturenisTneans that a device will only be caught by the
definition in the MDD if the manufacturer in questiintends that it is to be used for one of the
purposes described in the directive. This provisi@®e security for manufacturers, including those
involved in the mHealth sphere, as it means they tho not need to meet the requirements of the
MDD as a result of all possible uses of their devig device will not be classed as a medical device
if it is possible that an individual might make usfethe device in question for one of the actidtie
described in the Directive if the manufacturer n@atl intended or foreseen that the device would be
used in such a manner. The inclusion of the wardsrided by the manufacturer’ therefore provides
an important element of protection, especially évides that can have dual or multi-uses, but where
such uses were not envisaged by the manufacturer.

Software as a Medical Device

Directive 2007/47/EC represented an important iation to the MDD framework, not least because
it introduced software as a technology category twauld also be classified independently as a
Medical Device. This applies not only to standarddinal devices but also to active implantable
medical devices. This innovation had become importzecause in the years since the original
directives were enacted, the prominence of softwmara medical device has increases dramatically.
Indeed, in many cases, the software itself can represent all if not the most important part of the
medical device in question. The range of functithhad such software could perform is enormous, in
some cases calculating the dose of a particulay tirat should be administered to a patient but not
actually being involved in such administration, lshin other cases the software might be built into
an implanted device that plays a role within thebidself. Indeed, the use of software has allowed
an ever greater increase in the complexity of na&dievices. With such an increase in complexity
however comes an increase in dangers to thoseathatising such devicE4 The wide range of
possible roles software can play as a medical demade its explicit introduction by Directive
2007/47/EC necessary. Software programs will like#ycentral to future mHealth applications that
use sophisticated mobile devices with various etemef computing technology inbuilt.

The expansion in the definition of what exactly stitates a medial device means that manufactures
of software in/for medical devices will have to ¢a&are to insure that the device in question meets
the requirements of the directi%&. Additionally, if the software in question is nitgelf a medical

90 Other more general regulatory regimes will stilwever apply. One such directive that has a venege application
to all products placed on the European market pkadbe Direictive on the approximation of the lawesgulations and
administrative provisions of the Member States eoniag liability for defective products (85/374/EE@nother very
generalized directive that applies to low voltageipment is Directive 2006/95/EC of the Europeani®aent and of
the Council of 12 December 2006 on the harmonisatibthe laws of Member States relating to eleatrisquipment
designed for use within certain voltage limits. Agdhally equipment that utilizes portions of thée@romagnetic
spectrum must often meet the conditions of the EMitective, i.e. Council Directive of 25July 1985 dhe
approximation of the laws, regulations and admiatste provisions of the Member States concerniadility for
defective products

91 For example trial of medical devices must obthain strict informed consent of all participants. sThiles out all trials
on individuals that are medically incapacitated dgample. See: Singer., E, (2002) “Implicationgref EU directive on
clinical trials for emergency medicine”, British Wlieal Journal, 324, (7347), 1169-1170

492 Mc Caffery., F and Coleman., G, (2007), “Develapim configuration management capability model fer medical
device industry”, International Journal of Inforneet Systems and Change Management, 2, 139-154

“Srorsstrom., J (1997) “Why certification of medisalftware would be useful?”, The International Jaliof Medical
Informatics, 47, 3, 143-151. “The main argumentdsist all attempts to regulate medical software Ibeen that it is
impossible to guarantee that software is error-fflEeis is true of all software. However, in medicaftware the
correctness of medical knowledge is at least agitapt as the correctness of the code itself. Tadical contents of the
software could usually be evaluated but the endsude not have the time or possibilities to do so”.
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device but is responsible for controlling anothaygcal device that fits within the definition of a
medical device, then such software itself will Hassified as a medical device. Other types of
software that will be caught by the device incledétware used in analyzing patient data generated
by a medical device with a view towards diagnosid monitoring. This could include software used
to provide images from scans or even data anatgsis that interpret data provided from other
devices. Software that meets such criteria musippeoved under the MDD criteria and itself carry
the CE mark of approval.

Manufactures of software that can be categorizededical devices face several important problems
that do not occur as commonly for manufacturestioéiromore conventional medical devices. These
issues will be important for those involved in mHleaactivities. One such example is software

updates. Such updates are a common feature of s@nputer programs including those used in
medical devices. Such updates may be installedlagguduring maintenance or possibly even

uploaded automatically through the Internet. Thoegby to miss, it is important for manufacturers to
follow correct procedures for such updates, makung that the update in question complies with the
MDD***, This may entail once again following all the nigos regulatory testing requirements (and
placing of the CE mark) that were required whenatiginal programme was developed.

Software that falls outside of the Medical devitedtive

Whether or not a potential innovation is likelyrteeet the definition of a medical device will be an
important consideration for manufacturers, one Wiey are likely to give careful consideration to.
Although the definition in the MDD Framework is ersive there will be numerous types of
software(many that fall within the realm of M-Hdglthat may have a pseudo medical function and
that will not fit within the definition above of medical device. Such programmes will escape the
need for compliance with the MDD Framework. Suctiveare could come in many forms. Examples
could include educational software designed tomaatlical professionals or software designed to
manage databases such a patient records. It weeild that devices designed to promote ‘well being’
for individuals such as life style applications webdiall outside the application of the MDD. This
could include applications such as calorie coungipglications, pedometers to measure steps taken
in a day and a whole host of other devices or apptins.

Software and the ‘Intention of the Manufacturer’

The reliance of the ‘intention of the manufacturas’ a determinant of whether a device is indeed
‘medical device’ for the purposes of the MDD praegdnteresting problems with regards to modern
innovations involving the use of mobile phones.e@ould imagine for example an individual using
certain phone applications to calculate heart @atealorific consumption in order to decide upoa th
administration of a treatment or medicine. If thamafacturer had not intended the application in
guestion to be used in such a manner it would seglynnot have to meet the requirements of the
Medical Device Framework. The existing consensumigever that this reliance on the ‘intention’ of
the manufacturer is not there to allow abuse byufaturers, who might falsely claim that they did
not intend the medical device in question to bedusea medical device. This is because the aim of
this requirement is that the product itself willnge as the best evidence of the intent of the
manufacturer. This point was highlighted by Dariaoano, Consultant Regulatory Affairs,
Eucomed at a MovingLife worksh&p.

Mr Pirovano also highlighted the effect such a owtis likely to have on the numerous applications
or ‘apps’ that are now available for download otite latest generation of mobile phones, known as

9% This means ensuring that changes are well docwdenalidated and approved. All significant changasst be

reported to the relevant notified body. If the olpesi made alter the classification of the Medicalice manufacturers
will have to perform a new conformity assessmenttfie device in general. If a CE certificate wasued for previous
versions of software i.e. where the software iteelf considered a device the manufacturer musttheless contact the
notified body informing it of the changes that hdeen carried out. Standard EN 60601-1-4 providisetines on how
this can be done.

49 Consultation Workshop mHealth in a Socio-econo@oatext, 18 January 2012
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smartphones. Of the hundreds of thousands or pypssuen millions of apps now available for
download many are of a possible medical or quasiicaé application. The producers of these apps
have in the vast majority of cases not made antefficcomply with the MDD and are likely not even
aware of it's existence. The implication of thighsat many of these apps have in reality been glace
illegally on the European market. One might wek #e question however as to whether these apps
are indeed medical devices and if they do indeegbgrtito carry out a medical function. Mr.
Pirovano indicated that many of these apps do putpomeasure a physiological process and are
therefore capable of being caught by the definibba medical devi¢€®. This means that at present
an app that claims to be capable of measuring h&t@re.g. for exercise purposes should be cladsifi
as a medical device and should be subject to theDWIDegulatory regime. This presents a
problematic situation as use of smart phones engftoclaimed as being an essential aspect ofefutur
mHealth strategies. There also exists the probteh goftware that claims to be a medical device
must be certified as meeting the MDD’s essentiguiements. Software that can be classified as a
medical device and requires an external physicaluteoto function must be tested in use with that
apparatus. In such instances these extra modulasamssorie$®’ (in this case mobile phones) must
be fully tested in conjunction with the softwareqguestion as if they were one medical device. This
would in reality mean that the apps in question ivdwave to undergo the full regulatory procedure
for each and every phone they were to be used Witls. obviously does not occur at present. This
means that the MDD was to be correctly appliecheorhany apps currently available on the market it
would likely have a big and very much inhibitingpect. Another problem associated with apps is
that they are not able to (mostly) present propstructions for use, another requirement of the
MDD. Not only does this mean that it is difficutirfsuch apps to convey instructions of the safe use
of the app in question, but it also needed to cyproertain legal formalities that must exist in the
instructions for use of medical devié&s These include for example the CE marking in dsect
form, i.e. its correct dimensions and indicatingttit applies to the device in question under the
MDD. At present it is difficult to see how apps caomply with this requirement. Mr Pirovano
indicated that there will need to be co-operaticgtween the regulatory authorities and the
manufactures involved in this sector in order toabée to come to a reasonable solution in a future
possible revision of the medical device directive.

14.9 The Role of Standards within the MDD Framework

The MDD recognizes that medical device manufactucan demonstrate adherence to the directives’
essential requirement by following standards reléva their area of expertise. Manufacturers can
use standards to set out objective definitions batwthe necessary requirements would be for a
particular device. The European Standards bodids &l CENELEC have the role of ensuring that
further technical guidelines are produced withimianized European standafd$These bodies are
tasked with producing European standards that, émeeed, are binding on all bodies within the
Member States. This reduces the possibility of latisfbetween different standards, such as those
that might have been produced by bodies in the Merfitates before the establishment of a single
European set of standards. Despite the importandele potential benefit of using standards, their
use is voluntary. This voluntary nature of standasithin the MDD framework is important. This is
because standards are primarily based upon preexpsrience with medical devices. Given that

9% The Medical Device Directive says that one funtiid devices investigation, replacement or modifawaof the
anatomy or of a physiological process.

“9Article 1(2)(b) ‘accessory’ means an article whichilst not being a device is

intended specifically by its manufacturer to bedusmgether with a device to enable it to be useatordance with the
use of the device intended by the manufacturenefievice.

498 For example Annex |, Section 9(1) indicates th&hie device is intended for use in combinatiorthwather devices or
equipment, the whole combination, including ther@mtion system must be safe and must not impaspbkeified
performances of the devices. Any restrictions anmsist be indicated on the label or in the instonst for use.”

9 Single Market Regulation on Innovation: Regulatdtgform and Experiences of Firms in the Medical iDev
Industry” Institute for Prospective Technologicalides Seville, October 2000 P28
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novel, innovative products might be very differéman those products that have preceded them; the
need to meet pre-existing standards designed wffiereht medical devices in mind might hamper
further innovation. The voluntary nature of thetsndards means that manufacturers are able to use
alternative methods to demonstrate the safetyaif firoducts®® Such flexibility will be important

for innovations in m-Health that will often be inmains that do not have clear precedents. There are
a number of software standards available that naatwfers can use to demonstrate compliance with
the MDD’s essential requirements. Despite this jpbssflexibility, it is, in order to facilitate a
regulatory process more conducive to innovationartgnt that standards for m-Health are developed
and regularly updated. This is because adherensadio standards is a certain method of ensuring
compliance with the essential requirements of tHeDVi®* This makes the task of manufacturers
easier as available standards mean the availalofitylear roadmaps to follow. Where existing
standards are not suitable, manufactures do na twafollow them if they are able to demonstrate
using other methods that the medical device in tquesneets such standards. This freedom is
important in allowing innovators the flexibility tbring new products to the market, though it can
entail, in effect, a greater burden of proof formuiacturers. Andy Vaughan, a Healthcare Sector
Rapporteur at CEN highlighted the need for refofrthe standards making process in a MovingLife
Workshop®®? He stated that the present cycle involved in theation of standards is too slow to
accommodate the speed at which new software (capdlbeing classified as a medical device is
being created). Given this, it will be necessaryeform the process so that software standardbean
produced more rapidly in the future, accommodatirgincrease in software based medical devices
that are likely to occur.

14.10 Device Categorization

The MDD framework recognizes that different classésnedical devices exist, to which different
levels of stringency should be appl®@d.This can have important and beneficial effects on
innovation in the medical device sector, given ldnge variety in potential medical devices. Such
variety means that it would not be conducive tmiration in general to apply the most stringent sets
of standards to all products as some will by theny nature carry less risk than others. This means
that manufacturers of mHealth products may factemiht regulatory hurdles depending upon the
type of device in question.The different proceduogen to the medical device manufacturer for
assessing conformity in different risk classes varthe level strenuously according to the class th
device has been categorized with. The followingageaphs represent a very brief outline of these
classes together with some examples of what magduered for such devices.

CLASS | — In general all non invasive devices are categdras Class | devices. There are however
certain exceptions to thf¥. For this class, the manufacturer is responsible declaration of

% These include national and international standtiraishave not been given the status of

harmonized, industry standards, internal manufaectstandard operating procedures developed byndiridual
manufacturer and not related to an internatiorsalddird and also where possible current state arthtechniques related
to performance, material, design, methods, prosessepractices. See Single Market Regulation onovation:
Regulatory Reform and Experiences of Firms in thedial Device Industry” Institute for Prospectivechinological
Studies Seville, October 2000 P28

1 The following standards have already been harredriisroughout the EU and are available for use hgufacturers
in showing conformity with the MDD’s essential réguments. These include EN 60601-1:2005 — relatingeneral
requirements for basic safety and essential pedoom, EN60601-1-4 relating to programmable eletrioedical
systems, EN 60601-1-6 relating to useability and @&1804 relating to standards for risk-managemeinedrlife cycle
requirements for medical device software.

*02 Consultation Workshop mHealth in a Socio-econo@oatext, 18 January 2012

*%3The classification of medical device productsdul$ criteria outlined in Annex IX of Directive 924£EC. It contains
definitions and 18 rules that are a set of broatestents relating to product properties, functiand intended purpose
rather than a list of products. This has the adgatof being more flexible and better able to takes technological
developments into consideration. A list of produaisthe other hand would only require constant tipda

04 Annex 9 Rules 2 — 4 These include devices intefioledhannelling or storing blood (Class lla),

devices intended to modify the biological or cheshicomposition of blood or other body liquids (GlHa), certain
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conformity with the provisions of the directiveclading compliance of the product with all relevant
Essential Requirements. This means that the manuéads legally obliged to meet those Essential
Requirements. The manufacturer is required to metechnical documentation for inspection (if
required by national authorit®s. For certain products in this class e.g. sterijeigment) national
bodies are required to intervene by checking aespecific characteristics such as claims to #ieril
for example.

CLASS IIA - Surgically invasive devices which are intendetlydor ‘transient use’ are generally
categorized as Class 14 devices. In addition all active therapeutic matlidevices intended to
administer or exchange energy are categorized assQla unless they do so in a potentially
hazardous way, in which case they are categorigé€tiass 1lb In addition to the retirements for Glas

| medical devices, for Class Il devices, a Notifady®” must back up the declaration of conformity
in all cases with a conformity assessment. Theufie&turer has the choice between various types of
assessment including an audit of the productionlityuassurance systeff, an audit of final
inspection and testing of the device in questioramrexamination and testing of sample products.
Alternatively, the manufacturer may follow the fgjliality assurance route as for Class llb devices
(see below).

CLASS IlIb/lll - Active devices which are intended to adminiségnove medicines which involve
the administration of a potentially dangerous dessified as Class llb. Again, as with Class Ilb,
Class 1l devices have the possibility of assessingformity for design and production is the
operation of a full quality assurance system tlzst bheen audited by a Notified Body. This involves
the manufacturer following quality assurance stasgl@oth during the design process and during the
production and testing process. In addition thigfied body must carry out a quality out surveiltan

of the manufacturer’'s adherence to the quality rmbrdrocess verifying the quality of the device’s
design and issuing an EC certificate of design exation. Alternatively, the manufacturer can use a
similar but slightly different process whereby tmeanufacturer submits type and technical
documentation to the Notified Body, which will thascertain conformity. The manufacturer must
also make use of one of the audit of productiorityumethods described in Class Il a above.

CLASS 11 °°° - Devices incorporating medicinal products asraagral part and which are liable to
act upon the human body with ancillary action tat thf the Medical Device itself are categorised as

devices that come into contact with wounds (Cladasot 11b) or injured skin (Class lla or lIb) (usle they are merely
acting as a mechanical barrier in which case thetll Class I)

% This documentation must be prepared prior to ngkire CE declaration of uniformity and must be kisé for
manufacturer by notified bodes. See: Schnoll.,1997)“The CE Mark: Understanding the Medical Deidieective”,
Paton Pr.

*%See Annex 9 Rule 5. Devices intended for transiiemation are classified as type I, devices intenfdedong term
duration are classified as type lla and devicemnithed for long term use are classified as typéeXoept those to be used
in the oral cavity as far as the pharynx, inthe asafar as the ear drum, in a nasal cavity andtwaie not liable to be
absorbed by a mucosal membrane, such long-terntetedre categorized as lla).The exceptions toatleisa) devices
used to control, diagnose or monitor a heart otrakmirculatory system defect through direct cohtgClass l1ll); b)
reusable surgical instruments(Class |); ¢) instmis¢hat are used in direct contact with the céngavous system (Class
[); d)devices which supply ionizing radiation @3is 1lb), devices intended to have a biologicaatfbr to be wholly or
mainly absorbed (Class lIb); and e) those intertdextiminister medicine in a potentially dangeroasner (Class 11b).
97 Manufacturers are free to apply to any notifiedlyoin the EU and not only the one they are estaddisin. As a
medical device that has been one notified bodybeamarketed and sold anywhere in the EU this csemt®ide field to
which manufactures can go to seek approval. Inrtheowever such variation in the practice of Netifibodies should be
limited as all are meant to perform the same prastivhen approving new medical devices.

% The role of a quality assurance assessment systemensure that the highest possible standasisised in design,
manufacture and testing of the product in quest@nftware used in medical device directives isrofleemed to safety
critical land thus standards that apply to it whised in the context of medical devices must be evere exacting than
normal. See: Cosgrif., P, (1994), “ Quality Asswmnof Medical Software”, Journal of Medical Engiring &
Technology, 18, 1, 1-10

%9 Controls for this class are broadly equivalerthecontrols applied under Directive 90/385 EECdaiive implantable
devices.
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Class 1IP*°. Being classified in this class entails the mosnerous category of regulation for
manufacturers. The procedure for Class, Ill devisesmilar to those for Class llb devices but also
requires the manufacturer to submit the designieiossthe Notified Body for approval.

14.11 Future Revisions of the Medical Device Directive

Recommendations for a re-framing of the MDD Framagehrecently been providetf. It is hoped
that future iterations of medical device legislatiill place an even greater emphasis on software
given its increasing importance in medical devidasparticular there will be a need for a further
development in usable standards, especially comgeinteroperability. This will be important for
mHealth related aspects as increased networkinigyadoid interoperability will be a central facet o
future plans. It is likely that in the future, inder to realize economies in terms of health care
budgets, medical devices will be called upon toory diagnose, but also to prevent certain disease
in the first place. MDD regulation will have to gdao the evolution of such devices. With an
increase in the amount of software based medicatele and the increased use of ‘off the shelf’
software based applications that is likely to ocommes a consequent increase in the opportunity for
bugs, viruses and other malware to cause problemsder to ensure that the relevant dangers are
assessed and, where possible avoided, it will [poitant to ensure that standards are rapidly aleate
in order to meet such threats but also that matwies are given the possibility to employ novel
methods where the most recent standards are aldtef It will be important for future revisions of
the medical device directive to take into accouna issues described above and highlighted at the
MovingLife workshop. These include a need for thBMto be reframed in a way that will allow it
to correctly regulate mobile phone ‘apps’, a pasnimportant source of future innovation in
mHealth. In addition the process of standards ineatill need to be revisited in order to ensuratth
the production of standards meets the needs afdarsiry that is attempting to innovate. It will @als
be important to take into account the opinions aénMber State regulatory organizations. The
following points below summarise some of the aieggovement that Mariana Madureira, from the
Health Products Directorate of INFARMET, felt could be made to the Medical Device framework

« Security in data transmission: At present theregapes which present possible risks. Security
is not covered by the directive but, this couldrbproved in future revisions.

« Compatibility/interoperability of hardware and swéire: e.g. software modularity will be
important in various working environments such asyitals.

« Training (Physicians/Patients): more involvement abhicians and patients in mobile
technologies. Alert messages, for instance, relateisk situations. Industry if putting
monitoring systems on the market should mitigas&sii Thus, training is very important,
guidelines should be added to the device.

« Classification rules: specific rules for standalsoéware.
« Manufacturers rules: more guidelines

« Maintenance: there is a need for harmonized stdsdaglated to interoperability, at present
compatibility definition is very genefit®

Liability and other associated issues in RelatiomiHealth

eHealth will represent an important aspect of ®itmHealth strategies in Europe. This document will
explore how the issue of eHealth intersects withislan liability. Europe is estimated to haveone

°19 Annex IX Rules 13-18

*1 Council conclusions on innovation in the medicavide sector (2011/C 202/03)

*IANFARMED - National Authority of Medicines and HéalProducts, IP is a Portuguese Government agency
accountable to the Health Ministry. The objectigeté monitor, assess and regulate all activitiéating to human
medicines and health products for the protectioRudflic Health.

*These points were made at the ‘Consultation WonkshaHealth in a Socio-economic Context’, 18 Jap4x12
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third of the total global eHealth market, the indy$ias been estimated as having a potential \@lue
€20 billion>'* Telemedicine and eHealth is seen as a partiatisolto the growing demographic
crisis which many Member States are facing. Itapdd that the correct deployment of telemedicine
would allow resources to be deployed more optimaliys reducing the strain on healthcare budgets.
At present however, despite the existence of threfgan Single Market, laws relating to liabilityear
largely a matter of Member State competence. Tifuproblems occur in the use of medical
technology and the provision of medical servicesthlthelocation and theoutcomeof any legal
proceedings will depend upon where exactly thetrireat occurred. This may create legal problems
for service providers that wish to employ mHeal#séd solutions in different jurisdictions than thei
own. With such services it is often difficult toaige where exactly such services are actually being
carried out.In 2009 the Commission set out a nuob@riorities with regards to telemedicine. One
of these was described as being to address ‘isstidsability with respect to telemedicine
services>Unfortunately however, the Patient’s Rights Direethad little impact on eHealth and its
associated issues of liability. This means thatethe still a marked inconsistency regarding matter
of liability for eHealth when compared to convent@d medical services. This involves a system of
liability for failures in eHealth that runs counttr the logic that exists in the directive for more
conventional forms of medical treatment. This isamch will be important to those operating in the
ever expanding market that e-Health representstimed below.

Jurisdictional Issues — A difference between cotiweal medicine and eHealth based Medicine
Conventional Medical Treatment (i.e not using distbased e-Health methods)

According to the prevailing system of division @Hility which is re-iterated in the Patients’ Righ
Directive, conventional medical procedures aregad#rried out according to the laws and regulations
laid out in the Member State of Treatment. A cori@ral procedure can be considered one where
the patient involved physically travels to the MenState where the treatment is occurring. For the
purposes of this discussion non-conventional métheatment would include areas such eHealth and
telemedicine where the patient in question can memaheir Member State of residence and receive
treatment there. With regards to conventional medid is expected, and confirmed in the Patients
Rights Directivé*® that if a problem were to arise it would be dedth according to the laws of that
Member State of Treatment, i.e. where treatment taksg place. This means that conventional
medical institutions that treat an individual resitlin another MS would not face being brought
before a court in another Member State if they vegifault, rather disputes would be dealt with unde
the rules of the Member State where the servicepnasded.

eHealth and Telemedicine

With eHealth and acts of telemedicine however fbupe is somewhat more complicated. There are
broadly two regimes for determining which Membeat8t rules would apply to disputes arising
through the provision of telemedicine. The firshcerns ‘professional-to-professional’ uses, whith i
the telemedicine environment could for exampleudel a consultation of one health professional
with another specialist health professional (pesh&p discuss a patient’s condition). In such a
circumstance the ‘country of origin’ principle woludpply whereby the services must comply with
the rules of the Member State of Establishment. él@w, with ‘professional-to-consumer’ activities
the opposite situation exists, with the rules ef khember State where the consumer resides applying.
This means that the eHealth provider must, whenrigireg services to consumers, comply with the
rules of the Member State in which that individuesides. The consequence is that the eHealth
provider must be aware of, and comply with, thealegquirements of the various Member States in

14 Telemedicine for the benefit of patients, healtbcaystems and society — Commission Staff WorkirepeP
SEC(2009) 943 Final, June 2009

*1> See Annex 2 of Telemedicine for the benefit ofguas, healthcare systems and society — Commi&tiafi Working
Paper SEC(2009) 943 Final, June 2009 In additionynhdember States do not have a specific legal fremnk covering
aspects of telemedicine.

> Directive 2011/24/EU, Article 1
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which it provides services to individuals. Thisq#a a burden on eHealth providers and acts as an
inhibitor to the pan-European development of tldusiry. The Patients’ Rights Directive, itself does
nothing to alter this underlying position which @3 eHealth outside the usual regime for
determining liability. It could however on the othkand be argued that such a state of affairs
represents an important protection of the consumbeich in this case being a patient is an issue of
paramount importance. Such a setup allows an itdialito seek such services in another Member
State secure in the legal protection that appbelirn in his own Member State. This vision is the
basic idea of the Brussels Il regulation that rated liability in terms of services and other nratte
for business to business and business-consumesrsTaft

The issues above are important in relation to gicteonal disputes. Questions of jurisdiction are
important because they decide both the procedurdlthe substantive law that will apply to a
dispute. Procedural law can be important to parieshat it decides, amongst other things, the
location and the timeframe against which the dispitjuestion is to be decided. For individuals thi
can be of critical importance, as they will ofteslacking the financial resources or the know-how t
bring about proceedings outside their favored glictsoon (usually where they are resident). For
service providers such issues will also be impartetause although they are usually endowed with
more resourses than individuals, having to figlaicpedings brought about in other jurisdictions can
be extremely costly. With respect to substantiwe, Ithe jurisdictional setting can be decisive in
determining the outcome of a case as a set of gaets may be decided differently in different
jurisdictions with different laws*® The variation in the substantive law of the leggétems of the
EU’s member states is substantial and it wouldd@bd the scope of this work to explore in depth.
It can be argued that such a variation in substariéiw relating to matters of medical liability can
have a detrimental effect on the use of telemediend therefore matters of mHealth. This, it is
argued results from the uncertainty that havinghsac variation in laws creatés Future
harmonisation of such laws could remedy such alenoband may permissible under the EU’s
constituent treaties, as it would bring about agraase in the free of movement of movement for
individuals and the freedom to provide servicestedical service providers.

European Legislation Relating to Substantive law

The following directives can all be considered asvihg a bearing in the development and
deployment of potential health solutions. Thesedlives have been written into Member State law
and so are binding (although in slightly differémtms throughout the EU). They are each capable of
creating liabilities for the manufacturers and @pers of e-Health systems. Some of these legislativ
initiatives have been tackled elsewhere and willb@examined in detail héfé

« Directive 85/374/EEC on liability for defective hacts.

« Directive 92/59/EEC concerning general producttyafe

« Directive 93/42/EEC on medical devices

« Directive 95/46/EC on the protection of individualth regards to the processing od
personal data

« Directive 96/9/EC concerning the legal protectibmlatabases

« Directive 97/EC/66/EC on the processing of persadiagh and the protection of privacy in the
telecommunications sector

*17 See: Council Regulation (EC) No 44/2001 of 22 Defwer 2000 on jurisdiction and the recognition antbecement
of judgments in civil and commercial matters

18\ good example of this the variation that existssome Member States with respect to non-fault leti:m and
healthcare.Such laws exsist in Belgium France loitim many other Member States. See Callens., &iefdhe EU
Legal Framework on E-health’ in Mossailos., E, Pamand., G, Baeten., R, Hervey., T ,“Health Syst@uogernance in
Europe” Cambridge University Press P 586

Y pid P 587

*2 These directives were outlined as having an ingmoimpact on information society services in @oré submitted to
the Belgian Presidency of the European Union extitThe influence of EU law on the social charadthealth care
systems in the European Union’, Brussels 19 Nover26@l P105
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+ Directive 199/93/EC providing a community framewdok electronic signatures
- Directive 2000/31/EC on certain legal aspects &rmation security services, in particular
electronic commerce in the Internal Market (seeWwgl

The E- Commerce Directive

The e-Commerce DirectiVé was intended to compliment preexisting rules comiog online
purchases and other types of online commerce. Mlageifically the directive is intended to apply to
services normally provided for remuneration, aisiathce, by electronic mearfs. This means that
services that are not offered on a commercial bagishot have to meet the requirements of this
directive. This will include a large amount of pis health services including public health
information messages. It was hoped that the diredtill create a legal framework to ensure the free
movement of information society services betweenmider States® Communications by phone
(including mobile phones) and fax are also nottidet in the remit of the directivé® Importantly
consultations with medical professionals by meanshone or fax are explicitly excluded from the
definition of information society servicé® This means that the requirements of the e-Commerce
directive (described below) will not apply to a ganof services that could otherwise be considered
mHealth service¥”® Whilst the most obvious area of application of tective is to such activities
such as sales of goods and services online, teetie also makes clear that it can be considered t
be applicable to a wide range of activities thatlae re-numeration, even if such remuneration is
not provided by the direct recipient of the servitlis has potentially important implications for
health-based services as it means that e-Healthiders may be subject to requirements of the
directive even if they are not receiving paymemnectly from the patient. This may be the case where
a state insurance organization (e.g. the mutuslitieBelgium and France) is ultimately responsible
for the payment of the service that the patientseinhas decided to purchase. This will inevitably
catch a large range of potential e-Health servighere individuals ultimately decide to purchase
such services because they know they will not havieot the bill themselves (i.e the state will pay
in their place).

It will be important for those wishing to offer meléh services to be aware of this distinction idesr

to be certain which services will be subject to teguirements of the e-Commerce directive. This
distinction between phone based and Internet bssedces described in the directive is not always
clear cut however in practice. On can for exammascer that the use of SMS services might
constitute services that will fall under the e-Coence directive. Such services have proved useful in
trials in developing countrié<.

*2Ipjrective 2000/31/EC of the European Parliamentairitie Council of 8 June 2000 on certain legakaspof
information society services, in particular elentoo

%22 Communications by phone fax or mobile phone amduebed from the remit of the e-Commerce Directilkis can be
seen by Directive 2000/31/EC’s reference in Artigl@) to the definition of information society siees in Directive
98/34/EC, Article 1(2) (which) refers to Annex V tifat directive for a list of services that can bet considered as
‘information society services’.

**Directive 2000/31/EC, Recital 8

*#Directive 2000/31/EC, Article 2(a) refers to th€emmerce directive refers to Article 1(2) of Ditige 98/34/EC for
a definition of ‘information society services’. Aex V (2) states that this definition does notudd telephony or fax
services.

*Pbid

%26 This means that those offering mHealth servicesuth the medium of phone or fax will not have eonply with the
requirements of the directive. Uncertainty remawith regard to SMS based services. For further Ba@a., M and
Subirana., B, (2003), ‘E-commerce oriented softwagents: Some legal challenges of advertising as-gatonomous
contracting Agents”, Computer Law & Security Revjei®, 4, 282-288

2’At the Consultation Workshop mHealth in a Socioremaic Context, 18 January 2012 an SMS based sethvatavas
used to give advice to diabetes patients in India described.
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Implications for Member Stae8

Exclusion Of prior authorization

The e-Commerce directive does not allow MembereStab have systems of prior systems of
authorization for Information Society services @slesuch authorization schemes are not targeted
specifically at such services specifically but nherecidentally cover them. What this means for
mHealth based services is that member states @tilba able to demand extra requirements in terms
of prior authorization if such requirements are potsent when services are offered on a more
conventional basis. This means that if a conveatioservice is already available without
authorization or similar requirements then it canprinciple be offered using information society
services i.e. using the internet also. This migeamfor example that if products are allowed to be
sold on an unlicensed basis in a Member state ttiey should be allowed to be sold in a similar
manner using the internet. The directive does hewewt mean that all services can be offered
through the internet on lassez-fairebasis. The same rules that are applicable to rakediterprise
using non-information society services will be apgible to enterprises using information society
services. This may be true even if the regulationguestion have the effect of in reality prevegtin
the service in question from being offered usinprimation society services (see the Doc Morris
Case below for a good example regarding onlinermpheies).

Exclusion of Liability for Intermediate Service Riders

An important aspect of the e-Commerce directivexslusion of liability for intermediaries that
merely provide the service of conveying informatifor problems that arise as a result of the
information it self?® The aim of such a provision was to prevent comgmaich as ISPs being held
liable for the services provided by others throtigdir medium. Such an exclusion is however only
available if the intermediate service providemh@s not initiated the transmission, (ii) has néeced

the recipients of the transmission and (iii) has modified the information content in any way.
This will have important implications for matterd a-Health. This is because it provides
organizations such as ISP’s with an assurancetliegt will not, in general, be held liable for the
content of the services they allow to be transmitteough their infrastructure. If this were noeth
case there could be reticence on the part of 18Pa&low some potentially risky traffic (in term$ o
liability through their medium). This could prevanhovative m-Health services from gaining access
to the very infrastructure that would be neededtifi@ir dissemination. ISPs will however have to
remain wary of complying with the conditions debed above in order to avoid the possibility of
liability. This will likely mean that ISP’s and mid&h providers will only be able to work togethaer i
very limited ways if ISP’s are to be able to guaanan avoidance of liability. This will exclude
potential collaborations whereby such organizationght help select or target potential recipients.
Nothing however excludes organizations such as t&Rgever from voluntarily stepping out from
under this liability shield to play a more activ@er in mHealth. This will however only be likely to
occur where such organizations judge as low rigkpbtential liabilities that they may be exposing
themselves to. The consequence is that an ISPbeilmore likely to play an active role in the
dissemination of low risk activities such as prei@nbased lifestyle campaigns (e.g. the seleation
smokers for anti-smoking messages) than in radieal experimental treatments that could have
tangible effects on matters of life and de¥thln such instances services such as ISPs and
telecommunications companies are not likely to @lactive role.

*%Directive 2000/31/EC,Article 22 - Member Stateseveequired to have fully transposed the e-comdietive into
their respective legal systems by 17 January 2002.

*Directive 2000/31/EC, Article 12

3% a. Directive 2000/31/EC 12 (a)-(c)

31 1SPs will of course have to remember their obla under the data protection directive with regao the personal
information of their clients.
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Requirements on those offering e-Health Servicegyusformation Society Services
The e-Commerce directive impacts upon informatmeiety services in three principal ways;
a) Requirements on the provision of general infornratio

The e-Commerce supersedes the requirements ofist@nbe Selling Directive®? The party
attempting to sell products or provide servicemmenust provide information such as its
name and address, all prices and essential comslitian email address for contact,
information concerning its presence on trade reggstand information regarding the
professional body with which the organization mayrbegistered with. Other such important
information that may need to be communicated ineduthe organization’s VAT number and
any professional titles granted to the service igierg or its members by the Member State
concerned.

b) Matters of Commercial Communications

Service providers must identify clearly the comni@roature of any service conduct&d,
the person on whose behalf the communication isgogiade and if applicable promotional
offers that exist (for example discounts, premiugiff, competitions and games). mHealth
providers must therefore clearly outline to potaintustomers that they are indeed offering a
commercial service (if indeed they are doing sepeeially if this might not be readily
apparent from the consumer’s perspective because mirported medical nature.

c) The Conclusion and Regulation of Contacts Mader@nli

The directive spells out important requirementd thast be present in order to be able to
consider a contract concluded. This entails iniyeatquirements for both Member States
and those offering services. Member States arereztjto ensure that their respective legal
systems allow contracts to be concluded by elemtrareans and that such contracts are
recognized3* Those offering services are required to presefdrrimation providing the
different technical steps that must be taken ireotd complete a contract and the terms and
conditions of a contract must be both capable @fgostored and accessed by the individual
offered the contract. A service provider must alsdicate before the conclusion of the
contract whether the contract will be stored anthwiill be accessible. Furthermore, there is a
requirement that the service provider offering tantract must spell out clearly what
alternative languages are available for the commtusf the contact. Finally the service
provider must provide a procedure for customersighlight and amend errors. Once an
individual agreement has been received by a sepigeider, it must notify the individual
concerned as soon as possible that such agreeaeeheln receivet.

It should be noted that these requirements applgrg@nizations that are offering contracts for
services that utilize information society servicéfis means that mHealth service providers that
approach individuals using such means i.e. usiegiriternet or email must comply with the above
requirements. This will only apply to providerseatipting to arrange contracts for the provision of
such services. This means that once such a cohmadieen agreed the mHealth service provider will
not be required to meet these requirements for eaetyone of its communications with individuals
i.e. stating that its service is in reality a comom service. Such requirements will apply though
where new services are offered (on a commerciaispas those who are already pre-existing
customers of another m-Health based services. dtkl be the case where participants in a ‘basic
service’ are offered the chance to participate orercomplex services. In such instances, it will be

%32 Directive 97/7/EC of the European Parliament ahthe Council of 20 May 1997 on the Protection @inSumers in
respect of distance contacts

*3Directive 2000/31/EC, Article 6

*Directive 2000/31/EC, Article 9

**Directive 2000/31/EC , Article 11
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important for those offering the services to compiyh the informational requirements described
above.

Online pharmacies

An important aspect of mHealth is that individual® able to obtain medical treatment in many
locations and not just in those recognized as autiveal such as the hospital or the doctors surgery
Such a concept could also probably be extendedhéo provision of prescriptions and other
medications normally available at pharmacies. peidect world one could imagine information aged
technologies being used to arrange the orderingdatidery of prescriptions to individuals who find
conventional services inaccessible. This could eangm individuals with disabilities that live ihe
inner cities to those who simply live in ‘far fluhgreas. The possibility of Internet communication
combined with the possibility of electronic preptions could feasibly allow a revolution in the
pharmaceutical sector. Despite these recent imprexes however, the pharmaceutical sector has
shown itself to be resistant to change for socialtural and legal reasons. These issues havddahus
prevented the development of a truly mobile e-Hebitsed system of pharmacy.

The ‘Doc-Morris Case’

The Doc Morris Casé® concerned a challenge by an online pharmacy (éstiad in the
Netherlands) that wanted to market medicationsottsemers in Germany. The organization itself
was not an individual pharmacist but rather a tegtsl company that employed certain pharmacists.
In providing pharmacist services in Germany on alme basis however Doc Morris was falling foul
of a German law that required a pharmacies not tmlye overseen by a qualified pharmacist but
actually owned by one. The purpose of this law twasnsure that the ethical and professional duties
each pharmacist was subject to would be at the afoeach and every practice. Such a law intended
to ensure that commercial pressures were not timapr motivation behind the activities of
practices. In addition, German law, whilst allowinther EU nationals to practice as pharmacists
required that they should first obtain a licence@armany to practice as such first. Doc Morris
contended that such restrictions were contrarpéditeaty provisions on freedom to provide services
and freedom of establishment (then articles 43 4dC). Whilst the freedom to provide services
and of establishment are at the core of Union laay tare not absolute. Governments are able to take
measures that would seemingly contradict theseciptes in order to achieve certain aims, one of
which is protecting human health. The ECJ foundhm Doc Morris that the measures enacted in
Germany could be considered necessary and propaltigiven their aim of protecting human
health>®” The consequence of this is that laws like the Germne (and other restrictive measures
that Member States have in place) can be usedwkere they ar@rima faciein conflict with the
most basic of single market principles. This camehanportant implications for mHealth initiatives
that have cross border scope. Large online phaawawill clearly no longer be able to operate in
Germany. This principal behind the Doc Morris casrild also seem to allow Member States to set
up restrictions on services emanating from andtt@mnber State that although permissible there may
not be in line with requirements in the Member &taincerned. Such rules might for instance require
registration in the Member State concerned or migbtwas the case in Doc Morris) place limitations
on the business model that can be Wé&8uch rules could place limitations on the futurevjtlers

of mHealth. This result exemplifies the fact thature mHealth operators that wish to operate

*3%Joined Cases C-171/07 and C-172/07.Apothekerkarde®iSaarlandes and Others. v. Saarland and Ministdiir
Justiz, Gesundheit und Soziales

*3Joined Cases C-171/07 and C-172/07.Apothekerkarde®iSaarlandes and Others. v. Saarland and Ministdiir
Justiz, Gesundheit und Soziales Para 51

%38 Interestingly in the Doc Morris case the courtewited the court’s previous finding in Case C-080Commission v
Greece (2005) EVR I-13177 to state that MembereStato not have a carte blanch in deciding what uneasare
necessary. There, the court ruled that restrictmnshe establishment of optician practices in Geesere too onerous.
The requirements in question demanded that eadtiigeebe at least 50 per cent owned by an optiaizh that he be
liable to partake in any losses that the busindgbtnmake. The court found in that case that gitrenlesser risk posed
by optical products that such restrictions werenemtessary.
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services on a cross border basis will not be instin to assume universal legal compliance simply
by virtue of being in compliance with a regime ineoMember State. It will rather be necessary to
conduct an analysis of the requirements of each béerState where it is intended that a service will
be provided. The problems that can arise here Wwetdighted in the e-Commerce directive which
acknowledged that certain restrictions upon thevflof information society services would be
inevitable through professional rules and codesoofduct given the need to protect both consumer
and public health. In order to combat this, theeclive called for a pan European approach on the
formation of such rules in order to minimize distiiap to the single market as much as possible

The Directive on Electronic Signatures

In the information age contracts can be, or ardaqes even more likely to be concluded on an
electronic basis. This will include contracts relgtto healthcare in general and, probably, more
specifically to mHealth in particular. A signatutan provide an indispensible legal indication of a
legal function such as consent. Common rules agdlagons both on a national and a European
level can therefore be important in insuring th&eréile environment is fostered in order to faaile
such an important aspect of most services. Dutlireg1990s, Member States began to legislate
relating to the information society, including asealated to electronic signatures. In order toichvo
contradictory regulations that would harm the ingmarket it was necessary for the EU to act in
order to set a common framework where possible. Hti&s directive on Electronic Signaturés
represented an initiative that aimed to address goal. The aim of the directive is to create a
technology neutral framework for the issuance etebnic signatures through certification services
providers throughout the EU. It was expected thir alia electronic signatures would be useful in
the healthcare sectoft

The directive obliges Member States to treat ‘diealielectronic signature¥ equally in legal terms

as paper signatures. The directive does not howewgeltate the legal use and the requirements of the
handwritten signature itself, this is instead leftMember States to regulate through national law.
This means that matters that may be of extreme iitapce to sensitive areas such as eHealth are
often governed by national law. This could incluthe situations governing where and when a
signature is required and also the evidential weiggt is given to a signature in legal proceediiys
Given this, the purpose of a qualified signaturenerely to give organizations and individuals the
confidence that an electronic signature has at E@svalent value in legal terms to its paper-dase
counterpart. It would thus not be correct to asstina an indivdiual’'s agreement by a Qualified
Electronic Signature in one part of Europe meaesipely the same in legal terms as another as it is
the national laws governing signatures in gendrat will determine this. In addition the directive
does not seek to alter national rules on conteagf imeaning that one must look to national rules on
the formation of contract in legal disputé8More specifically as far as m-Health is concerrszine
Member States have specific laws requiring sométhhealated documents to be based on paper,
including prescriptions, the Directive on electoi@ignatures does not alter this. This means that

>Directive 2000/31/ECArticle 16. It should be notédwever that the e-Commerce Directive speaks orily o
‘encouraging‘ the Commission and the Member Stakés. provision cannot therefore be seen as bindiitiger on the
Member States or the Commission.

>4 European Commission (1999) Directive 1999/93/E€hefEuropean Parliament and the Council of Majp&8ember
1999 on a Community Framework for electronic sigreg, OJEC? L 13, 12-20

> Directive 1999/93/EC 19

*42 No discrimination is allowed against an electrasignature if it is “advanced,” based on a “qualificertificate,” and
created by a “secure signature creation devicefrediive 1999/93/EC, Article 5 An “advanced” e-sidure is defined to
require: a unique link to the signatory; capabitifyidentification of the signatory; creation usinggans under the sole
control of the signatory; and linkage to the data imanner whereby the recipient is able to detegtalterations to the
original document sent by the signatory — Directi®®9/93/EC, Article eal2(2) (a)-(d).

>3 For a good analysis of the directive and its atéon with national laws in the years proceedisgenactment see
‘The Legal and Market Aspects of Electronic signesu— Legal land market aspects of the applicatibDirective
1999/EC and practical applications of electronignatures in the Member States, the EEA, the Catwlidad the
Accession Countries’ - A Study for the European @ossion — DG Information Society (2003)

** Directive 1999/93/EC, Recital 17
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potential mHealth providers once again will have have a good understanding of the legal
requirements of the countries in which they intémeperate. This may well require legal expertise
not only in the Member State in which the mHeallgamization is based in but also also all the
potential member states of its users.

14.12 Radio Spectrum Policy and mHealth
Importance of Spectrum Regulation

The EM Spectrum is of immense importance for modkgital innovation. Wireless services, the
economic recovery, long term growth, high-qualibbg and long-term EU competitiveness all
depend on its efficient utilisation. Policy iniikes related to the radio spectrum have been an
important part of the EU’s Digital Agenda for Eusopnd to the Europe 2020 strategy for smart,
sustainable and inclusive growth. The efficientlisdtion of the electromagnetic spectrum will
become evermore important for mHealth in yearsame Innovations in matters of mHealth are
increasingly being realized by the use of devicesut-components that often operate at a distance
from the principal system hardware. This is oftehiaved through wireless methods that utlise the
EM spectrunt® Efficient regulation of spectrum use will therefobe important in insuring that
innovations in matters of mHealth have accessdadhuisite areas of the EM spectrum and that such
use is not interfered with in an unacceptable manhewill be important to factor this into any
scenario development in the MovingLife Project.

The importance of Radio Spectrum Policy to mHealthe example of mBANS

MBANS (Mobile Body Area Networks) are a good exaengl a potential problem area for mHealth
projects in relation to radio spectrum issues. miBAde small networks of medical components and
communications devices located on or around theipalybodies of individuals. MBAN will play an
important role in enabling ubiquitous and non-invastelemetry and healthcare systems in the
future>*Depending on the components they contain they @ruded to conduct a variety of
functions including observing various body funcgpmadministering medications or other types of
treatment and communicating data to a hub or aalestéta processing location. The mHealth vision
is that patients can enjoy enhanced freedom antityqoé life through avoidance or reduction of
hospital stays. This would also allow pressure orersiretched hospital services can be
alleviated>*'The devices used in an mBAN can use a variety ffierdnt spectrum frequencies
depending upon their location and type of usectitecality of the data they may transmit and also
the distance that is require for transmissiBnThis may vary depending upon for example whether
the individual is a patient in a hospital ward ®an out-patient in the community that may be given
free reign around his entire home or even the conmyat large. An example of the different
frequencies used by various implantable devicehdsvn below*

*5Tan, Wen, H. and Gyires, T., (2003). “M-commerceusity: the impact of wireless application protodoVAP)
security services on e-business and e-health sokiti International Journal of Mobile Communicasof, 4, 409-424
% Fang., G, Dutiewicz., E, Hug., M, Vesilo., R anihiai., Y (2001) ‘Medical Body Area Networks: Opparities,
challenges and practices’, Communications and mndédion Technologies (ISCIT), 2011 11th InternatiocBgmposium
on

**"Jones., V, Halteren van., A, Widya., |, DokovsN,,Koprinkov., G, Bults., R, Konstantas., D and ., R, (2006)
‘Mobihealth: Mobile Health services based on Bodg#® Networks’ in: ‘M-Health: Emerging Mobile Heal8ystems’,
Springer, pp. 36-219.

> There may be a device located in the mBAN thatsisd to transmit data to a more distant locatiarh su mobile
phone using device or the mBAN may need to comnat@ia short distance to a hub that is capablean&nitting data
over longer ranges.

9 This table was taken from a presentation made hymis Weber of the CFO at the MovingLife Consuitati
Workshop mHealth in a Socio-economic Context, 181day 2012
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Table 19 - Frequency band table

Power / Spectrum
Frequency Band | Magnetic access ang \otes
Field mltlg_atlon
requirements
For Ultra Low Power Active Medicgl
a &05;405 §5r KW See Note 3 | Implants covered by the applicable
P harmonised standard.
LBT or dut For Ultra Low Power Active Medicgl
401-402 | 25 W y Implants and accessories covered by|the
al cycle <0.1% . )
MHz e.r.p. (see note 2) applicable harmonised standard and [not
covered by band a.
LBT or dut For Ultra Low Power Active Medicgl
405-406 | 25 W y Implants and accessories covered by|the
a2 cycle <0.1% . )
MHz e.r.p. (see note 2) applicable harmonised standard and [not
covered by band a.
30 The application is for Ultra Low Power
b 9-315 dBUA/m | < 10% Actlve_ Medical Implgnt systems using
kHz at 10m inductive loop techniques for telemetry
purposes
-5 . . :
c 315-600 dBuUA/m | < 10% The_ application is for animal implantalle
kHz at 10m devices.
The application is for Ultra Low Power
d f/IOHg'?’?'S ir MW\ < 10% medical membrane implants for blopd
P pressure measurements.
The application is for ULP active animial
implantable devices (ULP-AID), limitef
to indoor only applications.
7 The maximum field strength is specified
12.5-20.0 ;:iB Am | < 10% duty in a bandwidth of 10 kHz.
€ MHz at EOm cycle The transmission mask of ULP-AID |s
defined as follows: 3dB bandwidth 300
kHz
10dB bandwidth 800 kHz
20dB bandwidth 2 MHz.
LBT+AFA For Low Power Active Medical Implants
and < 10% and associated peripherals, covered| by
2483.5- 10 dBm duty cycle. the applicable harmonised standard.
f 2500 - Individual transmitters may combine
MHz €.1r.p See Note 3 | adjacent channels on a dynamic basig for
increased bandwidth higher than 1 MHgz.
Peripheral units are for indoor use onlyj.

In all this circumstances it is of crucial importanthat the equipment used within the mBAN is
secure from a spectrum related issues perspeclinis. entails several important requirements
including, that the device in question has accedhé required spectrum range, that that spectrum
range is not subject to an unsafe level of interfees from other related equipment that may be
operating in the environment, and that the deviteguestion is able to withstand the normal
acceptable level of interference associated with #pectrum frequency in question. These
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requirements represent both technical requirenddritse device in question and also requirements of
the wider regulatory environments in question.

Decision No 676/2002/EC of the European Parliameamd of the Council of 7 March 2002 on a
regulatory framework for radio spectrum policy ihet European Community (Radio Spectrum
Decision)

The aim of this decision was to establish a podioyg legal framework in the Community in order to
ensure the co-ordination of policy approaches awvitere appropriate harmonized conditions with
regard to the availability and efficient use of tlagio spectrum necessary for the establishment and
functioning of the internal mark8f. The decision creates procedures that aim to itteil
policymaking and also harmonization in light of ttedevant policy grounds including, ‘economic,
safety, health and also public interest’. In pugysactivities under this decision the Commission tmus
take into account the work of existing internatiormaganizations related to radio spectrum
management such as the International TelecommiomnsatUnion (ITU) and the European
Conference of Postal and Telecommunications Adrmatisns (CEPT}™.

At present, regulation in the area of spectrum s&de predominantly an area of Member State
competence. The Commission has however been chRafgdth presenting a legislative proposal to
the European Parliament and Council to establistubtiannual Radio Spectrum Policy Programme
(RSPPY>® setting out policy orientations and objectives thoe strategic planning and harmonisation
of the use of spectrum. This will take into accotim@ opinion of the Radio Spectrum Policy Group
(RSPG)>* At present the electronic communications spectpatity is covered by the Framework
Directive 2002/21/EC and the Authorisation Direeti2002/20/EC as amended by Directive
2009/140/EC. These directives attempted to ensfii@eat use of spectrum frequencies, remove
rigidities in management of spectrum use and de&esier access to the spectrum.

The RSPG has opined that a main objective of ansp&ttrum approach shall be to facilitate the
development and operation of the internal market tnpermit improved access to spectrum for
applications and uses where demand is growinGiven that mobile applications are clearly an area
of growing importance it is likely that this sectoill receive attention in the future. In its repait
underlined that avoidance of harmful interference af primary importance in spectrum
management®. In order to achieve this, decisions and measomespectrum use have to maintain a
balanced approach. In employing such an approazhuske of harmonised standards will be a key
element in spectrum regulation, including sharing tonditions defined by regulators. In addition,
the RSPG also stated that it will be important e harmonised standards for electric and electronic
equipment and networks as a method of preventitggf@erence with spectrum use. Preventing such
interference will be of paramount for devices usethHealth applications that will often be involved
in critical functions. This will be important indditating the innovation of mHealth that will infure
utilize numerous possibilities of wireless commaartian.

The RSPG does not however call for a complete hairaton of spectrum policy, recognizing that
member states still have an important role to pl&ather a strong need is perceived for enhanced
cooperation between competent national authoritidee European Commission, European
Conference on Postal and Telecommunications andpEan Telecommunications Standards

>PDecision No 676/2002/E@yrticle 1

51|t should be noted that CEPT does not only corairmembers but also non EU States also.

52 Article 8(a)(3) of Framework Directive 2002/21/B6 amended by Directive 2009/140/EC.

53 The RSPP will determine until 2015 how spectrum casn contribute to EU objectives and optimize alpeiconomic
and environmental benefits.

4 The RSPP is based on Article 114 of the Treatythen Functioning of the European Union (TFEU), givie
importance of the availability and efficient use sgfectrum for the establishment of an internal eaf&r electronic
communications and for other EU policy areas.

®*RSPG Opinion on the radio spectrum policy progr@anm®SPG10-330 Final, DG INFSO, Brussels, 9 Jui® 2Para
9

*9bid, Para 16
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Institute. At present such coherence between theses is not sufficient and could be increaSéd.
The RSPG opined that a main objective of an EU tspec approach shall be to facilitate the
development and operation of the internal market tnpermit improved access to spectrum for
applications and uses where demand is gro®ihghis will likely foresee innovation to secure
access for wireless mHealth based applicationsiwémie likely to demand increased spectrum access
in the future.

The possible harmonisation the use of spectrumBANapplication.

The European Telecommunications Standards Insti(EESIP>° produces globally-applicable
standards for Information and Communications Teldgies (ICT), including fixed, mobile, radio,
converged, broadcast and internet technologies.SIES officially recognized by the EU as a
European Standards organization. A Memorandum ofletstanding (MoU) has been agreed
between ETSI and another European standards bdwy, CEPT Electronic Communications
Committee (ECC), for co-operation. In the developtred harmonized standards for radio equipment
as well as in relevant ECC deliverables, the pioris of the ETSI-CEPT will be applied MoU are
applied. Under this guise the ECC has recently Ipeesented a proposlto designate frequencies
in the range 2360-2500 MHz as a suitable design&#ioMBANS to be used in hospitals, at home or
by ambulance¥®* This band was selected as it proposed that ushiofrequency for MBANS,
based on their known technical and operational adtaristics would not prove to be a source of
interference to the current limited users of thasdh The ETSI document is intended to lay the
foundation for industry to quickly implement systemwithin Europe while avoiding harmful
interference with other services and systems wipitsviding spectrum allocation similar to that
provided elsewhere in the world. The hope was that would allow Europe to become more
competitive and allow its products in this areadmpete in other markets.

14.13 mHealth and the Stigmatised Patient
Stigma as a Concept

Stigma is a term that is heard frequently in ewday parlance. The term has been used since ancient
Greek time¥* where one could speak of a person possessgiigmaif they possessed a mark or
sign that indicated the individual was of inferiooral quality, a lesser being so as to say, than th
average person. A stigma could indicate for exantipé# someone was a slave or that they had
committed crimes. Stigmas might be applied by wiagranding, so as to mark the individual so that
individuals that might encounter him would know brsher true moral status and so that one would
not mistake him for a normal individual. Whilst @&tranity imbuedStigmawith another meaning for
some timé® (related to the virtuous wounds of Christ), modeay use of the word seems to have
returned to something similar to the original caiation. In the academic world the notion of stigma

*>|bid, Para 20

8 With regard wireless technology the spectrum fitsab historically been considered as the limiesburce and as a
limiting factor that needed to be controlled callgfuSee: Gruber., H and Verboven., F, (2001),éTdiffusion of mobile
telecommunications services in the European Unieurbpean Economic Review, 45, 3, 577-588

*%ETSI is a not-for-profit organization with more th#00 ETSI member organizations drawn from 62 agesacross 5
continents world-wide. Please visit www.etsi.org fitore information

*%ETS| Proposal — DTR/ERM-TG30-100

1A regulation in the USA from the FCC is also undewvelopment. — Information provided by Thomas Wehehis
presentation on 18 January 2012.

**?penal tattoing, whether applied to delinquent slavecriminals or to prinsoners of war was brorrdvay the Greeks
from Persian culture. The Romans later adoptegtaetice and it was thus extended throughout thgiremSee Jones.,
C, (1987) “Tattoing and Branding in Graeco-Romariduity”, The Journal of Roman Studjé¥, 139-155

*3n the days of Christianity and its saints and grartthe term was used for physical manifestatioindivine grace,
often in the form of the wounds of Jesus Chrise Belard Ganzevoort., R, (2008) “Scars and Stigmaura, identity
and theology” Practical Theology 1, 1, 19-31
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began to attract significant attention in the 1980sis seminal work“Stigma — Notes on a Spoiled
Identity, Goffman attempted to outline exactly what stigsaiton involved. To him it involved a
process where by ‘normal’ individuals discernednaght be able to discern that the stigmatised
individual possessed traits that made him diffeteat 'normal individuals’ Rather than symbols of
‘prestige’, such as expensive clothing or accesspwhich are capable of marking out individuals of
‘superior’ quality, stigma symbols indicated thaetperson bearing them was of a lesser moral
guality than members of the social class he migieravise seem to belong too. Such symbols could
therefore be used to identify individuals as ndbbging to the normal social class of persons and a
an individual that would merit a higher level oincern that the normal individual.

The Discredited and the Discreditable

According to Goffman those with stigma can usudbg categorised into two groups, each
experiencing stigma in different ways, tHiscreditedand thediscreditablé®®. For the discredited,
the external signs of his or her stigma are strandg unavoidable. Such individuals can be
immediately identified as not belonging to the mai class’. Examples of such stigmas might be
missing limbs or scarring. As Goffman states, tiserédited have a trait thatan obtrude itself
upon the attention and turn those of us whom hdasvaeay from him, breaking the claim that his
other attributes have upon himThus, an intelligent individual with a bodily dgurement will be
regarded by others as a disfigured individual, motdan intelligent individual.

Other stigmas are not so obvious to strangers. Tiegyonly reveal themselves after the stigmatised
individual reveals certain information or after armal individual discovers something about the
stigmatised individual. Such individuals are knoasdiscreditable One example of a group of
individuals that may fall into such a category mdividuals with diabetes. This is because it may n
be immediately obvious that an individual has diebéo a strang&’. Such an individual would be
discreditable and strangers meeting him would maivk of his difference immediately, rather it
would only become apparent after the individualassned did something to reveal his stigma or
decided to release information regarding it in sarer way®’.

Discredited and discreditable individuals face etiint pressures in dealing with their stigma. The
discreditable live under the fear of having theigrea revealed to others. A discreditable individua
will seek to avoid becoming a discredited individuheir thoughts and actions can be preoccupied
with hiding evidence of their stigma as much apdssible. This can cause anxiety and stress to the
individual who may not feel able to act themseRf8sif a discreditable person is in control of
information pertaining to his disease he can chdwseoptions. The first, if he or she feels thatlsu
actions would be well received in the environmentguestion, would be to reveal details of his
condition. The second, if he or she is not so damfi of a good reception would be do wGatffman
termed aspassing. Passing involves attempting to pass oneselfo# anormal individual’ because
one fears the consequences of revealing theiidergity. Whilst this might seem disingenuous to an
individual who does not possess the stigma in guesthe importance of being able to decide
whether or not to ‘pass’ for a discreditable indisé&l should not be underestimatéy.

Discreditedindividuals face a different array of negative ¢ioas. These individuals face immediate
recognition upon contact with normal individualshub rejection of these individuals can be
immediate. Discredited individuals often therefore feel the need to avomhtact with normal

*Hsin Yang, L., Kleinman, A., Link, J., Lee, S., &6d, B. (2007). Culture and stigma; Adding Morapeveince to
stigma theroySocial Science & Medicing64, 1524-1535.

*%Goffman, E. (1963). Stigma: Notes on a Spoilt litgn(P. Hall, Ed.) P 14

*%®Joachim, G. (2000). Stigma of visible and invisiblegonic conditionsJournal of Advanced Nursing32 (1), 243-248P
245

%7 In the case of a diabetic this could be the aéstration of insulin by injection in a public pdor example. Once
this occurs the individual concerned would moverfieeing adiscreditableindividual to adiscreditedone.

%8 | ink., B, Phelan., J, ‘Stigma and its public heainplications’ Lancet 2006; 367: 528-29

*%Joachim, G. (2000). Stigma of visible and invisibleonic conditionsJournal of Advanced Nursing32 (1), 243-
248P245
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individuals in order to avoid the negative aspéiess such interaction can bring abd{fDiscredited
individuals are likely to feel that their privacyinvaded by mere interaction with normal indivildya
as their different status is apparent to normalviddals immediately’! The discreditableon the
other hand may feel more comfortable if they are &b carefully manage information pertaining to
their status and maintain their ability to keepirtis¢atus hidden if needs B&For thediscreditable
the ability to carefully manage information regagltheir status is important, it allows them to mak
an informed decision about when and where to dsgcloformation relating to their stigma to other
individuals based upon their perception of how smétrmation would be received®

Chronic Disease and The Spoilt Identity

The following section focuses on how living withchronic disease can give rise to stigma related
issues. The experiences of individuals with diabetél be used throughout as an example as this
group is a prominent target for future mHealth tohs>’* The preceding section will then focus on
the interaction of mHealth with these issues. Whiisthe past ideas that diseases were inflicted on
individuals as punishments for bad deeds in this past life, were comma#® such ideas are not
popular in modern western societies. But, if ones wago back to the basic ideas of whajma
originally meant — a sign that an individual wasratly compromised, then it might be possible to
envisage how sufferers of chronic disease mighit Isti stigmatised in more contemporary times.
Diabetic individuals have complained for exampldha problem of strangers, at the sight of seeing
the diabetic injecting insulin in a public placesaming that the diabetic individual is a narcadtiag
user’’® Others will be aware that other individuals wiftem assume that a person’s lifestyle is
responsible for their conditioi! Such perceptions will be reinforced for exampléhé individual is
overweight, where strangers are likely to blameitickvidual’s poor lifestyle and resultant physical
state for their diabete€® The notion of apoilt identityis central to the concept of stigma. This can
often be linked to several aspects. Perhaps théimpsrtant, there exists the notion that the di@be
condition has been induced by the irresponsibistifie of the individual concerné®. Often the
average person will associate chronic conditioos.ekample obesity with a lack of control on the
part of the individual concerned, who may not bke &b control what he or she eats or ensure that he
or she exercises regularly. Such stigmas have tmeforced by health education messages, which
emphasise healthy eating, and lifestyle behaviaarsptions to reduce the likelihood of developing

*'Goffman, E. (1963). Stigma: Notes on a Spoilt ldgn(P. Hall, Ed.) P23

>ipid P 27

>"bid P P57

*3joachim, G. (2000). Stigma of visible and invisibhronic conditionsJournal of Advanced Nursing32 (1), 243-
248P247

" Given the projected large scale increase in itsmmof diabetes the condition will be of importateeplanners of
many future mHealth strategies.

**Stunkard., A, La Fleur., W and Wadden., T,Stignaion of obesity in medieval times: Asia and Euréqternational
Journal of Obesity (1998) 22, 1141 -1144 In the dust culture, stigma was ascribed to popular viefvsarma, which
saw in suffering the inevitable retribution for rabfailure in this or previous lives. In a Christiaulture, by contrast, the
stigma was ascribed to transgressions against uti@rity of an omnipotent god. In each culture, sgbeersons for
example were seen as perpetrators.

"% See: Tak-Ying Shiu, A., Yee-Mei Kwan, J., & Yee-MaVong, R. (2003). Research in Brief - Social stigas a
barrier to diabetes self-management: implicaticrsnulti-level interventionsJournal of Clinical Nursing, 12, 149.
P149 and Broom, D., & Whittaker A. (2004). Conlirgy diabetes, controlling diabetics: moral langeiaig the
management of diabetes type 2. Social Sciences didife , 58, 2371-2382. P2373

*""Broom, D., & Whittaker A. (2004). Controlling diates, controlling diabetics: moral language in thenagement of
diabetes type 2. Social Sciences & Medicine , 38,122382. P2373

>Ypid P2474

" Guilt and shame often play pivotal roles in stigisation amongst individuals with disease. Lung @arpatients for
example can often feel a sense of guilt and shhatddgads to them feeling stigmatised with the Itekat they can avoid
social contact in order to avoid acknowledging ttety have a disease which their past behaviouoKsmg) may have
contributed to. See: Betero., C (2008) “Living wibcial Anguish: Shame and Guilt in Lung Cancerdpg”, The open
Area Studies Journal, 26-30
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diabetes and a host of other conditidfisSuch a lack of control on the part of individuai#l often

be intrinsically linked to a moral shortcoming dietindividual concerned. This fits into the basic
discrimination framework laid down b@offmanwhere an external sign, in this case symptoms or
treatment of the illness, highlight an internal aldailure by the individual concerned.

Many sufferers of chronic disease experience stigftam the perspective of a
discreditableindividual. This will be the case wdhdor example an individual has diabetes but it is
not immediately obvious to strangers, but certaitoas of his might make it obvious. An example
of such an action might be where a diabetic pateeids to administer insulin in public in the view
of strangers. Though he is diabetic, it is not emidto strangers until he undertakes an action
associated with such a condition. This can havetneg effects such as leading individuals to fear
taking their medication at the correct time if theppen to be in a public place. Such strategesar
line with Goffman’sconcept of passing — where an individual attertgphow to others that he is no
different than them. Young adolescent males witibelies can fall into the category of those who
attempt ‘to pass’. They may often fear that namif@r individuals might come to know of their
chronic illness. The public knowledge of such wesdges would present a threat to their
masculinity®®* Adolescents with diabetes are particularly pranthée notion of passing, often leading
to non-compliance with their treatment regimes.sTten be in a efforts to adapt their lives to the
social activities of their peer groups rather thagir treatment regim&? It seems that with respect to
diabetes, men in general are more likely to higgr tbondition, and attempt ‘to pass’, than women as
they perceive that public knowledge of their comditcould result in a lower hierarchical position
amongst their acquaintanc®s.Passing can result in negative consequences dbetic individuals
due to the resultant loss in glycemic control, esgly if the individual concerned does not have
close ties with family or friends who can monitaick activities and stop them getting out of hand.
Fear of being discovered in their attempt at passind being discovered itself can cause further
stress which can have a detrimental effect on theirdition’®* As Goffman described for the
discreditable in general, the discreditable diabetill value close control over the availability of
information pertaining to his disea¥8.This is because, depending on his/her environrtieat
individual concerned may choose to reveal his dmmito others or he may choose to hide it as he
fears that in his current environment he is likelybe stigmatised. One could imagine two possible
social environments that would illustrate this dapion the one hand a relaxed social environment
amongst extended family members where a persondhiatietes judges that he or she is unlikely to
suffer stigmatisation from such individuals; or tme other a high powered business gathering
amongst competitive (often male) individuals, inie¥han individual may judge that knowledge of
his condition may place him in a lower hierarchigaisition than would have been the case
otherwise>®® In the workplace, individuals have been known tdehtheir condition from their

*%Broom, D., & Whittaker A. (2004). Controlling diates, controlling diabetics: moral language in thenagement of
diabetes type 2. Social Sciences & Medicine , 38,122382. P2373

Bhwilliams, C. (1999). Gender, adolesence and theagaent of diabetesournal of Advanced Nursing30 (5), 1160-
1166. P1161

*8%Kyngas H. & Hentinen M. (1995) Meaning attached@ampliance

with self-care, and conditions for compliance amgagng

diabetics. Journal of Advanced Nursing 21, 729+736.

*Williams, C. (1999). Gender, adolesence and theagwaent of diabetesournal of Advanced Nursing30 (5), 1160-
1166. P1161P1162

84 Stress can affect the body’s hormonal balancédurincreasing problems of glycaemic control faabditics. See:
Kyngas H. & Hentinen M. (1995) “Meaning attachecdctompliance with self-care, and conditions for ctiemze among
young diabetics”Journal of Advanced Nursirgfl, 729+736. P734

*%%Joachim, G. (2000). Stigma of visible and invisibkeonic conditionsJournal of Advanced Nursing32 (1), 243-248.
P 246

Billiams, C. (1999). Gender, adolesence and theagaent of diabetesournal of Advanced Nursing30 (5), 1160-
1166. P1160 — It has been noted that males withetks often feel the need to to hide their conalitiform other males,
especially in compeititve environments such asestat social forums.
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employer for fear of discriminatioti! An appreciation of one’s environment and closetrmbrover
information pertaining to his disease thereforevadl a diabetic individual to decide when ‘to pass’
when to reveal their condition. Maintaining thelépito decide this for themselves is therefore of
importance to those who are suffering from diabetes

Additionally, some individuals with diabetes midt¢ both discredited and discreditable. This is the
case where an individual possesses a physicabwtrithat a stranger might link to his diabetic
condition if he were to become aware of it. A g@@mple of this is the type 2 diabetic patient that
suffers from obesity. Such an individual may alseaddure the status of being discredited with the
stigma of obesity whilst he is discreditable witlgards to his diabetes. If his or her diabetic
condition becomes known to strangers they may isehysical condition as an explanation for his
diabeted® and also, as discussed, evidence of the indivalwedaker moral character. An obese
diabetic patient may therefore feel like he is beathdiscredited and discreditable individual.
Discredited in the sense that he is already stigedtto strangers as an obese individual, and
discreditablein the sense that if strangers learn of his dialmeindition, they may link it directlyo

his obesitySuch individuals can therefore possess a formailte dis-creditability’.

Individuals with diabetes may become discreditedvirious reasons. This may for example occur
with regards to the work place because of the amoliime an individual spends with his work
colleagues. Given this, it is likely that they widlarn of an individual’s condition over time a®th
individual may need to make special arrangementa essult of his condition (for example with
regards to diet, or periodic trips to the doct@)scredited individuals may resent situations that
compel them to expose their illness to others iblip3®® Such situations where they are forced to
expose their condition can leave individuals witfe@ling of having their privacy invaded. Diabetic
individuals often fear the effect on their socié that a worsening of their condition may bring a
such a deterioration will preclude them from takjpagt in the group activities of their peéf&Such
individuals will often take steps to minimise tHeaaces of such encountéf$in the case of diabetic
patients this might involve minimising work based ather situations that may involve exposing
one’s condition to other individuals. This couldsu# in a lesser participation in professional and
other forms of active life. This situation has oaty the obvious consequences for the individuat th
does not participate fully in society, but alsostciety in general which fails to tap the unused
potential of such stigmatised individuals.

It would therefore appear that it is in both aniwidlal diabetics’ interests and in the interests o
wider society to minimize the negative effects tbah exist for such discredited individuals. This
could be achieved in two possible ways. The firgstild be to reduce the need for such individuals to
feel discredited in the first place, by making theondition less visible to others and therefore
allowing them to remain discreditable. The secomald be to reduce the link between the condition
involved and the morally discredited status thaigsociated with it. The second essentially inv®lve
using methods of public education to enlightenvitials and dispel any stigma that exists and is

7Griffiths., R, Moses., R. ‘Diabetes in the workpe. Employment experiences of young people witbetes
mellitus.” Medical Journal of Australia 1993 Fell38(3):169-71. An Australian study showed that&ft per cent of
diabetics were aware of an example of discrimimatdod 24.2% of diabetics in employment had at setage tried to
hide their diagnosis from their employer.

%8 Creel., E, & Tillman, K. ‘Stigmatisation of Overight Patients by NursesThe Qualitative Reporvolume 16

Number 5 September 2011 1330-1351

*%Broom, D., & Whittaker A. (2004). Controlling diates, controlling diabetics: moral language in thenagement of
diabetes type XSocial Sciences & Medicines8, 2371-2382. P2373

*%yngas H. & Hentinen M. (1995) Meaning attachedampliance

with self-care, and conditions for compliance amgagng

diabetics. Journal of Advanced Nursing 21, 729+736.

*lrykunaga LL, Uehara DL, Tom T. ‘Perceptions of eias, barriers to disease management, and seeécksna focus
group study of working adults with diabetes in Hawa011Preventing Chronic Disease 8(2) 1-8 P 2
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beyond the scope of this pap@r The first method however can be achieved in thecugh the use
of e-Health platforms that allow individuals to vee visibility of their condition. The following
section of this paper will describe the issues &tealth platform such as REACTION should take
into account in order to avoid creating furtherlpemns associated with stigmatisation for diabetic
patients.

The Possible Effects of mHealth Activities theyfeth’ of Chronic Disease Sufferers

mHealth activities can have several important ailffeese can include for instance increasing the
efficacy of treatments, the realisation of increageonomies though the utilisation of increased
digitisation and also serve to aid adaption to dgmnayohic changes including and increase in older
people amongst populations. It is also possibl¢ ithattempting to achieve such goals that other
results might also occur incidentally. One suchsgmkty is a change in the way individuals
experience issues related to stigmatisation. lthelimportant for mHealth requirements to consider
this issue both before and after implementatioassto avoid unwanted effects where possible.

Body Area Network Equipment

One potential example of the use of such body atearks may involve sensor patches or other
equipment. Recent research has resulted in equiptin@ncan be used to measure heart rate, blood
glucose levels, gait, and other characteristicsiftgent of this type, though having other advandage
can have implications with regards to illness aisdéed stigma. This is usually associated with the
visibility that such devices have. A patch for exde may serve as a signal to strangers that the
individual concerned is the subject of certainietittns that could be indicative of a lesser moral
status (as discussed above). This might not onlwlere a patch causes a stranger to suspect the
individual has a medical condition such but alsemhsuch a patch gives the mistaken impression
that the individual is addicted to questionabledwturs such as smoking or the use of narcotics.
This could have negative social connotations arghtrdetract from the physical health benefits that
such a technology might bring. Additionally, thecri@ased chances of stigmatisation could lead to
improper use of such a patch. This could for examiptiude the user deciding not to wear it if a
social encounter is deemed likely. There are howsweple measures that could be taken to lessen
the impact of any stigma. These include the obyisush as making the patch as small as possible,
designing it so that it can be placed on the badguch a place that is not likely to become visible
under normal social situations and by designinigp isuch a way that it does not need the user to
interfere with it in public. Another option is tesign such equipment in a manner so as to redece th
possibility of confusion with patches for other sigeg. nicotine patches is minimized.

Networking Technology

Future mHealth treatment platforms will likely makequent use of wireless networks and other
associated technologies. Such technologies witmalmportant parameters regarding the condition
of the patient to be transmitted in real time todioal professionals that may be at a considerable
distance from the individual concerned. Such tetdmowill likely make use of existing broadband
and internet architecture in order to allow forealuced need for face-to-face visits with healthcare
professionals and hopefully allow a more autonontibeigor patients.

In line with the reasoning discussed above withardg to body area networks and associated
technology it will also be important to design netking technology so as to reduce unwanted
visibility as much as possible. Again this wouldoal individuals that wished to, ‘to pass’ in
appropriate circumstances. With such equipment iit e important to consider not only
conventional visibility, i.e. that which an indiwidl can observe with their eyes, but also eleatroni
forms of visibility. This could for example exist the forms of visible wireless networks that viod

92 There is of course a tension between the two. &plng a condition covert one is likely to lessha possible
educative effect that could have occurred if theyremo publicly reveal their condition. One couldoapossibly argue
that helping individuals to keep their conditionglden might lead to incorrect morally based assionpt being
reinforced.

Page 228 of 230



MovinglLife
D2.1 State of Play in Mobile Healthcare

apparent to others with Wi-Fi connections nearbge @an imagine for example individuals not
wanting their neighbours for example to able toepbs wireless networks with ‘tell-tale’ names that
might clearly indicate that the individual concedne the recipient of some form of mHealth based
platform. Though it may be some time before sucplaform is in place, wireless-networking
technologies that operate in a public space woldd aeed to respect such a principles and be as
discreet as possible. In addition, more conventiooacerns with regards to visibility will have e
considered for such equipment. This will involvesarng that any middleware technology that must
interface between BAN'’s and more long distancerimgebased connections are as inconspicuous as
possible and permit placement in as discreet ditotas possible.

Equipment medications or treatment methods

mHealth technology will likely make use for a neengration of devices to deliver medications and
other treatments. This will allow individuals teceive treatment for various conditions in a variet
of other environments than was previously possibies might mean being able to receive treatment
at home where it was only previously possible hospital or under supervised medical supervision.
For other it might allow continuous treatment irsgense to their condition where previously
treatment could only be administered a few timdayin a more controlled environment, possibly at
home. The result of these changes in some instangg® mean that the certain aspects of their
condition might become more visible to family, frds and even strangers. This can have effects in
terms of the level of stigmatisation that indivitbumay feel. It will as always be important to redu
visablilty as much as is possible for the sameaesishat were outlined above.

For devices that are intended to be used in omeadminister medicine it will be also important to
take into account other considerations. This ctwéldhe case for example with regards to equipment
used to administer insulin or other hormones (fistance women undergoing IVF treatment or other
reproductive proceedures). Syringes for example ltave a strong negative connotation to the
average member of the public as a result of tleso@ation with intravenous narcotic administration
Effortsﬁgguch as reducing the size of syringes aei tsyringe like appearance’ would probably be of
benefit™.

In certain instances developments in mHealth teldgyomight even remove the need for the
individual to actually administer the substancejuestion themselves. An example of this could be
where use is made of automatic ‘closed loop deviGsh devices would need minimal or no input
from patients and would respond in real time togh#@ents condition, possible receiving input from
medical professionals ona remote basis. Not onbylev such technology reduce the need for
individuals to have to continually worry about theondition but it would also reduce the need for
them to have to perform certain activities at inmppne moments that might betray their condition.
This could have an extremely beneficial effect lo@ $tigma associated with a medical condition as it
would allow individuals to avoid the need to hawke actions that might convey information
regarding condition that they would want to remanvate. This will allow, where desired,
individuals that could be considered as discretBtainder Goffman’s framework to remain so and
avoid becoming discredited. It will however be impat that such devices are designed to be as
inconspicuous as is possible. This will be partdyl important for those suffering from chronic
conditions that may have to carry and be dependgamt such devices for large portions of, if not all
of their day. For such individuals, the need tocbastantly wedded to a device will mean that the
possibility of discretion will be paramount for usen deciding whether to accept the use of such
devices or not.

*3The use of pen like syringes have been describdxmkiag useful for lessening the false associatiith imtravenous
use of narcotics.

Page 229 of 230



MovinglLife
D2.1 State of Play in Mobile Healthcare

A lesser face-to-face interaction with the medipadfession and other individuals with the same
condition.

Successful mHealth projects would likely entail eduction in the level of direct face-to-face
interaction between individuals and health profassis. Individuals would require fewer
appointments with health professionals for actgtithat, in an mHealth based setting might be
conducted remotely. Such a change in patient moeitwill also have an effect on a patient’s
perception of stigma. Whilst such a change mayrbée whole very beneficial in terms of patient
liberty, such changes may also have effects foviddals in terms of stigma. This is because the
interaction of an individual may have effects thath give rise to stigma as well as ameliorateanert
effects of the stigma itself. In terms of givingeito stigma the need for regular attendance at
outpatient clinics can create stigmatisation falviduals with regards to other individuals; (ecg-
workers when the individual is absent from worlgfrently for such reason3}* On the other hand,
the attendance of an individual can aid the esthblent of important social networks between
patients and health care professionals and betwagous patients. Under such situations diabetic
patients would be able to find refuge amongst oflugh patients or amongst those who understand
and sympathise with their conditidfr. The emotional relief that such patients find ansarfgllow
stigma sufferers can provide a welcome respitbasa who are exposed to the negative reactions of
strangers on a frequent basis. It must be nota@ftite that the removal of the need to attend, on a
regular basis an outpatient centre can represemtthing of a double edged sword; it can remove the
need for frequent visits to medical centres whiayroe noticeable to others and therefore might be a
source of stigma, but it can also remove the imdial from frequent contact with various support
networks that provide valuable support to those wiight occasionally welcome contact with other
patients and understanding members of the medic&gsion. It is therefore important that certain
infrastructures are maintained which allow patigntform such social networks amongst each other
and sympathetic professionals if such interact®odasired and requested by patients. It is infegest

to note an increase in the amount of patient so@alorking facilities where patients are able to
form relationships with each other on a autonomioasis™® A possible solution for an e-Health
provider could be to provide such a facility ortia¢ very least to direct patients to a pre-existing

one>’

One must however remember the overall context wdmsidering the question of the effect of a
mHealth-based treatment project patient’s stignias 15 because whilst a reduced need for face to
face to time in healthcare centres may remove act®egertain important coping mechanisms it
would also reduce the need for activities thatesm®ociated with that stigma in the first place that

of the need for regular visits to the doctor. Itulkbtherefore be incorrect to automatically assume
that the removal of regular face-to-face contaaivde to the detriment of a patient’s ability tape

with stigma as the activities associated with thgnsga would themselves be reduced, thus reducing
the need to ‘cope’ with them. Further research begl needed in order to assess how this balance
plays out with patients in such programs.

*9Griffiths., R, Moses., R. Diabetes in the worlqg@aEmployment experiences of young people witbeties mellitus.
Med J Aust. 1993 Feb 1;158(3):169-71. — It has heeongnized that individuals with diabetes are nlik&ly to take
more time off work than other individuals.

*®Goffman, E. (1963). Stigma: Notes on a Spoilt litgn{P. Hall, Ed.) Goffman called such considerptefessionals
‘The Wise'. They are individuals that spend muchetiin the company of stigmatised individuals sugldiabetes health
care personal in this case.

*%patients like me (which is found atww.patientslikeme.cojnis an interesting example of such a resource evher
patients are able to seek out other patients \withr tonditions in order to discuss their condisiqor anything else for
that matter.

971t would however be essential to respect the pyivaf individuals, giving them a choice as to wieetthey wished to
be involved and ensuring that there details arematle available online unless this is what theyirdeg\ possible
solution could be to allow patients to use synonyms
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